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29 aHBapsa 2020 ropa

B nekabpe nuaepamu no Ynciy AeTekTMpoBaHuii Ha Android-ycTponcTBax CTanm TpOosHLbI-3a-
rPY34M1KN 1 BPeAOHOCHbIE MPOrPaMMbl, CKaYMBaIOLLME 1 BbINOMHAOLLME MPOM3BOSIbHBIV KOA.
Cpeaun HUX ObiNn TposiHue! ceMenctBa Androld.RemoteCode n Androld.Downloader. Mo
CPaBHEHMIO C HOSIOPEM aKTMBHOCTb NePBbIX BbIPOCa Ha 28 %, a BTOPbIX — CHU3UAACh NOYTU
Ha 17%. Kpome Toro, cneumannctbl KomnaHum «[loktop Beb» BHOBb 0OHapy»Xmnnuv B Katanore
Google Play TposiHueB cemenctBa Androld.Joker, koTopble NMOANMCHIBANM NONb30BaTeNEN Ha
LLOPOroCToALLME CEPBUCHI M TOXE MO BbINOMHATb KO MO KOMaHAE 310YMbILLEHHMKOB.

MABHA{A TEHAEHUWA AEKABPS

MosiBNeHne HOBbIX BPeAOHOCHBIX NporpamMm B Google Play
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«JlokTop BeO»: 0030p BMPYCHOW aKTUBHOCTU
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MobOunbHag yrposa mecsiua

B 3akntoumtensHoM Mecsitle 2019 roga cneumannctbl «[JokTop Beb» obHapykunu B kaTanore
Google Play HOBbIX TpOSHLEB ceMencTBa ANdrold.Joker, KoTopble noanmncbIBatoT Nonb3oBaTe-
nen Ha pgoporocrosme cepBmcbl. Kpome TOro, 3Tm TPOSHLbI MOTYT 3arpy>atb M UCNOSHATb
NPOW3BOJIbHbBIV KO, 1 CKayMBaTb OOMOJHUTENIbHbIE BPeOOHOCHbIe Moaynn. Kak 1 npexnae,
aBTOPbl BPEAOHOCHbIX MPUIOXEHNI BblaBann nx 3a 0e30buaHble nporpammbl — MO ans
hoTOCHEMKM, PEAAKTOPbI M30OPAXKEHUIN, MECCEHXEPbI, MONE3Hble YTUAUTbLI U T. .
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Mo AaHHbIM aHTUBUPYCHbIX MPOAYKTOB
Dr.Web ana Android

Mo oaHHbIM aHTUBMPYCHBIX NpoaykToB Dr.Web ans Android

Haw6onee pacnpocTpaHeHHble BpefoHOCHbIE NPOrpamMMbl

COrNacHo cTaTMETUKE OeTEKTHPOBAHWIA aH TWEW PYCHbIX NpogykToB Dr.Web gna Android

Android.DownLoader.677.origin || 4.62%
| 4.52%

Android.RemoteCode.246.0rigin _ 2.76%
. 431%

Android Backdoor.662.origin ([, S5
| 3.2T%
Android.DownlLeader.909.origin _ 3.16 %
. 2.88%

Android.Proxy.12.origin _ 1.45%
| 2.63%

. Horfpb . Oexabpb
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www.drweb com

Android.Downloader.677.origin

Android.Downloader.909.origin

TposiHUbI, 3arpy>kaloLLe apyrve BpegoHOCHbIe NPorpaMmebl U HeHyxHoe 0.
Android.RemoieCode.246.0rigin

BpeaoHOCHOEe NpUnoXeHne, KOTOPOE 3arpy>aeT 1 BbIMOHAET NPON3BONbHbIN KOZ,
Android.Backdoor.682.origin

TposiHew, KOTOpPbIV BbIMOMHAET KOMaHAbl 3/10YMbILLIEHHMKOB U MO3BOSET MM KOHTPONNPO-
BaTb 3aPaXXeHHble MOOUbHbIE YCTPOMCTBA.

Android.lrada.481.origin

MHOroMyHKLMOHANbHbIN TPOSIHEL, BbINMOMHALLMIA Pa3HOOOPa3Hble BPELOHOCHbIE AeNCTBUS.
Androld.Proxy.12.origin

BpenoHocHas nporpamMma, KoTopas nepeHanpasnseT TpaduK 3N10yMbILLNEHHUKOB Yepes 3a-
paxeHHble Android-ycTponcTBa.

Y3HanTe bonblue

JlaGopaTtopus-live | BupycHble 0630pbl | fopayasa neHTa yrpos | BupycHas bnbnmorteka



http://live.drweb.com/
http://news.drweb.ru/list/?c=10
http://news.drweb.ru/list/?c=23
http://vms.drweb.ru/search/
https://vms.drweb.ru/search/?q=Android.DownLoader&lng=ru
https://vms.drweb.ru/search/?q=Android.DownLoader&lng=ru
https://vms.drweb.ru/search/?q=Android.RemoteCode&lng=ru
https://vms.drweb.ru/search/?q=Android.Backdoor&lng=ru
https://vms.drweb.ru/search/?q=Android.Triada&lng=ru
https://vms.drweb.ru/search/?q=Android.Triada&lng=ru

NG ®
' Dr.WEB
c 1992 ropa
«JlokTop BeO»: 0030p BMPYCHOW aKTUBHOCTU

ANt MOOMIbHDbIX YCTPONCTB B gekabpe 2019 ropa

Mo AaHHbIM aHTUBUPYCHbIX MPOAYKTOB
Dr.Web ana Android

HawGonee pacnpocCTpaHeHHbIE HEXMenaTebHble NPOTrpaMMel

COMNACHO CTATMCTHKE OETEKTU POEBAH WA aH TWEN pycH Bl npogykToe OrWeb gna Android

Program Fakeantivirus.2.origin | 9.94%

I 14.85%
Program.FreeAndroidSpy.Lerigin _ 3.2%

- 8.19%

Program MonitorMiner. Lorigin _ 7.54 %
- 8%

Pregram.RiskMarket. Lorigin _ 7.87 %

I 6.01%

Program.MebileTeol.2.erigin _ 6.61%

| 5.93 %

. Hoapb . Dekalpe
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www.dreeb.com

Program.FakeAntiVirus.2.origin

[leTekTMpOBaHME pekaMHbIX MPOrpaMm, KOTopble MMUTUPYIOT paboTy aHTnBKpYcHoro MO.
Program.FreeAndroidSpy. 1.origin

Program.MonitorMinor. 1.origin

Program.Mohilelool.2.origin

MporpaMMbl, KOTOpble CNeasT 3a Bnagensuam Android-yCcTponcTB 1 MOTyT MCMOMNb30BaThCS
NS KnbepunmoHaxa.

Program.RiskMarket.1.origin

MarasuH NpunoXeHNn, KOTOPbIN COAEPXNT TPOSHCKME NPOrpaMMbl M peKOMeHAYEeT NOMb30-
BaTeNAM MX YCTaHOBKY.
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Hawbonee PacnNpoCTpaHeHHble NOTEHUWaNBHO ONacHble NPOrpaMMbl

COMrNACHO CTATHCTHKE OETEKTHPOBAHMEA aH TWEN PyCcHEIX npogykToe DriWeb gna Android

Toolsilentinstaller.6.origin | NN, 5561

. 28.29%

Tool.SilentInstaller.7.origin _ 6.28 %
| 18.94 %

Tool.Silentinstaller. 1L origin _ 18.26 %
| 12.14%

ToolVirtualApk.Lorigin _ 10.22 %
| 11.26%

Teol.Rooter.3 _ 7.62%
I T.67%

. Honbph . Oexalpb
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Toal.Silentlnstaller.6.origin

Tool.Sllentlnstaller.7.origin

Jool.Sllentlnstaller.11.origin

Tool.VirtualApk.1.origin

MoTeHUMaNbHO ONacHble MPOrpaMMHble NAATHOPMbI, KOTOPbIE MO3BOASIOT MPUIOXEHNAM 3a-
nyckaTb apk-hannbl 6e3 nx ycraHoBKM.

Tool.Rooter.3

Yrunuta gns nony4eHums root-nonHomMo4mit Ha Android-yctponcrBax. MoXeT Mcnofb3oBaTbCs
3/10YMbILLSIEHHNKAMW 1 BPeLOHOCHBIMW MPOrpamMMamMm.
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Mo AaHHbIM aHTUBUPYCHbIX MPOAYKTOB
Dr.Web ana Android

Hau6onee pacnpocTpaHeHHble peknaMHble MOAYAN

COrNACHO CTAaTUCTUKE AETEKTHPOBAHMIA aH TWEN pycHEIX NpodykTor DrWeb gna Android

adware Toofan. Lorigin || 5.24%
- 5.4%

Adware Myteam.2.origin [ 3.75%
| 4.84%

Adware Adpush.s547 | 3.45%
| 4.28%

adware.Dowgin.5.origin ||, s.c10%
| 3.76%

Adware.Zeus.1 _ 2.56 %
| 3.42%

. Hoabpb . Oekabpb
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MporpaMMHble Moaynu, BCTpavBaeMble B Android-npunoXenns 1 npefHasHavyeHHble 4ns
NoKa3a HaBA34MBOM peklambl Ha MOBUbHbBIX YCTPOMCTBAX:

Adware.Toofan. 1.origin

Adware.Myteam.2.origin

Adware.Adpush.6547

Adware.Dowgin.5.origin

Adware.Zeus. 1

Ins 3awmTbl Android-yCTponcTB OT BPeLOHOCHbIX W HEXenaTeNlbHbIX MPOrpaMM Mosb3oBaTe-
NsM CnenyeT yCTaHOBUTb aHTUBUpPYCHbIe NpoaykTbl Dr.Web ans Android.
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O koMmnaHun «JlokTop Beb»

«[JokTop Beb» — poccnimcknii NpomnsBoauTEeNlb aHTUBUPYCHBIX CPEACTB 3aLUMThbl MHDOP-
Maumun nop mapkon Dr.Web. MpogykTel Dr.Web pa3pabatbiBatoTcs ¢ 1992 roga. Komna-
HUSA — KNIOYEBOM UIPOK Ha POCCUMINCKOM pPbIHKE MPOrpaMMHbIX CpeacTB obecneveHums
©a3oBoun noTpebHOCTN BU3Heca — Be3onacHOCTU MHGpOPMaLUM.

«JokTop Be6» — 0AMH N3 HEMHOTIMX aHTUBUPYCHbIX BEHLOPOB B MUPE, BNaetoLmnX
COBCTBEHHBIMUY YHUKANbHBIMU TEXHONOTUSIMU JeTEKTUPOBAHUSA U JIe4eHMs BPeLOHOC-
HbIX NporpamMmm. KomnaHusi UMeeT CBOO aHTUBUPYCHYIO nabopaTopuio, rnobanbHyto
Cny>X0y BUPYCHOrO MOHUTOPUHIA U CNTYXXOY TEXHUYECKOW MOAAEPKKMU.

CTpaTeFMHeCKOﬁ 3ap,aqel7| KOMIMaHUW, Ha KOTOPYIO HaueNeHbl yCUITUA BCEX COTPYAHN-
KOB, ABJIS€TCA CO3aHNE Nyylunx cpencrs aHTVIBVIpyCHOl‘/’I 3aulnTbl, OTBEYAOUWNX BCEM
coBpeMeHHbIM Tpe60BaHVIFIM K 3TOMY KJlaCCy nporpamm, a Takxe pa3pa60TKa HOBbIX
TEXHONOIrM4Yecknx peLueHMVI, NMno3BONAKOLWNX NMOJIb30BaTENAM BCTpeYHaTb BO BCEOPYXKNUN
noOsble BAbl KOMIbIOTEPHbIX YIrPO3.

lMonesHble pecypcol

Be61QmeTp | LleHTp NpoTMBOAENCTBUSA KUOEP-MOLLIEHHNYECTBY

Mpecc-ueHTp
OduumanbHag nHhopMauums | KoHTakTbl Ans npecco | bpoutope! | lanepes

KoHTaKTbI

LleHTpanbHbI odumc
125040, Poccusa, MockBa, 3-9 ynunua AMckoro nons, . 2, kopn.12a
www.drweb.ru | www.antrempyc.pd | free.drweb.ru | www.av-desk.ru

oKTOp Beb» B MX CTPaHax

BEQOQONOB®@

© 000 «[okTop Beb»,
2003-2020
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