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1. O6wasn nHpopmaums

Ob6paboTka COOOLLEHNIM INEKTPOHHOM NMOYTbI, MOCTYNMBLUMX Ha NpoBepky oT MTA Yepe3
nHtepdencol Milter, Spamd v Rspamd (B pexnme dunbtpa), 8 Dr.Web ans noutoBbix
cepBepoB Unix Npou3BoanTCs NyTeM BbI30Ba CreLuanbHon npoLeaypbl 0opaboTku (hook),
HanMCaHHOW Ha s3blke Lua 1 3aiaHHOW NO YMOMYaHUIO, YTO MO3BOSSET NErko paclUMpsTh
PyHKLMOHAN OAHHOMO NPOAYKTA.

MIHTepnpeTaTop NporpamMm Ha si3bike Lua Bepcunn 5.3.4 NoCTaBNSeTCs COBMECTHO C MPOAYKTOM.

B xofe paboTbl 3TOM NpoLeaypbl Mo pe3ynbTaTaM aHanmM3a BCeM AOCTYMHOW MHGOPMaLMN
0 coobueHun (oTnpaBuTeNb, NonyYaTenb, BHYTPEHHSS CTPYKTYPa, 3HA4YeHMs 3aroloBKOB,
DannbHas oueHKa cnama) NPUHUMAETCS peLleHne OTBePrHYTh I MPOMyCTUTb COOOLLEHME.

Ina nHtepdenca Milter npouenypa 06paboTky Bo3BpaLLAEeT AENCTBIE («MPOonyCcTUTbLY,
«OTBEPrHYTb», KBEPHYTb OLIMOKY OTNpPaBUTENo» 1 T. MN.), KoTopoe MTA crneayeT NpUMEHNTb
K coolLLeHMIo. 1na cyvas «nponycTuTb» B paMkax npoueaypbl NPoBepKM coobLieHme
MOXET Tak>ke NMOABEPrHYTbCSH TaKUM U3MEHEHWNSAM, Kak [loDaBneHe 3arofloBKOB MK NX
MoaMdUKaLmMs, NOMeLLeHNE BPedOHOCHbIX HacTeln COOOLLEHMS B apXMB, 3aLLLEHHbIN
naposnem.

Ins nHtepdencos Spamd n Rspamd, He npegnonaralowLmx MOANPUKaLMIO MPOBEPSEMOrO
coobuleHus, B MTA BO3BpaLLaeTCs BEPAUKT B BUAE MPUCBOEHHOW COOBLLEHNIO «OLLEHKM
cnama» 1 nopora Ass NpyU3HaHMs ero cnaMom (4ToObl COODLLIEHNE INEKTPOHHOM NOYThI ObINo
otBeprHyto MTA, oueHKa JoJKHa NPeBbILLaTh Nopor).

Kpome oLieHkn, B MTA BO3BpaLLLAETCs TakxKe TEKCTOBbIN BepAnKT (report mnnu action, B
3aBUCMMOCTM OT MPOTOKOSIA), KOTOPbIN MOXET ObITh MPOaHanM3npoBaH B HacTporkax MTA.

[MOKOCTb f3bIKa Lua 1 bonblon Habop cBefeHUI O COODLLEHMM, AOCTYMHBIX 13 NpoLeaypsbl
06paboTKM, NO3BONAIOT peanm3oBaTh He TONbKO TUMOBbLIE MPOBEPKM COOOLLEHNI Ha CMaM C
nonyyeHnem GannbHOM OLEeHKKM OT KoMmnoHeHTa Dr.Web ASE, nouck BRIOXEHHbIX yrpo3 Unu
BpedoHOCHbIX URL, HO 1 peann3oBaTb NPOBEPKY MPOM3BOSIbHbIX YCIOBWI C BbIpabOTKOM
HeobXxoaMMbIX BEPANKTOB A1 00pabOoTKM NPOBEPEHHOIO COODLLEHMSA CEPBEPOM SNEKTPOHHOM
MOYThI.

BHumaHwme! [ocne BHeCeHV 3MEHEHWI B HACTPOVIKM criefyeT nepesanyctute Dr.Web ans
no4ytoBbix cepepoB UNIX, ncnonb3ys komaHay drweb-ctl reload nbo nepesanycriis gemoH
ynpasneHusa koHburypaumen Dr.Web ConfigD komaHzomn service drweb-configd restart.

Mpouenypa 0bpaboTkM crnam-coobLLEeHUIN, NONYyYeHHbIX Yepe3 nHTepdenc Spamd, 3agaeTca

B cekumMn [MailD] obbenmHeHHOro koHdUrypaumoHHoro darna npoaykta Dr.Web ons
noyToBbIx cepepoB UNIX napamerpom SpamdReportHook. [laHHOMY napameTpy B ka4ecTBe
3HaYeHMA MOXET ObITb Ha3Ha4YeH NyTb K hanny Unu dyHKLMS, HanMCcaHHas Ha s3blike Lua.

Ecnn yka3zaH HeoCTyNHbIN haln, To NpK 3arpy3ke KOMMOHeHTa OyaeT BblAaHa owmbka.
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Pa3bepeM npumMep ckpunTta ans 06paboTkm cnam-cooOLLEHMIA, MONYyHeHHbIX Yepes
NHTepdenc Spamd

local dw = require "drweb"
function spamd report hook (ctx)

local score = 0

local report = ""

-— Add 1000 to the score for each threat found in the message

for threat, path in ctx.message.threats{category = {"known virus", "virus
modification", "unknown virus", "adware", "dialer"}} do
score = score + 1000
report = report .. "Threat found: " .. threat.name .. "\n"
dw.notice(threat.name .. " found in " .. (ctx.message.part at (path).

name or path))

end

--— Add 100 to the score for each unwanted found URL in the message

for url in ctx.message.urls{category = {"infection source", "not recommend-
ed", "owners notice"}} do
score = score + 100
report = report .. "Url found: " .. url .. "\n"
dw.notice ("URL found: "™ .. url .. "(" .. url.categories[1l] .. ™)")
end

-—- Add the spam score
score = score + ctx.message.spam.score
report = report .. "Spam score: " .. ctx.message.spam.score .. "\n"
if ctx.message.spam.score >= 100 then
dw.notice ("Spam score: " .. ctx.message.spam.score)

end

-—- Return the check result
return {
score = score,
threshold = 100,

report = report

end
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Dann gomnkeH cogepxatb rnobanbHyo MYHKLMIO, SBASIOLLYIOCS TOYKOW BXOAA B MOAYIb
NPOBEepPKM COODLLIEHWN.

DyHKUMS 00paboTkM JOMKHA COOTBETCTBOBATh ClleyIOLLMM COrnalleHNsiM O BbI3OBE:
1. Ums pyHkumm — spamd _report _hook.

2. EqmHctBeHHbIV aprymeHT — Tabnuvua SpamdContext (npegoctaBnseT n3 dyHKUMM 4ocTyn
K MHopMaLmm 06 0bpabaTbiBaEMOM COODLLIEHM).

3. EAnHCTBEHHOE BO3BpalLlaeMoe 3Ha4YeHye — 3anofHeHHas Tabnnua SpamdReportResult.
Bo3Bpalllaemoe 3HaveHme onpeaenseT OTBET Mo NPOToKoNy Spamd.

npOCTel‘/'IIJJaFl peann3aungd cueHapusa MOXeET BbIrnageTb Tak:

function spamd report hook (ctx)

return {

score = 200,

threshold = 100,

report = "The message was recognized as spam"
}
end

NaHHbI cueHapui OyaeT Oe3ycnoBHO BO3BPALLATb BEPAMKT O TOM, HTO COOOLLEHME
3N1EeKTPOHHOM NOYTLI CIeAyeT Npu3HaTh cnamom (oueHka HGannos cnama — 200, nopor
npu3HaHusa cnamoM — 100, yBegomeHme oTnpaBUTeNto. APryMeHT Ctx — 3K3eMnnsp Tabnumubl
SpamdContext, onncaHHbIV B 4OKYMeHTauuMK. Tabnuvua npefocTaBnseT 4ocTyn K MHbDopMaLmMm
06 0bpabaTtbiBaeMOM COODLLIEHMM (ero Nons, CTPYKTYpPa, 3arofoBKK, Teno, MHhopMaLms ob
oTnpaBuTene 1 nonyyarensx, MHdopmaums SMTP-ceccnn).

Mo ymonyaHuio napametpy RspamdHook, oTBevatollemMy 3a 00paboTKy coobLeH NI
3M1EKTPOHHOW MOYTbI, MOMyYeHHbIX Yepe3 MHTepdenc Rspamd, aHanorvyHo npeablayLemMy
Ha3HaYveH eyl CLEeHapUN:

local dw = require "drweb"
function rspamd hook (ctx)
local score = 0

local symbols = {}

-- Add 1000 to the score for each threat found in the message

for threat, path in ctx.message.threats{category = {"known virus", "virus
modification", "unknown virus", "adware", "dialer"}} do
score = score + 1000
table.insert (symbols, {name = threat.name, score = 1000})
dw.notice(threat.name .. " found in " .. (ctx.message.part at (path).

name or path))

end
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-- Add 100 to the score for each unwanted URL found in the message

for url in ctx.message.urls{category = {"infection source", "not recommended",
"owners notice"}} do

score = score + 100

table.insert (symbols, {name = "URL " .. url, score = 100})

dw.notice ("URL found: " .. url .. "(" .. url.categories[l] .. ™)")
end

-—- Add the spam score
score = score + ctx.message.spam.score
table.insert (symbols, {name = "Spam score", score = ctx.message.spam.score})
if ctx.message.spam.score >= 100 then
dw.notice ("Spam score: " .. ctx.message.spam.score)

end

-—- Return the check result
return {
score = score,
threshold = 100,
symbols = symbols

end

MpaBmna HanNMcaHMa AAHHOMO CLIEHAPUS aHANTOMMNYHbI OMMCAHHBIM BbILLE, HO UMS (hYHKLMM
— rspamd _hook, eqnHCTBEHHbIM aprymMeHT — Tabnuua RspamdContext, a equMHCTBEHHOE
BO3BpalllaeMOoe 3Ha4YeHne — 3anonHeHHas Tabnuua RspamdResult.

Ins B3anmopencteus ¢ Dr.Web ana noytosbix cepsepoB UNIX B poCTpaHCTBO Lua-nporpaMmbi
MOTYT ObITb MMNOPTMPOBAHbBI ClledytoLpe cneumbmnyeckme Mogym:

drweb — Moaynb NpenoctaBnaeT GyHKUMM 715 3annc COOOLLEHMI 13 Lua-nporpaMmel B
XypHan komnoHeHTa Dr.Web gns nodtosbix cepsepoB UNIX, 3anycTnBLuero nporpaMmmy Ha
Lua, a Tak>Xe cpefcTBa aCMHXPOHHOIO 3arnycka Lua-npouenyp;

drweb.lookup — moaynb, NnpegocTaBNALLMI MHCTPYMEHTbI AN 3anpoca AaHHbIX 13
BHELLHMX NCTOYHMKOB MyTeM obpalleHns kK mogynto Dr.Web LookupD;

drweb.dnsxl — Moaynb, NpegoCTaBNALMIA MHCTPYMEHTbI 15 MPOBEPKM BXOXAEHNS
a[pecoB y310B B YepHble cnuckm DNSXL;

drweb.regex — Moaynb, NPeaoCTaBASIOLLIMA MHTEPMENC CONOCTaBNEHNS CTPOK C
perynsapHbIMI BblpaXKeHUAMM;

drweb.subprocess — mMoaynb, NpeaoCTaBnAOLLA MHTEPDENC 3aMycKa BHELLIHMX
npunoxeHun (NpoLeccos).

OnuncaHre BO3MOXHOCTEN Moaoyna npnBeaeHo B AOKYMEHTaUWW NO NPOAYKTY.
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1.1. Npumep peanusaumm moayns o6paboTKM NOYTOBOro coodLeHns

no npotokony Spamd

local drweb = require "drweb"
local dns = require "drweb.dnsxl"

local lookup = require "drweb.lookup"

-- Entry point to check email message sent to the Dr.Web MailD by Spamd protocol

function spamd report hook (ctx)

-- If message type is not multipart, output headers and body

if #ctx.message.part == 0 then
drweb.notice ("Message HEADERS:")
local headers = ctx.message.header.field
for i =1, #headers do
drweb.notice (" -> " .. headers[i] .name
end
drweb.notice ("Message BODY:")

drweb.notice (" -> " .. ctx.message.body.raw)

-- Else disassemble it in parts
else
drweb.notice ("Message parts:")

for index, part in ipairs(ctx.message.part)

drweb.notice ("Part " .. index .. " HEADERS:")

local headers = ctx.message.header.field

for 1 =1, #headers do

drweb.notice (" -> " .. headers[i].name
end
drweb.notice ("Part " .. index .. " BODY:")
drweb.notice (" -> " .. part.body.raw)
end
end

n

headers[i] .value)

headers[i] .value)

-- If the message contains an URL from any of specified categories, reject it

(return the score that exceed the threshold)

if ctx.message.has url{category = {"adult content"}} then
return {
score = 200,

threshold = 100,

report = "The message contains unwanted URL(s)"

}

end

—-- Check the message for spam and reject it, if spam score is exceed 100 (re-

turn the score that exceed the threshold)
if ctx.message.spam.score > 100 then
return {

score = ctx.message.spam.score,
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threshold = 100,
report = "The message was recognized as spam"

end

-— The hook function must return to MTA: spam score, spam threshold and string
report.

return {
score = ctx.message.spam.score,
threshold = 100,
report = "The message is clean"

end

ﬂaHHaﬂpeaﬂMBauMﬂHaHMCﬂﬂeT6aﬂﬂbI0ueHmﬂBCﬂyHaeBbMBﬂeHMﬂﬂOpHOFp&$MHeCKOR)
KOHTEHTa 1 BO3BpPallaeT KaK YNCIO Ha4NCNeHHbIX 6aJ'IJ'IOB, TaK 1 nopor Cpa6aTbIBaHI/Iﬂ Ha ClMaM.

MONHbIN TEKCT peanmn3aLmm BbINOXeH Mo agpecy:

1.2. Npumep peanusaumm moayns o6paboTKu NOYTOBOro coodLeHns
no npotokony Rspamd

local drweb = require "drweb"
local dns = require "drweb.dnsx1l"

local lookup = require "drweb.lookup"

-— Entry point to check email message sent to the Dr.Web MailD by Rspamd protocol

function rspamd hook (ctx)
-- Now we can see the information we are interested in about the message.

-— Output message data to log of Dr.Web MailD on level "notice"
drweb.notice ("SMTP HELO/EHLO: "™ .. ctx.helo)
drweb.notice ("SMTP MAIL FROM: " .. ctx.from)

drweb.notice ("Sender info:")
drweb.notice (" -> hostname: " .. ctx.sender.hostname)

drweb.notice (" -> ip: " .. ctx.sender.ip)

-- Iterate throw array of recipients

drweb.notice ("Message rcpts:")

for , rcpt in ipairs(ctx.to) do
drweb.notice (" -> " .. rcpt)

end
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-- If message type is not multipart,

if #ctx.message.part == 0 then

drweb.notice ("Message HEADERS:")
local headers = ctx.message.header.field
for 1 =1, #headers do
drweb.notice(" -> " .. headers[i].name .. ": "
end
drweb.notice ("Message BODY:")

drweb.notice (" -> " .. ctx.message.body.raw)

-- Else disassemble it in parts

else

end

drweb.notice ("Message parts:")

for index, part in ipairs(ctx.message.part) do
drweb.notice ("Part " .. index .. " HEADERS:")
local headers = ctx.message.header.field

for 1 =1, #headers do

drweb.notice ("™ -> " .. headers[i].name .. ":
end
drweb.notice ("Part " .. index .. " BODY:")
drweb.notice (" -> " .. part.body.raw)

end

-- Then we can check message for a legit consistence

output headers and body

headers[i] .value)

headers[i] .value)

-- If the message contains an URL from any of specified categories, reject it

(return the score exceed the threshold)
if ctx.message.has url{category = {"adult content",
return {
score = 200,

end

threshold = 100,
symbols = {
{

"social networks"}} then

name = "The message contains unwanted URL(s)",

score = 200

-- If the message contains any threats, reject it (return the score exceed the
threshold)

if ctx.message.has threat() then

return {

score = 900,
threshold = 100,
symbols = {
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name = "The message contains threat(s)",

score = 900

end

-— Check the message for spam and reject it, if spam score is exceed 100 (re-
turn the score exceed the threshold)

if ctx.message.spam.score > 100 then
return {
score = ctx.message.spam.score,
threshold = 100,
symbols = {
{
name = "The message was recognized as spam",

score = ctx.message.spam.score

end

-— The hook function must return report to SMTP server.
return {
score = ctx.message.spam.score,
threshold = 100,
symbols = {
{
name = "The message is clean",

score = 0

end

[aHHasa peanusauus dyHKLMOHAaNa CyLlecTBeHHo bonee MHTepecHa. CKpUNT COCTONT 13
cneayoLmMx YacTemn:

1.3aHMCbBﬂOFMH¢OpMaMMMOfKHquHHOMCOO6uEHMM.BﬂaHHOMﬂpMMepeBaﬂMCHBaQKﬂ
I/IHCpOpMaLI,I/Iﬂ 000 Bcex NPOoBePEHHLIX MMCbMax, 4TO MO3BOJIAET CTPOUTb CUCTEMY OTHETHOCTA
O NOJ1y4HeHHbIX COO6LLI,€HI/IF|X. Ho nyTeM MCNoJ1b30BaHNA Ha4YMCNEHHbIX ©annoB MOXHO
3afnnmcbiBaTb B JIOI l/IHq)OpMaLI,I/HO TOJNNbKO O CI'IaM-COO6LLI,eHl/IF|X — nnmn CO6I/IpaTb CTaTUCTUNKY
O6b®(OTﬂpaBMﬂHMXL4BKﬂanTbee,HaﬂpMMep,qupHHeCﬂMCKM.

2.ﬂaneechpmnTenpOBonMTCﬂaHanmapaaanHuxan3HaKOBcnaMa-—-HaanMep,
noOo3pnTeNbHbIX CCbINOK, N B 3aBNCMMOCTU OT 3TOIM0 Ha4UIAIOTCA ©annbl. Hnyero He
MeLlaeT Tak>XXe 6J'IOKl/IpOBaTb 3TW CCbINTKN.
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3. B KOHUe n1cbMa 3anonHaeTca CTPYKTypa, BO3BpallaeMas B pesyfbtate paboTbl CKpunTa.
Kak BUAMM, HUYEero CloXHoro.
MONHbIV TEKCT peanm3alm BbIOXEH Mo agpecy:

1.3. Mpumep peanusaumm moayns o6paboTKM NOYTOBOro coodLeHns
no npotokony Milter

1.3.1. TpeboBaHus K cLeHapUO

Dann JoMmKeH codepkaTb rnobdanbHyo hyHKLMIO, SBASIOLLYIOCS TOYKOM BXOAA B MOAY b
npoBepkK coobuieHnn (3Ty dyHkumio Dr.Web MailD OyneT Bbi3biBaTb A/ 00paboTKM BHOBb
nocTtynmeLiero cooduleHns). OyHKLUMsS 00paboTKM [ONKHA COOTBETCTBOBATb CliefyOUM
COrnaLleHnaM O BbI3OBe:

1. Ums pyHKumm — milter _hook;

2. EAnMHCTBEHHbIV apryMmeHT — Tabnuua MilterContext (npepocraBnseT 13 yHKLMM AOCTYN K
NHbopMaumn 06 0bpabaTbiBaEMOM COODLLEHUN);

3. EAuHCTBEHHOE BO3BpaLLaeMoe 3Ha4yeHe — 3anofiHeHHas Tabnuua MilterResult.
Bo3Bpallaemoe 3HadeHe ornpeaensieT BepAMKT OTHOCUTENIbHO MPOBEPSAEMOro COOOLLIEHNS:

MPUHSATb, OTBEPIHYTb, M3MEHUTb UM OTOPOCUTD, a TakKe Kakine AercTBrs (BO3MOXHO) C HUM
ClleflyeT COBepLUNTL B Clly4ae ero NpuHATUS.

MprMep KOPPEeKTHOro ONpPeaeneHns CLeHapms, KOTopbIn OyaeT be3ycnoBHO BO3BPaLLaTh

B Dr.Web MailD BepaunkT Accept (MprHATL) AN BCEX COOBLLEHWI, MOCTYNMMBLUMX Ha MPOBEPKY
yepes MHTepdenc Milter (3aeck 1 nanee — aprymeHT ctx — sk3emnnsp Tadnuubsl MilterCon-
text):

function milter hook(ctx)

return {action = "accept"}

end

MprMep BHeCeHMS B COODLLEHME 3M1EKTPOHHOW MOYThLI CNEAYIOLLMX M3MEHEHUI NPy 0OpaboTke:
nobaBneHme Ha3BaHMN OOHapPYXXeHHbIX B COOOLLEHMM YrPO3 B BUAE 3HAYEHWI 3aronoBka
XFound;

nobaBneHne K Teme coobleHns (3HaveHMe 3aronoska Subject) npedukca "[SPAM]", ecnu
ero oLeHKa cnama coctasut bonee 100 6annos;

function milter hook (ctx)

-- ,ﬂo6aBI/lTb B 3aro/1IoBOK MMEeHa HauaeHHbIX yrpos

for threat in ctx.message.threats() do
ctx.modifier.add header field("X-Found", threat.name)
end

-- VI3MeHnTb 3HaYeHume 3arosioBka Subject, ecrin coobujeHme

-- Habparo bonee 100 6an108B OLEHKM crnama
if ctx.message.spam.score > 100 then

local old value = ctx.message.header.value ("Subject") or
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local new value = "[SPAM] " .. old value
ctx.modifier.change header field("Subject", new value)

end

-- [lepenats coobujeHne riosiy4aresito, rNprMeHnB OT/TOKeHHbIe M3MeHeHWs

return {

action = "accept",

modifications = ctx.modifier.modifications ()
}

end

MpuMmep NnepenakoBkM coodLeHma npu obpaboTke:

nepeMeumeeo6HapyerHuxBcoo6umemyrpo3B3auuﬂueHHuMapxma
nepeMeumHmecoo6umHMﬂLmnMKow1B3auuﬂueHHuMapxms,ecnmenaoueHKacnaMa
coctaBuT 6onee 100 6annos;

function milter hook(ctx)

ctx.modifier.repack password = "xxx"

ctx.modifier.repack message = ""

-- [lomecTnTb B 3aLLMLLIEHHbIN rnaposieM apxmB Bce 4actu

-- Co0bLLeHVs, B KOTOPbIX HaveHbl Yrpo3bl

for threat, path in ctx.message.threats() do

ctx.modifier.repack (path)

local msg = " Threat found: " .. threat.name
ctx.modifier.repack message = ctx.modifier.repack message .. msg
end

-- [lepernakoBatb COObLLEeHWE LiesIMKOM, eC/iv OHO Habpasio
-- bonee 100 6asn108 oLeHKU criama

if ctx.message.spam.score > 100 then

ctx.modifier.repack ()

local msg = " Spam score: " .. ctx.message.spam.score
ctx.modifier.repack message = ctx.modifier.repack message .. msg
end

-- [epenatb cooblLieHme Mosy4Hatesnno, MPUMEHMB OTIIOXKEHHbIE U3MEHEHNS
-- Obparute BHUMaHue, H4To eciiv Tabnvia MoangduKaLmmi He yka3aHa,
-- OHa byner aBToOMaTn4eckim BO3BpallleHa

return {action = "accept"}

end

ApPXMB, COOEPXKALLMI BCE HEXENATENbHbIE YaCTU, N3bATbIE M3 COOOLLEHMS, OyaeT oTnpaBIeH
nosly4aTesio B BUAE BIIOXEHWSI B HOBOe CchopMMpoBaHHOe coobLeHme (coobuueHne,
noABeprHyToe nepenakoske). Apxms OyaeT 3allMLLeH naponeM, KOTopbIvi B IaHHOM Cllyvae
NPVHYAUTENBHO DyAeT yCTaHOBMEH B CTPOKY "XXX".
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Bonee nHTepecHbIn ckpunT

-—- Provided auxiliary modules
local drweb = require "drweb"
local dns = require "drweb.dnsxl"

local lookup = require "drweb.lookup"

-- Entry point to check email message sent to the Dr.Web MailD by Milter protocol
function milter hook (ctx)

-— Output message data to log of Dr.Web MailD on level "notice"

drweb.notice ("SMTP HELO/EHLO: " .. ctx.helo)

drweb.notice ("SMTP MAIL FROM: " .. ctx.from)

drweb.notice ("Sender info:")

(
drweb.notice (" -> hostname: " .. ctx.sender.hostname)
drweb.notice (" -> family: " .. ctx.sender.family)
drweb.notice (" -> port: " .. ctx.sender.port)
drweb.notice (" -> ip: " .. ctx.sender.ip)

-— Iterate through array of recipients

drweb.notice ("Message rcpts:")

for , rcpt in ipairs(ctx.to) do
drweb.notice (" -> " .. rcpt)

end

-—- If message type is not multipart, output headers and body
if #ctx.message.part == 0 then
drweb.notice ("Message HEADERS:")
local headers = ctx.message.header.field
for 1 =1, #headers do
drweb.notice(" -> " .. headers[i].name .. ": " .. headers[i].value)
end
drweb.notice ("Message BODY:")

drweb.notice (" -> " .. ctx.message.body.raw)
-- Else disassemble it in parts
else

drweb.notice ("Message parts:")
drweb.notice ("Part 0 HEADERS:")
local headers = ctx.message.header.field
for 1 =1, #headers do
drweb.notice (" -> " .. headers([i].name .. ": " .. headers[i].value)
end
for index, part in ipairs(ctx.message.part) do
drweb.notice ("Part " .. index .. " HEADERS:")

local headers = part.header.field
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#headers do
> "

for i =1,
drweb.notice ("

end

drweb.notice ("Part " index

drweb.notice (" -> "

end

end

headers[i] .name .. ": "

part.body.raw)

headers([i] .value)

" BODY:")

-- Then we can check message for a legit consistence

-- If the message contains an URL from any of specified categories,

if ctx.message.has url{category = {"adult content",

return {action = "reject",

end

-- If attachs extensions matchs rar|zipl|7z accept it,

reject it

"social networks"}} then

message = "Detected url with bad content!"}

else reject

for file, path in ctx.message.attachments{name re not = [[.*\.(rarlzip|7z)]]} do
return {action = "reject", message = "Only archieve attaches
allowed (ziplrarl|7z)" }
end

-- Then we can analyze and modify ('repack')

the message

-- Set the modifier variable containing the functions for implementing the modi-

fications

local modifier = ctx.modifier

-- Set the password for protected archive containing malicious parts of the

message

modifier.repack password = "qwerty"

-— Set the text to be added to repacked message

modifier.repack message = ""

-- Place all parts containing threats into the password-protected archive

for threat, path in ctx.message.threats() do
modifier.repack (path)

local msg = " Threat found: "
modifier.repack message =

end

-- Check the message for spam and modify it,
if ctx.message.spam.score > 100 then

-- Modify value of Subject header
local old value =
"[SPAM] "

local new value = old value

modifier.repack message

ctx.message.header.value ("Subject")

threat.name

msg

if spam score exceeds 100

wn

or

-- Plan to set new value for Subject header

modifier.change header field("Subject", new_value)
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-- Plan to add new header with spam score
modifier.add header field("X-Spam-Score", ctx.message.spam.score)
modifier.repack message = "The message was recognized as spam"
modifier.repack ()

end

-- The hook function must return response to MTA.
-— If the response is 'accept' and there are scheduled modifications,
-- the hook function should return them in order to they are applied.

return {action = "accept"}

-- Available responses are:

-—- return {action "accept"}

-- return {action = "reject"}

-—- return {action "discard"}

-— return {action "tempfail"}

-- return {action = "replycode", code = "450", text = "response: Are you seri-

CKpUMT COCTPOUT U3 Cleaytowmx YacTen:

1. 3anuncb B nor HopMaummn ob oTnpasuTene CooOLLEHMS 1 ero nonyvaTtensx. Takxe B
NOT COXPaHSIOTCA 3arofloBKM NCbMa 1 ero Teno. B ToM Yncne Kkorga nMcbMo COCTOUT
M3 HECKONbKMX YacTen. B JaHHOM npuMepe 3anmncbiBaetcs MHbopMaLmsa 060 Bcex
NPOBEPEHHBIX MNCbMaX, YTO MO3BOSIAET CTPOUTL CUCTEMY OTHETHOCTM O MOSYYEHHbIX
CooDLLEHMAX. HO MyTEM NCNOMb30BaHNSA HAYMUCIIEHHbIX BaNIOB MOXHO 3aNMCbIBaTh
B JIOr MIH(OPMALLMIO TONbKO O CMaM-COOBLLEHNAX — UM COOMpPaTb CTaTUCTUKY 00 MX
OTNPaBUTENSAX 1 BKITIOHATb €€, HanNpuMep, B YepPHble CMINCKU.

2. [lanee B ckpunTe B Cly4ae Hanuyus B MMCbMe NOA03PUTENbHBIX CCbINOK UK
3aapXMBMPOBAHHbBIX BNOXEHNI ONpefeneHHbIX hopMaToB onpefenseTcs AencTBrne Ha
nuceMo (reject).

3. Ecnu BNoXeHWs He aBRaoTCS NoA03pUTENIbHLIMU, TO OHK NepPenakoBbIiBAOTCA B apXUB C
naponem.

4. ECny NCbMO NPU3HAHO CNaMoM, MOANMDULMPYETCA TeMa NMCbMa 1 [00aBNSIOTCS
COOTBETCTBYIOLLME CNY>KEOHble 3aroNoBKMU.

5.BKOHueﬂMCbMaBO3BpaumeT04ﬂeﬂGBMG,KOTOpOEHeO6XOﬂMMOﬂpMMeHMTbKHMCbMM
Kak BUOVM, HAYEro CyIoXHOro.
MonHbIV TEKCT peanmialnin BbIJTOXEH MO aapecy:
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1.3.2. Mpumep paboTbi C 6eNbiMU U YEPHbIMM CNUCKAMU KJlOYEBbIX CJIOB

-—- Auxiliary Dr.Web Lua

module providing common utilities

local drweb = require "drweb"

-—- Auxiliary Dr.Web Lua

module providing regexp checks

local regex = require "drweb.regex"

-—- regex.search (pattern, text [, flags])

-- regex.match (pattern, text [, flags])

-—- Load regexp patterns
local whitelist = drweb
local blacklist = drweb

-- Entry point to check

from files
.load array("/opt/drweb.com/lists/whitemails.txt")
.load array("/opt/drweb.com/lists/blackmails.txt")

email message sent to the Dr.Web MailD by Rspamd protocol

function milter hook (ctx)

-- Stop checks if mail from matchs one of the patterns loaded from file

for , pattern in ipairs(whitelist) do
if regex.match(pattern, ctx.from, regex.ignore case)
return {action = "accept"}
end

end

then

-- Stop checks if mail from matchs one of the patterns loaded from file

for , pattern in ipairs(blacklist) do
if regex.match(pattern, ctx.from, regex.ignore case)
return {action = "reject", message = "Blacklist"}
end

end

-- regex.match and regex.search can also taking arrays of

-- and the code above will be pretty simple:

-- -- Stop checks if mail from matchs one of the patterns
-- 1f regex.match(whitelist, ctx.from, regex.ignore case)
-= return {action = "accept" }

-- end

-- -- Stop checks if mail from matchs one of the patterns
-- 1f regex.match (blacklist, ctx.from, regex.ignore case)
- return {action = "reject", message = "Blacklist" }

-- end

return {action = "accept"}

end

then

patterns

loaded from file
then

loaded from file

then
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CKpUNT COCTPOUT U3 ClneayroLmx YacTen:

1. MNpoBepKa HanM4mMs KNoYEBbIX CIIOB 13 CMMCKa B MPOBEPSiEMOM COOBLLEHNN.

2. B 3aBUCMMOCTI OT Hann4uMs OdaHHbIX KIIOYEBbIX C/TOB BbIOMpPaeTcs AenCTBME, KOTOpoe
HeoOX0AMMO COBEPLUNTb C MMCbMOM.

MONHbIN TEKCT peann3aLmm BbINOXeH Mo agpecy:

1.3.3. Mpumep paboTbl C YepHbIMK CNUCKAMM aAPECOB U OTNPaBUTENEN

local drweb = require 'drweb'

local dwxl = require 'drweb.dnsxl'

-— Function checks ip addresses on dnsxl server
local function check ip(ip, server)
local log str = '[' .. ip .. ']'
local result = dwxl.ip(ip, server)
-- Return true if ip in blacklist else return false
if result then

log str = 'Bad ip ' .. log str .. ': '
for , record in ipairs(result) do

log_str = log _str .. record .. ', '
end

-- Output message data to log of Dr.Web MailD on level "debug"
drweb.debug (log str)
return true
else
log str = 'Legit ip ' .. log str
-- Output message data to log of Dr.Web MailD on level "debug"
drweb.debug (log str)
return false

end

end

-- Function checks urls on surbl server
local function check url (url, server)
local log str = '['" .. url .. ']
local result = dwxl.url(url, server)
-- Return true if ip in blacklist else return false

if result then

log str = 'Bad ip ' .. log str .. ': !
for , record in ipairs(result) do
log str = log str .. record .. ', '
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end
-- Output message data to log of Dr.Web MailD on level "debug"
drweb.debug (log str)
return true
else
log str = 'Legit ip ' .. log_ str
-- Output message data to log of Dr.Web MailD on level "debug"
drweb.debug (log str)
return false
end

end

-- Entry point to check email message sent to the Dr.Web MailD by Rspamd protocol
function milter hook (ctx)
local surbl server = 'multi.surbl.org'

local dnsxl server = 'zen.spamhaus.org'

-- Reject message if sender ip matches the dnsxl server blacklists
if check ip(ctx.sender.ip, dnsxl server) then

return {action = "reject", message = "Blocked by blacklists of " .. dnsxl_
server}

end
-- Reject message if sender hostname matches the surbl server blacklists

if check url (ctx.sender.hostname, surbl server) then

return {action = "reject", message = "Blocked by blacklists of " .. surbl
server}
end
return {action = "accept"}
end

CKpWNT COCTOUT U3 YacTeu, NoCNeoBaTelIbHO NpoBepsioLx Hanmymre IP-agpeca, URL, oaHHbIX
OTMNpPaBUTENA B YePHbIX CMMCKaX.

JloNoNHUTENBHO B CKPWUMTE MNOKAa3bIBAETCS BbIBOA, COODLLEHNI B pexXiMe OTNaaKM
(ncnonb3oBaHue dyHkUMK drweb.debug).

MONHbIN TEKCT peann3aLmm BbINOXeH Mo agpecy:

1.3.4. TMpumep paboTbi c 6azom gaHHbIX SQLite3
local drweb = require "drweb"

local sglite3 = require "lsglite3"

local database = '/tmp/drweb.db'
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-— Function to add record about a threat to SQLite database

local function db_threat add(date, host, ip, mail from, mail to, threat name,
threat type)

local db = sglite3.open (database)

local sgl create = "CREATE TABLE IF NOT EXISTS threats (id integer PRIMARY KEY
AUTOINCREMENT, \

date text,\

host text,\

ip text,\

mail from text,\
mail to text,\
threat name text,\
threat type text);"

local sgl add = string.format ("INSERT INTO threats(date, host, ip, mail from,
mail to, threat name, threat type) values\

("$s', '"%s', '%s', '%s', '%s', '%s', '%s');", date, host, ip, mail from, mail
to, threat name, threat type)

local result = assert (db:execute(sqgl create))

-— drweb.notice ("SQLite3: create table result: " .. tostring(result))
local result = assert (db:execute(sqgl add))

-- drweb.notice ("SQLite3: insert row result: " .. tostring(result))
db:close ()

end

-- Function to add record about spam to SQLite database
local function db_spam add(date, host, ip, mail from, mail to, spam score)

local db = sglite3.open (database)

local sgl create = "CREATE TABLE IF NOT EXISTS spam (id integer PRIMARY KEY AU-
TOINCREMENT, date text, host text, ip text, mail from text, mail to text,\
spam_score text);"
local sgl add = string.format ("INSERT INTO spam(date, host, ip, mail from,
mail to, spam score) \
values ('%s', '$
to, spam_ score)

s', '%s', '%s', '%s', '%$s');", date, host, ip, mail from, mail

local result = assert (db:execute(sgl create))

-- drweb.notice ("SQLite3: create table result: " .. tostring(result))
local result = assert (db:execute(sqgl add))

-- drweb.notice ("SQLite3: insert row result: " .. tostring(result))
db:close ()

end

-- Entry point to check email message sent to the Dr.Web MailD by Milter protocol
function milter hook (ctx)
local datetime = os.date()

local mail from = ctx.from
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local host = ctx.sender.hostname
local ip = ctx.sender.ip

local mail to = table.concat (ctx.to, ", ")

-- Insert info about each found threat into database and reject the message
if ctx.message.has threat() then
for threat, path in ctx.message.threats() do

db threat add(datetime, host, ip, mail from, mail to, threat.name,
threat.type)

end
return {action = "reject"}

end

-- Insert info about spam into database (if spam score exceeds 100) and reject
the message

if ctx.message.spam.score >= 100 then
db spam add(datetime, host, ip, mail from, mail to, ctx.message.spam.score)
return {action = "reject"}

end

-— Accept, if the message is not spam and there are no threats found
return{action = "accept"}

end

CKpuNT cogepXuT npumep paboTbl ¢ 6a30M AaHHbIX — A0DaBNEHMS B Hee TabnuLL, C Hy>XKHbIMM
napamMeTpamMu 1 3anncn MHPOPMaLIMN O MPOBEPEHHbIX COODLLIEHMSIX.

MonHbIN TeKCT peanmialnin BbIJTOXEH MO aapecy:

1.3.5. Mpumep mogmndbunkaumm coodLeHns

function milter hook (ctx)

local subject = ""

-- YcraHaBnmBaem B nepeMeHHor modifier Tabnuuy ons ocylectsneHmns mogndunkaLmin

local modifier = ctx.modifier
-- I'Ionyqaelvl TeMy nMncbMa M3 COOTBETCTBYIOLLEro 3aronoska
local subject = ctx.message.header.value('Subject') or ''

-- I[lpoBepseM, CONEPXUT JIM COOOmeHMe yTPO3b, U OTBepraeM ero, eCiy 3TO TakK
if ctx.message.has threat () then
return {action = "reject"}

end

-- [poBepsieM NMMCbMO Ha CMaMm, 1 OTBEPraeM ero, ecsiv Yo DannoB cnamMa NPeBbILLAET
100

if ctx.message.spam.score > 100 then
return {action = "reject"}

end

20
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-- Ecnn yrpo3bl He HanAaeHbl 1 COObLLEeHNE He MPU3HAHO CNaMOM, MOANMULMPYEM TEMY
nucbMa, [o0aBNsAsa K HeM Hall TekcT

modifier.change header field("Subject", subject .. " (Checked with Dr.Web Anti-
Virus)")

--modifier.change header field("Subject", subject .. " (IlucbMO NPOBEPEHO
aHTuBMpPycoM Dr.Web)")

-- IponyckaeMm coofumeHue, IPMMEHMB BCEe CHEeJIaHHHEE MOOMbMKALUM
return {action = "accept"}

end

CkpunT 0o06aBNsET B MUCbMO CTPOKY C MHOPMALMEN O TOM, HTO MUCbMO MPOBEPEHO U MUCBMO
He ABNSETCA MOLUEHHUYECKUM VNN BPELOHOCHbBIM.

MonHbIN TEKCT peanmial it BbIJTOXEH MO aapecy:

2. CueHapum gns komnoHeHTa Dr.Web Firewall gns Linux

CueHapum, HanMcaHHble Ha Lua, MoryT ObITb MCMOMb30BaHbI KOMNoHeHToM Dr.\Web Firewall gns
Linux ons npegBapuTenbHOM NPOBEPK COeAUHEHUS Nepef TeM, Kak HaMpaBMUTb ero Ha aHanm3
KoMnoHeHTy SplDer Gate.

AHanms coeguHeHMs Npu NOMOLLM CLIEHapUS Ha A3blke Lua BbIMOMHSAETCS, €CIN B HACTPOMKax
koMnoHeHTa Dr.Web Firewall gns Linux (B napametpe InterceptHookPath) 3agaH nyts k dhanny,
CofepXKalleMy CLIEeHapUI NPOBEPKM COBAMHEHNS, HAMWCaHHbI Ha A3blke Lua. B NpoTMBHOM
cnydae obpaboTka coeMHEHUS NPON3BOAMTCSA C UCMOSIb30BAaHWEM HACTPOEK MO YMONYAHMIO

1 NpaBmn 06paboTkK, 3a4aHHbIX B HACTPOMKax KOMMoHeHTa (napameTpbl RuleSet*).

2.1. Tpe6oBaHus K cLleHapuio 06paboTKM coeaNHEeHNN

Dann JomKeH coaepkaTb rnobdanbHyo hyHKLMIO, ABASIOLLYIOCS TOYKOM BXOAA B MOAY b
npoBepku coeamnHenus (3Ty dyHkumio Dr.Web Firewall ons Linux 6yaet Bbi3biBaTh A1
006paboTKM BHOBb NMOCTYNMBLLETO coefnHeHUs ). DyHKUMA 0OpaboTKM AOMXKHA COOTBETCTBOBATh
ey oMM COorfallleHIiM O BbI3OBe:

1. Ums pyHKumm — intercept _hook;

2. EAMHCTBEHHbIV apryMeHT — Tabnuua Lua InterceptContext (npegoctaBnsaet u3 dyHKLUMM
L0CTyN K MHdopMaLnn 06 0bpabaTbiBaeMOM COeAMHEHWM; CM. ONMCaHME TabNuLIbl HUXeE);

3. EAMHCTBEHHOE BO3BPalllaeMoe 3HaYeHe — CTPOKOBOE 3Ha4YeH e 13 Tabnunupbl HUXe:
3HaveHune OnucaHme BepanKTa
pass [1ponyCcTnTb coegUHEHUe, MUHYA ero NpoBepky B KOMMNoHeHTe SplDer Gate
check MpoBepnTb coegmHeHKe C MOMOLLbIO KOMMOoHeHTa SplDer Gate
drop bnoknposaTb coeiiHeHWE, OpraHM3ys NoTepto NakeTa

reject OTBEPrHyTb coeAnHEHME (KITMEHT, MHULMMPYIOLLA coeanHeHune, nony4mnt TCP-naket
c conarom RST)

21
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Mpumepsl
1. CueHapum, be3ycnoBHo Bo3Bpallatowmi B Dr.\Web Firewall ana Linux BepaukT pass
(MponycTTb) AN BCeX yCTaHABMBAEMbIX COEAMHEHNI:

-- d)yHKLH/IFI rpoBepKn CoOeAnHeHNA, HarliCaHHasd roJib30Baresiem

function intercept hook (ctx)
return "pass" —-—- He IOPOBEPATH COEIMHEHUEe

end

2. CueHapun, npegnunceiatoLLmin Dr.Web Firewall gns Linux HanpaBuTb Ha NpoBepKy
BCe yCTaHaBNMBaeMble COeNHEeHMUSs, KPOMe NCXOASALLMX NIOKANbHbIX COeAMHEHN
OT NPUNOXEHUI, MCMOMHSAEMbIX C MPaBaMu Nonb3oBaTens 13 rpynnsl drweb, nnoo
COeAVHEHWNI, MHNLMMPOBAHHbBIX C MPUBUNErMPOBAHHbIX MOPTOB (BHE 3aBMCKMMOCTY OT
BJ1aJeNbLa COeAMHEHUS W ero HanpaBneHus), TMbo coeanHeHNN, NCXxoasaLmx ¢ IP-agpeca 13
NOKanbHOM NOACETU:

function intercept hook(ctx)/

"|4eﬂpOBepﬂTbcoeﬂMHeHMﬂ,MHMMMMpOBaHHbE(:ﬂOKaﬂbHOFO

-- y3na (divert == "output") npunoXxeHnemM oT UMEHW rpymnMbl
-- "drweb" (group == "drweb")
if ctx.divert == "output" and ctx.group == "drweb" then

return "pass"

end

"|4eﬂpOBepﬂTbCoeﬂMHeHMﬂ,MHMMMMpOBaHHHeC

-- NpUBUNErMpoBaHHbIx nopto (o1 0 go 1024)

if ctx.src.port >= 0 and ctx.src.port <= 1024 then
return "pass"

end

-- He npoBepATb COeEANHEHNA C aApPeCOB M3 nokanbHowu noacetTn
-- (ananasoHa IP-agpecos 127.0.0.1/8)

if ctx.src.ip.belongs("127.0.0.0/8") then

return "pass"

end

--lo YMOJMH4aHMIO CoeMNHEHME NMPOBEPAETCA

return "check"

end
2.2. Npumep peanusauun pyHkumMoHana gns moayns Dr.Web Firewall
local drweb = require "drweb"

-- Entry point to check network connections
function intercept hook (ctx)

-— 1. Do not check Dr.Web processes' outgoing connections

22
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if ctx.divert == "output" and ctx.group == "drweb"
then

-- Pass the connection

return "pass"

end

-- 2. Other connections should be checked

-— The rule below allows connection if current time satisfies the specified con-
dition

-—- Condition for time is specified using cron record format (from 8 to 18 hours,
from Mon to Fri)

local datetime rules = {
worktime = "* 8-18 * * 1-5"
}
if ctx.divert == "forward" or ctx.divert == "input" then

-— If current time satisfies the condition, connection will be checked for
threats

if rules processor(datetime rules.worktime) then
return "check"
end

end

-- 3. Reject connection if all conditions above are false
return "reject"

end

-- Auxiliary function.

-—- The function gets condition for date and time in cron record format and returns
true if the current time satisfies the condition.

-— Condition should be specified as a string using simplified cron format allows ab-
solute values (10 14 * * *) and ranges (0 12-14 * * 1-5).

-- Fields of the string are as follows:

—— X Kk K* K %

[ Day of week (0 - 6, where 0 is Sunday)
[ | - Month (1 - 12)

| ————————- Day (1 - 31)

= | = Hours (0 - 23)

——————————————— Minutes (0 - 59)

function rules processor (cron)
local function check (now, rule)

if rule == "*" then

return true

23
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elseif string.find(rule, "-") then
local thresholds = string.gmatch(rule, '(["-1+)")

local min_th, max th = tonumber (thresholds()), tonumber (thresholds())

if tonumber (now) >= min_ th and tonumber (now) <= max_ th then
return true

else
return false
end
elseif rule == now then
return true

else
return false

end

end

o\

local now stamp = string.gmatch (os.date("$M SH %d %m %w"), '(["%s]+)"')
(

local now min, now hour, now _day, now month, now dow = now stamp (), now_

stamp (), now_stamp (), now stamp (), now_ stamp ()

local rule stamp = string.gmatch(cron, '(["%s]+)")
rule dow = rule stamp (), rule

local rule min, rule hour, rule day, rule month,
stamp (), rule stamp(), rule stamp(), rule stamp ()

rule min) and check(now _hour, rule hour) and check(now day,

if check(now min,
and check (now dow, rule dow) then

rule day) and check(now month, rule month)
return true

else
return false

end

end
[ONHBIN TEKCT peann3aLn BbINIOXeH Mo afpecy:
https: //github.com /DoctorWebltd /drweb-lua-examples /blob /master /firewall /time__condi-

tions.lua
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