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Pacwmnpenmne pyHkumoHana Dr.\Web gna no4ytoBbix
cepBepoB Unix

O6was nHpopmaums

ObpaboTka COOOLLEHM 3NEKTPOHHOM NMOYTbI, MOCTYNUBLLMX Ha NpoBepKy oT MTA vepe3
nHteptencol Milter, Spamd 1 Rspamd (B pexxunme dunbtpa), B Dr.Web ans no4ToBbIX CepBepoB
Unix npon3BoamnTcs nyTeM Bbi30Ba CrneLunanbHom npolenypbl 0opaboTkn (hook), HanncaHHow
Ha si3blke Lua 1 3aaHHOV MO YMOMYaHWIO, YTO MO3BOJISIET NErko PaclunpaTe GYHKLMOHAN
[aHHOro NpoayKTa.

NHTepnpetatop nporpamMm Ha a3bike Lua Bepcnmn 5.3.4 NoCTaBnseTca COBMECTHO C MPOLYKTOM.

B xofie paboTbl 3TOM NpoLeaypbl MO pe3ynbTaTaM aHanm3a Bcen AoCTyNHOM MHGopMaLmm
0 coobuleHun (oTnpaBuTeNb, NonyYaTenb, BHYTPEHHSsS CTPYKTYpa, 3HAa4YeHMs 3arofioBKOB,
DannbHas oleHKa cnama) NPUHUMAETCS peLleHne OTBePrHyTb I MPONyCTUTb COOOLLEHME.

Ina nHtepdenca Milter npouenypa 06paboTki Bo3BpalLaeT AercTBre («MponycTuTb,
«OTBEPrHYTb», KBEPHYTb OLIMOKY OTNPaBUTENIO» 1 T. MN.), KoTopoe MTA creayeT NpUMEHNTb
K cooDLLeHMIo. Jns cyvas «nponycTUTb» B paMkax npoueaypbl NPOBEPKM COODLLIeHMe
MOXKET Tak>Xe MNOABEPrHYTbCS TaKMM U3MEHEHWNSAM, Kak [loDaBMNeHe 3arofloBKOB MK NX
MoaMdUKaLmMs, NOMeLLEHWE BPeAOHOCHbIX HacTel COOOLLEHMS B apXMB, 3aLUMLLEHHbIN
naposnem.

Ins vHtepdencos Spamd 1 Rspamd, He npegnonaralowmx MoAU@UKaLIMIO MPOBEPSEMOrO
coobuleHust, B MTA BO3BpaLLaeTCs BEPAMKT B BUAE MPUCBOEHHOW COODLLEHNIO «OLLEHKM
cnama» 1 nopora A1 NpU3HaHMs ero cnaMom (4ToObl COODLLIEHE INEKTPOHHOM NOYTbI ObINo
otBeprHyto MTA, oueHKa JoJKHa NpeBbILlLaTh NMopor).

Kpome oLeHkn, B MTA BO3BpaLLLAETCs Takxke TEKCTOBbIN BepAVKT (report nnu action, B
3aBUCMMOCTM OT MPOTOKOJSIA), KOTOPbIN MOXET ObITh MPOaHanM3npoBaH B HacTporkax MTA.

[MOKoCTb A3blka Lua 1 bonbLlon Habop CcBeAeHWI O COOOLLEHWM, AOCTYMHbIX 13 NpoLLeaypbl
06paboTKM, NO3BONAIOT PeanM30BaTh He TONbKO TVMNOBbIE MPOBEPKM COOOLLEHMI Ha CNam

C nony4eHnemM HGannbHoOWM oLeHKM OT KoMrnoHeHTa Dr.Web ASE, Nonck BNOXEHHbIX Yrpo3 Mnn
BpedoHOCHbIX URL, HO 1 peann3oBaTb NPOBEPKY NMPOM3BOSIbHbIX YCNOBWI C BbIpabOTKOM
HeobXxoaMMbIX BEPANKTOB [Nl 00PabOoTKM NPOBEPEHHOIO COODLLEHMSA CEPBEPOM INEKTPOHHOM
MOYThI.

BHumaHume! [Tocne BHeCEHNS N3MEHEHWM B HACTPOWKM cieayeT nepesanyctute Dr.Web ans
no4toBbix cepepoB UNIX, ncnonb3ys komaHay drweb-ctl reload nbo nepesanycriis gemoH
ynpaBneHuns koHdurypaumen Dr.Web ConfigD komarngow service drweb-configd restart.

Mpouenypa 06paboTKKM CNam-CcoOOOLLEHMI, NONYYEHHbIX Yepe3 HTepdenc Spamd, 3aaaeTcs

B cekumm [MailD] obbeamHeHHOro KoHdUrypaumoHHoro damnna npoaykta Dr.Web ans
no4ytoBbIx cepepoB UNIX napametpom SpamdReportHook. [1aHHOMy napameTpy B Ka4ecTBe
3HaYeHNs MOXET ObITb Ha3HaYveH NyTb K hanny N GyHKUMS, HanMcaHHasa Ha a3blke Lua.

Ecnu yka3zaH HegoCTynHbIV (aln, To NpK 3arpy3ke KOMMOHeHTa OyaeT BblaaHa owmnoka.
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Pa3bepem npumep ckpunTa ans 06pabdoTkm Cnam-cooOLLEHWI, MONyHeHHbIX Yepes UHTepdenc
Spamd

local dw = require "drweb"
function spamd report hook (ctx)
local score = 0

local report = ""

-- Add 1000 to the score for each threat found in the message

for threat, path in ctx.message.threats{category = {"known virus", "virus_
modification", "unknown virus", "adware", "dialer"}} do
score = score + 1000
report = report .. "Threat found: " .. threat.name .. "\n"
dw.notice (threat.name .. " found in " .. (ctx.message.part at (path).

name or path))

end

-— Add 100 to the score for each unwanted found URL in the message

for url in ctx.message.urls{category = {"infection source",
"not recommended", "owners notice"}} do

score = score + 100

report = report .. "Url found: " .. url .. "\n"

dw.notice ("URL found: " .. url .. "(" .. url.categories[l] .. ™)")
end

-— Add the spam score
score = score + ctx.message.spam.score
report = report .. "Spam score: " .. ctx.message.spam.score .. "\n"
if ctx.message.spam.score >= 100 then
dw.notice ("Spam score: " .. ctx.message.spam.score)
end
-— Return the check result
return {
score = score,
threshold = 100,

report = report

end

dann ponxeH cogepxatb rMobanbHyto MYyHKLMIO, ABAAIOLLYIOCS TOYKOM BXOAa B MOAY b
NpPOBepPKM COODLLEHWN.

DyHKUMS 00paboTKM [OMKHA COOTBETCTBOBATL CllefyIOLLIMM COrfalleHNsiM O BbI3OBE:
1. Ums gpyHkumm — spamd _report _hook.

2. EqmHcTBeHHbIV aprymeHT — Tabnuvua SpamdContext (mpegoctaBnsieT n3 dyHKUMM 4OCTyn
K MHopMaLmm 06 0b6pabaTbiBaEMOM COODLLIEHM).

3. EAMHCTBEHHOE BO3BPALLIGEMOE 3Ha4YeHme — 3anofHeHHas Tabnuua SpamdReportResult.
Bo3Bpalllaemoe 3Ha4yeHue onpeaenser OTBET N0 NPOToKoNy Spamd.
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HpOCTel;ILIJaFI peanmiayna cueHapua MOXET BbIMAOETb Tak:

function spamd report hook(ctx)

return {

score = 200,

threshold = 100,

report = "The message was recognized as spam"
}
end

HaHHbI cueHapu byaeT 6e3ycIoBHO BO3BPaLLATh BEPAVKT O TOM, YTO COObLEHMe
31EKTPOHHOM MOYTbI ClledyeT Npu3HaTh cnamMom (oLeHka bannos cnama — 200, nopor
npu3HaHns cnamoM — 100, yBegoMeHWe oTNpaBuTento. ApryMeHT Ctx — 3K3eMnisp Tabnuubl
SpamdContext, onMcaHHbIN B AOKyMeHTaLUMW. Tabnuvua npeaoctaBnget 4ocTyn K MHpopMaLmn
06 obpabaTtbiBaeMoOM Cco0bLLEHNN (€ro Nons, CTPYKTypa, 3arofoBKu, Teno, nHdopmMaums oo
oTrnpaBuTene 1 nonyyatensax, MHpopmMauma SMTP-ceccun).

Mo ymonyanuio napametpy RspamdHook, oteevatolemy 3a 06paboTky coobLeHmI
31eKTPOHHOM MOYTbI, MOMyYEHHbIX Yepe3 MHTepdenc Rspamd, aHanor4Ho npeabiayLemMy
Ha3Ha4eH CeayoLWmn CLLEeHaPUN:

local dw = require "drweb"
function rspamd hook (ctx)
local score = 0

local symbols = {}

—-— Add 1000 to the score for each threat found in the message

for threat, path in ctx.message.threats{category = {"known virus", "virus_
modification", "unknown virus", "adware", "dialer"}} do
score = score + 1000
table.insert (symbols, {name = threat.name, score = 1000})
dw.notice(threat.name .. " found in " .. (ctx.message.part at (path).

name or path))

end

-- Add 100 to the score for each unwanted URL found in the message

for url in ctx.message.urls{category = {"infection source", "not recommended",
"owners notice"}} do
score = score + 100
table.insert (symbols, {name = "URL " .. url, score = 100})
dw.notice ("URL found: "™ .. url .. "(" .. url.categories[l] .. ™")

end

—-— Add the spam score
score = score + ctx.message.spam.score
table.insert (symbols, {name = "Spam score", score = ctx.message.spam.score})
if ctx.message.spam.score >= 100 then
dw.notice ("Spam score: " .. ctx.message.spam.score)

end
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-— Return the check result
return {

score = score,

threshold = 100,

symbols = symbols
}
end
HpaBMﬂaHaﬂmcaHMﬂﬂaHHOFOCMGHapMHaHaﬂOFMHHbIOHMCaHHbMABbuue,HOlAMﬂ(DyHKuMM-—
rspamd_hook, e,EI,l/IHCTBEHHbII?I dpPryMeHT — Ta6J'Il/ILI,a Rspadeontext, a eANHCTBEHHOE
Bo3Bpam5eM0e3Haqume——3anonHeHHaﬂTa6nmuaRspmﬂdResuh

Ins B3anmopenctans ¢ Dr.Web ansa noytosbix cepsepoB UNIX B NpocTpaHCTBO Lua-nporpaMmei
MOryT ObITb MMNOPTUPOBAHbI CliedytoLme cneumndmryeckme Mogynu:
Drweb — mMoaynb npefoctaBnseT yHKLUMM A8 3anmMci COOOLWEeHWM 13 Lua-nporpammbl
B >XypHan komnoHeHTa Dr.Web ans noutoBbix cepepoB UNIX, 3anycTmBLIero nporpammy
Ha Lua, a TakXe CpefcTBa aCMHXPOHHOrO 3anycka Lua-npouenyp;
drweb.lookup — Moaynb, NpegoCcTaBAAOLLMI MHCTPYMEHTbI AN 3aNpoca AaHHbIX 13
BHELLHWX NCTOYHMKOB MyTeM obpalleHus kK mogynto Dr.Web LookupD;
drweb.dnsxl — moaynb, NpefocTaBAAIOLWMNN UHCTPYMEHTbI 4151 TPOBEPKM BXOXAEH WS
afpecoB Y3108 B YepHble cnnckit DNSxL;

drweb.regex — mMoaynb, NPeoCTaBNSIOWMN MHTEPDENC CONOCTaBNEHWS CTPOK
C perynsipHbIMU BblPaXKeHNAMMU;

drweb.subprocess — Moaynb, NpenoCTaBNAOLLMA MHTEPdENC 3anyCka BHELLIHMUX
npunoxeHun (NpoLeccos).

OnmcaHme BO3MOXHOCTeN MOAYNS NPMBEAEHO B AOKYMEHTALUMM MO NPOAYKTY.

Mpumep peanusaumm moayns o6paboTKu NOYTOBOro coodLeHns
no npoTtokony Spamd

local drweb = require "drweb"
local dns = require "drweb.dnsxl"

local lookup = require "drweb.lookup"

-- Entry point to check email message sent to the Dr.Web MailD by Spamd protocol
function spamd report hook (ctx)
-- If message type is not multipart, output headers and body
if #ctx.message.part == 0 then
drweb.notice ("Message HEADERS:")
local headers = ctx.message.header.field
for 1 =1, #headers do
drweb.notice(" -> " .. headers[i].name .. ": " .. headers[i].value)
end
drweb.notice ("Message BODY:")
drweb.notice (" -> " .. ctx.message.body.raw)
-- Else disassemble it in parts
else
drweb.notice ("Message parts:")

for index, part in ipairs(ctx.message.part) do
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drweb.notice("Part " .. index .. " HEADERS:")
local headers = ctx.message.header.field

for 1 =1, #headers do

drweb.notice ("™ -> " .. headers([i].name .. ": " .. headers[i].value)
end
drweb.notice ("Part " .. index .. " BODY:")
drweb.notice (" -> " .. part.body.raw)

end

end

-—- If the message contains an URL from any of specified categories, reject it
(return the score that exceed the threshold)

if ctx.message.has url{category = {"adult content"}} then
return {
score = 200,
threshold = 100,
report = "The message contains unwanted URL(s)"
}
end

—— Check the message for spam and reject it, if spam score is exceed 100
(return the score that exceed the threshold)

if ctx.message.spam.score > 100 then

return {
score = ctx.message.spam.score,
threshold = 100,
report = "The message was recognized as spam"

end

—-— The hook function must return to MTA: spam score, spam threshold and string
report.

return {
score = ctx.message.spam.score,
threshold = 100,
report = "The message is clean"

end

[HaHHasa peanusaums Hauncnset 6ansbl OLEHKM B Cllyyae BbisiBMIEHWUS MOPHOrpachmnyeckoro
KOHTEHTa 1 BO3BPALLAET Kak YMCNO HAYNCTIEHHbIX GannoB, Tak U Nopor cpabaTtbiBaHKWs Ha Crnam.

MonHbIN TeKCT peannsaunn BbITOXeH Mo afgpecy:
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Mpumep peanusauunu moayns o06paboTKM NOYTOBOro coobLeHus no npotokony Rspamd

local drweb = require "drweb"
local dns = require "drweb.dnsxl"

local lookup = require "drweb.lookup"

-- Entry point to check email message sent to the Dr.Web MailD by Rspamd protocol

function rspamd hook (ctx)
-- Now we can see the information we are interested in about the message.

-— Output message data to log of Dr.Web MailD on level "notice"
drweb.notice ("SMTP HELO/EHLO: " .. ctx.helo)
drweb.notice ("SMTP MAIL FROM: " .. ctx.from)

drweb.notice ("Sender info:")
drweb.notice (" -> hostname: " .. ctx.sender.hostname)

drweb.notice (" -> ip: " .. ctx.sender.ip)

-- Iterate throw array of recipients

drweb.notice ("Message rcpts:")

for , rcpt in ipairs(ctx.to) do
drweb.notice (" -> " .. rcpt)

end

-- If message type is not multipart, output headers and body
if #ctx.message.part == 0 then
drweb.notice ("Message HEADERS:")
local headers = ctx.message.header.field
for i =1, #headers do
drweb.notice(" -> " .. headers[i].name .. ": " .. headers[i].value)
end
drweb.notice ("Message BODY:")
drweb.notice (" -> " .. ctx.message.body.raw)
-—- Else disassemble it in parts
else
drweb.notice ("Message parts:")
for index, part in ipairs(ctx.message.part) do
drweb.notice ("Part " .. index .. " HEADERS:")
local headers = ctx.message.header.field

for 1 =1, #headers do

drweb.notice (" -> " .. headers[i].name .. ": " .. headers[i].value)
end
drweb.notice ("Part " .. index .. " BODY:")
drweb.notice (" -> " .. part.body.raw)

end

end

-- Then we can check message for a legit consistence

7
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-- If the message contains an URL from any of specified categories, reject it
(return the score exceed the threshold)

if ctx.message.has url{category = {"adult content", "social networks"}} then
return {
score = 200,
threshold = 100,
symbols = {
{
name = "The message contains unwanted URL(s)",

score = 200

end

-—- If the message contains any threats, reject it (return the score exceed the
threshold)

if ctx.message.has threat() then
return {
score = 900,
threshold = 100,
symbols = {
{
name = "The message contains threat(s)",

score = 900

end

—-— Check the message for spam and reject it, if spam score is exceed 100
(return the score exceed the threshold)

if ctx.message.spam.score > 100 then
return {
score = ctx.message.spam.score,
threshold = 100,
symbols = {
{
name = "The message was recognized as spamn",

score = ctx.message.spam.score

end

-— The hook function must return report to SMTP server.

return {
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score = ctx.message.spam.score,
threshold = 100,
symbols = {
{
name = "The message is clean",

score = 0

end

[laHHasa peanuzaums dyHKLUMOHaNa CyLecTBeHHo bonee MHTepecHa. CKpUNT COCTPOUT 13

cneayoLmMx Yacren:

1. 3anucb B nor MHGOPMaLMKM O NONy4eHHOM COODLLIEHUN. B IaHHOM NpUMepe 3anmcbIBaeTCs
MHbopMaLms 060 BCcex NPOBEPEHHbIX NMNCbMaXx, YTO NO3BOMSET CTPOUTb CUCTEMY OTHETHOCTM
0 NOoJyYeHHbIX CO0bLLEHMAX. HO NyTeM MCNONb30BaHWSA HA4YMCIIEHHbIX OanNoB MOXHO
3aMNnCbIBaTh B NIOT MHDOPMALMIO TONBKO O CMaM-CO00LLEHMAX — NN COONPaTb CTaTUCTUKY
00 X OTNPaBUTENSAX M BKIIIOYATb €e, HanpuMep, B YepHble CrCKM.

2.ﬂaneechpmnTenpOBonMTCHaHaﬂM3pa3anHuxan3HaKOBcnaMa-—-Hanpmmep,
noOo3pnTeNbHbIX CCbINMOK, N B 3aBNCMMOCTU OT 3TOIM0 Ha4NCAKOTCA Oannbl. Hnyero He
MeLlaeT TakXe 6J'IOKVIpOBaTb 3TW CCbINTIKN.

3. B KOHUe n1cbMa 3anofHAeTca CTPYKTypa, BO3BpallaeMas B pesynbTate paboTbl CKpunTa.
Kak BUAVM, HUYEero ClnoXXHoro.
MONHbIV TEKCT peanm3almm BbITOXEH NO agpecy:

Mpumep peanusaumm moayns o6paboTkm No4ToBOro coo6LeHus no nportokony Milter
TpeGoBaHus K cLueHaputo

Dann JomKeH coaepkaTb rnobanbHyo hyHKLMIO, ABASIOLLYIOCS TOYKOM BXOAA B MOAY b
npoBepky coobuieHnn (3Ty dyHkumio Dr.Web MailD OyneT Bbi3biBaTb A/ 00paboTKM BHOBb
noctynmeLiero cooduleHuns). OyHKLUMsS 00paboTKM [ONKHA COOTBETCTBOBATb CliefyIOUM
COrMaLleHnaM O BbI3OBe:

1. Ums pyHKumm — milter _hook;

2. EAnMHCTBEHHbIV apryMmeHT — Tabnuua MilterContext (npenocraBnseT 13 yHKLMM AOCTYN
K MHopMaLmm 06 obpabaTtbiBaeMOM COODLLEHNN);

3. EAMHCTBEHHOE BO3BpalllaeMoe 3HaYeHue — 3anonHeHHas Tabnuua MilterResult.
Bo3Bpallaemoe 3HaveHme onpenenser BepaynkT OTHOCUTENbHO NPOBEPSEMOro COOBLLEHMS:

NPWHATb, OTBEPIrHYTb, NSMEHUTb UITN OT6pOCl/ITb, a Tak>Ke Kakue gencrems (BOBMO)KHO) CHUM
aleayet coBeplnTb B CJlyHae ero npnHATnA.

[MprMep KOPPEKTHOro onpeaeneHns CLieHapus, KoTopbii byaeT 6e3ycnoBHO BO3BPaLLaTh

B Dr.Web MailD BepankT Accept (MprHATL) AN BCeX COOOLLEHNIM, MOCTYNMBLUNX Ha MPOBEPKY
yepes uHTepdenc Milter (3geck 1 fanee — apryMeHT ctx — ak3emnnsp Tabnunupsl MilterContext):
function milter hook(ctx)

return {action = "accept"}

end
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Mpumep BHeceHUs B coo6LLLEHVE 3NIeKTPOHHOM MOYThI C/IeAYIoLWNX U3MEeHEeHUN Npun
obpaboTke:

niobaBneHme Ha3BaHMN OOHapPYXXeHHbIX B COOOLLEHMM YrpO3 B BLAE 3HAYEHNI 3aronoBka
XFound:;

nobaBneHue kK Teme cooblieHns (3Ha4eHMe 3aronoBka Subject) npedukca "[SPAM]", ecnn ero
oUeHKa cnama coctaBuT bonee 100 Gannos;
function milter hook (ctx)
-- Jo6aBuTE B BaroJIOBOK MMEHA HAMNIEHHEIX yI'PO3
for threat in ctx.message.threats() do
ctx.modifier.add header field("X-Found", threat.name)
end
-— JBMEeHMTE B3HAUYEeHMe 3arojloBKa Subject, ecsm coobumeHue
—-- HabpaJjso 6Bosiee 100 6as10B OLieHKM CcHaMa
if ctx.message.spam.score > 100 then
local old value = ctx.message.header.value("Subject") or ""
local new value = "[SPAM] " .. old value
ctx.modifier.change header field("Subject", new value)
end

- HepeﬂaTb coobueHMe HOJIydaTeJio, IIPVMMEeHMB OTJIOXEHHEBIe M3MEHEeHMA

return {

action = "accept",

modifications = ctx.modifier.modifications ()
}

end

Mpumep NnepenakoBKU cooOLLEeHUS NpU 06paboTKe:

nepemeumHmeo6HapyerHuxBcoo6umHmmyrpo3BaauuﬂueHHuMapxmm
rnepemMelleHne COO6LLI,€HI/IFI LEeNMKOM B 3aLUMLLEHHbIN apxmB, eCsiM ero oueHkKa cnamMa
coctaBuT 6onee 100 Gannos;
function milter hook(ctx)
ctx.modifier.repack password = "xxx"
ctx.modifier.repack message = ""
—-— IloMecTuTE B BalMIEHHED NAPOJIEM apXMB BCE YacCTH
-— CoOOmeHuss, B KOTOPEIX HAMIEHE YTPOSEl
for threat, path in ctx.message.threats () do
ctx.modifier.repack (path)
local msg = " Threat found: " .. threat.name
ctx.modifier.repack message = ctx.modifier.repack message .. msg
end
—-— IllepenakoBaTE COOOHEHME IeJIMKOM, €CJIM OHO HabpaJjio
-- bojsiee 100 6ajyioB OILEHKM crama
if ctx.message.spam.score > 100 then
ctx.modifier.repack ()
local msg = " Spam score: " .. ctx.message.spam.score
ctx.modifier.repack message = ctx.modifier.repack message .. msg
end
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-— llepenaTe CcoOOHmEHME HNOJIydaTeJln, IPHUMEHMB OTJIOXEHHEE WM3MEHEHMUS
-—- O6paTuTe BHMMAHME, YUTO e€CJmM Tabjsauila MOOUPUKAIIMIN HEe yKaszaHa,
-— OHa OyheT aBTOMaTHMYECKM BO3BpalleHa

return {action = "accept"}

end

ApXKB, coaepxKaLLM BCe HexXenaTenbHble HYacTu, N3baTble 13 coobLLeHMs, OyaeT oTnpaBneH
nony4aTenio B B1AE BNIOXEHWS B HOBOe CchopMUpOoBaHHOe coobLieHme (coobLleHue,
noaBeprHyToe nepenakosBke). Apxms OyaeT 3allMLLeH naponemM, KOTOpbIv B IaHHOM CJly4ae
NPUHYANTENBHO OYAEeT YyCTaHOBNEH B CTPOKY "XXX".

bonee MHTepeCHbIN CKPUNT

-- Provided auxiliary modules
local drweb = require "drweb"
local dns = require "drweb.dnsxl"

local lookup = require "drweb.lookup"

-- Entry point to check email message sent to the Dr.Web MailD by Milter protocol
function milter hook (ctx)

-- Output message data to log of Dr.Web MailD on level "notice"

drweb.notice ("SMTP HELO/EHLO: " .. ctx.helo)

drweb.notice ("SMTP MAIL FROM: " .. ctx.from)

drweb.notice ("Sender info:")

(
drweb.notice (" -> hostname: " .. ctx.sender.hostname)
drweb.notice (" -> family: " .. ctx.sender.family)
drweb.notice (" -> port: " .. ctx.sender.port)
drweb.notice (" -> ip: " .. ctx.sender.ip)

-- Iterate through array of recipients

drweb.notice ("Message rcpts:")

for , rcpt in ipairs(ctx.to) do
drweb.notice ("™ -> " .. rcpt)

end

-- If message type is not multipart, output headers and body
if #ctx.message.part == 0 then
drweb.notice ("Message HEADERS:")
local headers = ctx.message.header.field
for i =1, #headers do
drweb.notice ("™ -> " .. headers([i].name .. ": " .. headers[i].value)
end
drweb.notice ("Message BODY:")
drweb.notice (" -> " .. ctx.message.body.raw)
-- Else disassemble it in parts

else
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drweb.notice ("Message parts:")
drweb.notice ("Part 0 HEADERS:")
local headers = ctx.message.header.field
for i =1, #headers do

drweb.notice (" -> "

end
for index,

drweb.notice ("Part index

local headers =
#headers do

->

part.header.field

for i =1,

n

drweb.notice ("

end

drweb.notice ("Part index

drweb.notice (" -> "
end

end

headers[i].
part in ipairs(ctx.message.

headers[i] .name

name ", " headers[i] .value)
part) do
HEADERS:")

w. mn

headers[i] .value)

BODY:")

part.body.raw)

-- Then we can check message for a legit consistence

-- If the message contains an URL from any of specified categories,

if ctx.message.has url{category = {"adult content",

return {action = "reject",

end

-- If attachs extensions matchs rar|zipl|7z accept it,

reject it

"social networks"}} then

message = "Detected url with bad content!"}

else reject

for file, path in ctx.message.attachments{name re not = [[.*\.(rarlzip|7z)]]} do
return {action = "reject", message = "Only archieve attaches
allowed (ziplrarl|7z)" }

end

-- Then we can analyze and modify ('repack')

the message

-- Set the modifier variable containing the functions for implementing

the modifications

local modifier ctx.modifier

-—- Set the password for protected archive
message

modifier.repack password

"qwerty"

containing malicious parts of the

-— Set the text to be added to repacked message

modifier.repack message = ""

-— Place all parts containing threats into the password-protected archive

for threat, path in ctx.message.threats()
modifier.repack (path)
Threat found:

n "

local msg

modifier.repack message

end

modifier.repack message

do

threat.name

msg
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-— Check the message for spam and modify it, if spam score exceeds 100
if ctx.message.spam.score > 100 then

-- Modify value of Subject header

local old value = ctx.message.header.value ("Subject") or ""
"[sPAM] " .. old value

-- Plan to set new value for Subject header

local new value

modifier.change header field("Subject", new _value)

-- Plan to add new header with spam score
modifier.add header field("X-Spam-Score", ctx.message.spam.score)
modifier.repack message = "The message was recognized as spam"
modifier.repack ()

end

-- The hook function must return response to MTA.
-- If the response is 'accept' and there are scheduled modifications,
-- the hook function should return them in order to they are applied.

return {action = "accept"}

-- Available responses are:

-— return {action = "accept"}

-- return {action = "reject"}

-—- return {action = "discard"}

-- return {action = "tempfail"}

-- return {action = "replycode", code = "450", text = "response: Are you
serious?"}

End

CKpUNT COCTPOUT 13 CeAyoLUX YacTen:

1. 3anucb B nor nHdopmMaumm ob oTnpasuTene COODLLEHNS 1 ero nonyyatensx. Takxe
B JIOI COXPAHAOTCH 3arofoBKKM NMCbMa M ero Teno. B Tom vmcsie Korga nmcbMo COCTOUT
M3 HECKONbKUX HacTen. B AaHHOM NpuMepe 3anucbiBaeTcs MHGopMaLms 000 Bcex
MNPOBEPEHHbIX MMCbMAaXx, YTO MO3BOJISET CTPOUTL CUCTEMY OTHETHOCTU O MOJTYYEHHbIX
coobueHnsax. Ho nyteM ncnonb3oBaHMS HAYNCIEHHbIX DanNIoB MOXHO 3aNMCbIBaTb
B NTOI" MHDOPMaLMIO TONbKO O CMam-COODLLIEHUAX — UK cCObMpPaTb CTaTUCTUKY 00 X
OTMPaBUTENAX M1 BKIIOHATb ee, HanpumMmep, B YepHble CNINCKN.

2. [lanee B CKpUnTe B Cly4ae Hanu4ms B MMCbMe NoA03PUTENbHBIX CChINOK UK
33apXMBMPOBAHHbBIX BOXEHNI ONpeaeneHHbIx GopMaToB onpeaenseTcs AencTene
Ha N1cbMo (reject).

3. ECN BNOXEHWS He ABMAIOTCA MOA03PUTENbHBIMM, TO OHM NMEpPEenakoBbIBAIOTCS B apXMB
C maponem.

4. ECIV NCbMO MPU3HaHO CMaMoM, MOAMMULIMPYETCS TeMa MUCbMa 1 A,00aBNsoTCS
COOTBETCTBYIOLLME CIy>KeOHble 3arofoBKM.

5. B KOHLe NCbMa BO3BPaLLAETCs AeNCTBME, KOTOPOE HEOOXOAMMO MPUMEHWUTb K MUCbMY.

Kak BuaMM, HUYEro CroxXHoro.
MONHbBIV TEKCT peanm3aumm BbITOXEH MO agpecy:
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I'Ipvlmep p360TbI c 6enbiMu n YepHbIMU CNMUCKaMU KIlo4YeBbIX CJ10B

-—- Auxiliary Dr.Web Lua module providing common utilities

local drweb = require "drweb"

-— Auxiliary Dr.Web Lua module providing regexp checks

local regex = require "drweb.regex"

-—- regex.search (pattern, text [, flags])

-- regex.match (pattern, text [, flags])

-—- Load regexp patterns
local whitelist = drweb

local blacklist = drweb

-- Entry point to check

from files
.load array("/opt/drweb.com/lists/whitemails.txt")
.load array("/opt/drweb.com/lists/blackmails.txt")

email message sent to the Dr.Web MailD by Rspamd protocol

function milter hook (ctx)

-- Stop checks if mail from matchs one of the patterns loaded from file

for , pattern in ipairs(whitelist) do

if regex.match(pattern, ctx.from, regex.ignore case) then

return {action = "accept"}

end

end

-- Stop checks if mail from matchs one of the patterns loaded from file

for , pattern in ipairs(blacklist) do

if regex.match(pattern, ctx.from, regex.ignore case) then

return {action = "reject", message = "Blacklist"}

end

end

-- regex.match and regex.search can also taking arrays of patterns

-- and the code above will be pretty simple:

-- -- Stop checks if mail from matchs one of the patterns loaded from file

-- 1f regex.match(whitelist, ctx.from, regex.ignore case) then

-= return {action = "accept" }

-— end

-- -- Stop checks if mail from matchs one of the patterns loaded from file

-- 1f regex.match(blacklist, ctx.from, regex.ignore case) then

- return {action = "reject", message = "Blacklist" }

-- end

return {action = "accept"}

end
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CKpVHTTCOCTpOMTImBCHEAyHDHUH(qaCTEﬁ:

1. HpOBepKa HalMN4mMa KInto4eBbIX CJ10B U3 CMNCKa B NPOBEPAEMOM COO6LLI,eHl/Il/I.

2.BBaBMCMMOCﬂ4OTHaﬂMHMﬂﬂaHHHXKﬂquBHXCﬂOBBH6MpaﬂtﬂﬂeﬂﬂBme,KOTOpoe
HeO6XOﬂMMOCOBGDMMTbCHMCbMOM.

[MONHbIN TEKCT peanmn3aLmm BbINOXeH Mo agpecy:

Mpumep paboTbl C YePHbIMY CMUCKaMU afPECOB U OTNIpaBUTenen

local drweb = require 'drweb'

local dwxl = require 'drweb.dnsxl'

-— Function checks ip addresses on dnsxl server
local function check ip(ip, server)
local log str = '"['" .. ip .. ']'
local result = dwxl.ip(ip, server)
-— Return true if ip in blacklist else return false

if result then

log str = 'Bad ip ' .. log str .. ': !
for , record in ipairs(result) do

log str = log str .. record .. ', '
end

-- Output message data to log of Dr.Web MailD on level "debug"
drweb.debug (log str)
return true
else
log str = 'Legit ip ' .. log str
-- Output message data to log of Dr.Web MailD on level "debug"
drweb.debug (log str)
return false

end

end

-- Function checks urls on surbl server
local function check url (url, server)
local log str = '['" .. url .. ']
local result = dwxl.url(url, server)
-—- Return true if ip in blacklist else return false

if result then

log str = 'Bad ip ' .. log str .. ': '
for , record in ipairs(result) do

log str = log str .. record .. ', '
end

-- Output message data to log of Dr.Web MailD on level "debug"
drweb.debug (log str)
return true

else
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log str = 'Legit ip ' .. log str
-- Output message data to log of Dr.Web MailD on level "debug"
drweb.debug (log str)
return false
end

end

-- Entry point to check email message sent to the Dr.Web MailD by Rspamd protocol
function milter hook (ctx)

local surbl server = 'multi.surbl.org'

local dnsxl server = 'zen.spamhaus.org'

-- Reject message if sender ip matches the dnsxl server blacklists
if check ip(ctx.sender.ip, dnsxl server) then

return {action = "reject", message = "Blocked by blacklists of "
dnsxl server}

end
-- Reject message if sender hostname matches the surbl server blacklists

if check url (ctx.sender.hostname, surbl server) then

return {action = "reject", message = "Blocked by blacklists of "
surbl server}
end
return {action = "accept"}

end

CKpWNT COCTOUT YacTen, NoC/eoBaTeNbHO NpoBepsoWwmx Hanndme IP-agpeca, URL, faHHbIX
OTNpPaBUTENS B YEPHbIX CMUCKAX.

JloNoNHUTENBHO B CKPUMTE MNOKa3bIBAETCS BbIBOA, COODLLEHNI B pexXiMe OTNaaKM
(ncnonb3oBaHme dyHKUMK drweb.debug).

MONHbIN TEKCT peanmn3aLmm BbINOXeH Mo agpecy:

Mpumep paboTbi c 6a3on gaHHbIX SQLite3

local drweb = require "drweb"
local sglite3 = require "lsglite3"
local database = '/tmp/drweb.db'

-— Function to add record about a threat to SQLite database

local function db_threat add(date, host, ip, mail from, mail to, threat name,
threat type)

local db = sglite3.open (database)

local sqgl create = "CREATE TABLE IF NOT EXISTS threats (id integer PRIMARY KEY
AUTOINCREMENT, \
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date text,\

host text,\

ip text,\

mail from text,\
mail to text,\
threat name text,\

threat type text);"

local sgl add = string.format ("INSERT INTO threats(date, host, ip, mail from,
mail to, threat name, threat type) values\

("$s', '%s', '%s', '%s', '%s', '%s', '%s');", date, host, ip, mail from,
mail to, threat name, threat type)

local result = assert (db:execute(sqgl create))

-- drweb.notice ("SQLite3: create table result: " .. tostring(result))
local result = assert (db:execute(sqgl _add))

-- drweb.notice ("SQLite3: insert row result: " .. tostring(result))
db:close ()

end

-— Function to add record about spam to SQLite database
local function db_spam add(date, host, ip, mail from, mail to, spam score)

local db = sglite3.open (database)

local sgl create = "CREATE TABLE IF NOT EXISTS spam (id integer PRIMARY KEY
AUTOINCREMENT, \

date text,\

host text,\

ip text,\

mail from text,\
mail to text,\

spam_score text);"

local sgl add = string.format ("INSERT INTO spam(date, host, ip, mail from,
mail to, spam score) \

)
values ('%s', '%s', '%s', '%s', '%s', '%s');", date, host, ip, mail from,
mail to, spam score)

local result = assert (db:execute(sqgl create))

-- drweb.notice ("SQLite3: create table result: " .. tostring(result))
local result = assert (db:execute(sqgl _add))

-- drweb.notice ("SQLite3: insert row result: " .. tostring(result))
db:close ()

end

-- Entry point to check email message sent to the Dr.Web MailD by Milter protocol
function milter hook (ctx)

local datetime = os.date()

local mail from = ctx.from

local host = ctx.sender.hostname

local ip = ctx.sender.ip
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local mail to = table.concat(ctx.to, ", ")

-- Insert info about each found threat into database and reject the message
if ctx.message.has threat() then
for threat, path in ctx.message.threats() do

db threat add(datetime, host, ip, mail from, mail to, threat.name,
threat.type)

end
return {action = "reject"}

end

-— Insert info about spam into database (if spam score exceeds 100) and reject
the message

if ctx.message.spam.score >= 100 then
db_spam add(datetime, host, ip, mail from, mail to, ctx.message.spam.score)
return {action = "reject"}

end

-— Accept, if the message is not spam and there are no threats found
return{action = "accept"}

end

CKpuvNT copepXUT Npumep paboTbl C 6azon AaHHbIX — A00aBNeHMS B Hee TabnuL, C HY>XKHbIMU
napameTpamMu 1 3anck MHHOPMaLMN O MPOBEPEHHbIX COODLLIEHUSIX.

MONHbIN TEKCT peann3aLmm BbINOXeH Mo agpecy:

MNpumep moandmnkauum coobLeHUs

function milter hook (ctx)
local subject = ""
-— YcTaHaBIMBaeM B HnepeMeHHOM modifier Tabimily oS OCYWECTBJIEHMS MOOMbMKAaLMIA

local modifier = ctx.modifier

—-— IlosryuyaeM TeMy IMCbMa M3 COOTBETCTBYWOIEI'O 3aT'OJIOBKA
local subject = ctx.message.header.value ('Subject') or "'
-- IIpoBepseM, COOEPXUT JIM CoofmeHMe yTPO3b, M OTBEepraeM ero, eCJM 3TO Tak
if ctx.message.has threat() then
return {action = "reject"}
end

-- I[lpoBepseM OMCBMO Ha CllaM, ¥ OTBepraeM eI'o, eCJM 4YMuCJIO DaJjyIoB CcllaMa IIPeBHIlaeT
100

if ctx.message.spam.score > 100 then
return {action = "reject"}
end

-- Ecim YTPO3EI HE HaMIOeHH M CooOfleHue He IIPM3HaHO CIllaMOM, MOJ:[M(DMLLMpyeM TEeEMY
nmceMa, nobamJyisgisgs K HeM Hall TeKCT

modifier.change header field("Subject", subject .. " (Checked with Dr.Web Anti-
Virus)")
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—--modifier.change header field("Subject", subject .. " (IluCceMO NPOBEpPEHO
aHTuBMpPycoM Dr.Web)")

-- IponyckaeMm coofumeHMe, NPMMEHMB BCe CHeJIaHHEEe Moambmraumm

return {action = "accept"}
end
CKpl/II'IT ,D,O6aBJ'IF|eT B MNCbMO CTPOKY C l/IHCbOpMaLI,l/Iel7I O TOM, 4TO NMMCbMO NPOBEPEHO N MNCbMO
He ABNAeTCA MOLeHHWYeCKM N BpeJOHOCHbIM.

MonHbIN TeKCT peanmial i BbIJTOXKEH MO aapecy:

ClueHapum, HanncaHHble Ha Lua, MoryT ObITb MCNOMb30BaHblI KOMNoHeHToM Dr.\Web Firewall gns
Linux ons npenBapuTenbHOW NPOBEPKM CoeanHeHMs nepen TeM, Kak HanpaBWTb ero Ha aHanms
KoMnoHeHTy SplDer Gate.

AHanmn3 coeguHeHNs NPy NOMOLLM CLIEHAPUS Ha A3blke Lua BbINOMHAETCS, eC/IN B HACTPOMKAX
KoMnoHeHTa Dr.Web Firewall ans Linux (B napametpe InterceptHookPath) 3agaH nyTts K dhanny,
cofepkaleMy CLeHapu NpoBepPKN COeAMHEHMS, HAMUCAaHHbIV Ha A3blke Lua. B npoTrBHOM
cny4ae obpaboTka CoeAIMHEHMS MPON3BOAMNTCA C MCMOMb30BAHMEM HACTPOEK MO YMOMYaHMIO

M NpaBun 06paboTkK, 3a4aHHbIX B HACTPOKMKax KOMMOHeHTa (napameTpbl RuleSet*).

TpeGoBaHuUSA K cLeHapuo 06paboTKU coeaUHEeHUN

@ann goskeH cogepxatb rnobanbHyo MYHKLMIO, SBASIOLLYIOCS TOYKOW BXOAA B MOAYIb
npoBepku coeanHeHns (3Ty dyHkumio Dr.Web Firewall ons Linux 6yaet Bbi3blBaTb A1
006paboTKM BHOBb NMOCTYNMBLLErO coeauHeHus ). DyHKUMa 0OpaboTKm AOMXKHA COOTBETCTBOBATH
CeaylowM CornalleHmam O BbI30Be:

1. Ims pyHKUmm — intercept _hook;

2. EnuHcrBeHHbIV aprymeHT — Tabnuua Lua InterceptContext (npegoctaBnseT n3 gyHKUMM
L0CTYN K MHbopMaumm 06 obpabaTbiBaeMOM COeAMHEHWNN; CM. ONUCaHVe TabnnLbl HUXe);

3. EAMHCTBEHHOE BO3BpalllaeMoe 3HaYeHe — CTPOKOBOE 3HaYeH e 13 Tabnunupbl HUXe:

3HayeHue OnucaHue BepauKTa

pass [ponycTntb coefuHeHe, MUHYA ero NpoBepKy B KOMMoHeHTe SplDer Gate
check MpoBepnTb coegmHeHKe C MOMOLLbIO KOMMoHeHTa SplDer Gate
drop bnoknposaTb coeiiHeHMe, OpraHM3ys NoTepto NakeTa

reject OTBEPrHyTb coeanHeEHME (KITMEHT, MHULMMPYIOLLMA coeanHeHne, nony4nt TCP-naket
c conarom RST)

Mprmepsbl
1. CueHapwum, be3ycnoBHo Bo3Bpallatowmi B Dr.\Web Firewall ona Linux BepaukT pass

(I'IpOI'IyCTl/ITb) ONA BCEX YCTaHaBJIMBaeMbIX COeAVHEHWNM:

-— QyHKLMSA NPOBEPKM COEeIMHEHMS, HalMCaHHAas II0JIb30BaTeJleM
function intercept hook (ctx)
return "pass" -- He NpPOBEpPATbH COEOMHEHUE

end
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2. CueHapwin, npeanuceiBatoL Dr.Web Firewall gns Linux HanpaBuTb Ha NpOBepKY
BCe yCTaHaBNMBAEMble COEAMHEHNS, KPOME UCXOAALLMX NOKANbHbIX COEANHEHNIA
OT MPUNOXEHWI, NCNOMHSAEMbIX C MpaBaMum NoJib3oBaTens 13 rpynnsl drweb, nnbo
COeMHEHUM, NHULIMMPOBAHHbIX C MPUBUNErMPOBaHHbIX MOPTOB (BHE 3aBUCMMOCTU OT
BNafenblia CoeqVHEeHNs 1 ero HanpaBneHus ), NMbo coeamMHEHWI, NCXOAALLMX C IP-agpeca 13
NOKasbHOW NMOACeTU:

function intercept hook(ctx)/

-— He IIPOBEPATE CO€IMHEHMA, MHUMIMMPOBAHHEIE C JIOKAaJIBHOI'O

-- y3na (divert == "output") HOpUIIOXEeHMEM OT MMEHM I'PYIIIE
-- "drweb" (group == "drweb")
if ctx.divert == "output" and ctx.group == "drweb" then

return "pass"

end

-— He NpoOBepAThH COEIMHEHMSI, WHUUUMPOBAHHEE C

-— NPUBUIIETVMPOBAHHEIX mopToB (oT 0 mo 1024)

if ctx.src.port >= 0 and ctx.src.port <= 1024 then
return "pass"

end

-— He NpoOBepATb COEIMHEHMS C aOpecOoB M3 JIOKAJIbHOM MOomceTu
-—- (muanasona IP-ampecor 127.0.0.1/8)

if ctx.src.ip.belongs("127.0.0.0/8") then

return "pass"

end

-— Ilo yMOJIYaHMI COEeIMHEHMEe IPOBepseTCs

return "check"

end

Mpumep peanusaumm Heobxogumoro pyHKUMoHana ansa moaynsa Dr.\Web Firewall

local drweb = require "drweb"

-- Entry point to check network connections
function intercept hook(ctx)
-- 1. Do not check Dr.Web processes' outgoing connections
if ctx.divert == "output" and ctx.group == "drweb"
then
-- Pass the connection
return "pass"

end

-— 2. Other connections should be checked

-— The rule below allows connection if current time satisfies the specified con-
dition

-- Condition for time is specified using cron record format (from 8 to 18 hours,
from Mon to Fri)

local datetime rules = {

worktime = "* 8-18 * * 1-5"

20
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if ctx.divert == "forward" or ctx.divert == "input" then

-— If current time satisfies the condition, connection will be checked for
threats

if rules processor(datetime rules.worktime) then
return "check"
end

end

-- 3. Reject connection if all conditions above are false
return "reject"

end

-- Auxiliary function.

—-— The function gets condition for date and time in cron record format and returns
true if the current time satisfies the condition.

-- Condition should be specified as a string using simplified cron format allows
absolute values (10 14 * * *) and ranges (0 12-14 * * 1-5).

-—- Fields of the string are as follows:

_ %k k kx K* %

| | ——————- Month (1 - 12)

| - Day (1 - 31)

-— | - Hours (0 - 23)
= mmmmm— Minutes (0 - 59)

|

-— ||| === Day of week (0 - 6, where 0 is Sunday)
|
|

function rules processor (cron)

local function check (now, rule)
if rule == "*" then

return true

elseif string.find(rule, "-") then
local thresholds = string.gmatch(rule, '(["-]1+)")
local min th, max th = tonumber (thresholds()), tonumber (thresholds())

if tonumber (now) >= min_ th and tonumber (now) <= max_ th then
return true
else
return false
end
elseif rule == now then
return true
else
return false
end

end

21
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local now stamp = string.gmatch(os.date("%M %H %d %m %sw"), '(["%s]+)"')

local now min, now hour, now _day, now month, now dow = now stamp(),
now_stamp (), now stamp (), now stamp (), now_ stamp ()

local rule stamp = string.gmatch(cron, '(["%s]+)")

local rule min, rule hour, rule day, rule month, rule dow = rule stamp(),
rule stamp (), rule stamp (), rule stamp(), rule stamp ()

if check(now min, rule min) and check(now hour, rule hour) and check(now day,
rule day) and check(now month, rule month) and check(now dow, rule dow) then

return true
else
return false

end

end
[MonHbIV TEKCT peann3aln BblJTOXeEH Mo agpecy:

https://github.com /DoctorWebltd /drweb-lua-examples /blob /master /firewall
time_conditions.lua

22
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«[JokTop Beb» — poccumckmin Npon3BoanTeNlb aHTUBMPYCHbIX CPeACTB 3alMTbl MHPOPMALMN
noa Mapkow Dr.Web. Mpoayktbl Dr.Web pa3pabatbiBatotcs ¢ 1992 ropga. Bce npaBa Ha TexHo-
norum Dr.Web npurHagnexat komnaHun «JJoktop Beb». «[okTop Be6» — oguH 13 HEMHOIMX
aHTMBMPYCHbIX BEHOOPOB B MMpe, BNAAEIOLIMX COOCTBEHHBIMU YHUKANbHBIMU TEXHONOIMAMM
LETEKTMPOBAHMUA U fleHeHUs BPeOOHOCHbIX NMPOrpamMM, MMeET CBOIO aHTUBUPYCHYIO nabopaTo-
puio, robanbHyto CyXBby BUPYCHOrO MOHUTOPUHIA U CIY>KOY TEXHUYECKOW NOAAepPKKM, KOTO-
pble PacrnosioxXeHbl B Poccmu.

KomnaHus «[loktop Beb» — Ko4eBOW UMPOK Ha POCCUNCKOM PbIHKE MPOrpaMMHbIX CPeACTB
obecneveHus Ga3oBown NoTpebHOCTM BU3Heca — BesonacHocT MHbopMauumn. CBon BbIOOP B
nonb3y npoayktoB Dr.Web coenann locynapcteeHHas [yma ®depepanbHoro CobpaHus PO,
LMK Poccum, MinHobopoHbl Poccumn, BepxoBHbit Cya PO, Coser Depepaumn DegepansHoro
CobpaHus PO, LleHTpanbHbin BaHk Poccrmckomn Oedepaumm, MHOrMe apyrie rocyaapCTBeHHble
YYPEXAEHNS 1N KPYNHENLLIME KOMMNAHUN.

BoT Tonbko HekoTopble knueHTbl Dr.Web: https://customers.drweb.com.

Dr.Web BHeceH B

MuHuncTepcTBa UM POBOro pasBuUTUA, CBA3M U MAaCCOBbIX KOM-
mMmyHukauum Poccunckon depgepauun.
lcnonb3oBaHMe oTe4ecTBeHHOro aHTMBKMpPYCcHoro MO Dr.Web obecnevmBaeT HallMM KNMEeHTaM
3aLUNTY OT PUCKOB, CBA3AHHbIX C U3MEHEHWEM MeXyHapoAHOW 0DCTaHOBKM, TakMX KakK OTKa3
B MCMNOMNb30BaHUM, MNPOASIEHNM, NOCTaBKE UMK NONy4eHN 0OHOBNEHNI, a TakxXe OT yrpo3, CO3-
[aHHbIX AN UeneHanpaBieHHbIX atak Ha NpeanpuaTis 1 rpaxxaan Poccum.

«[JokTOp Beb» nmeeT cepTndMKaThl, NO3BONSAIOLLIME UCNOoNb3oBaTk MO Dr\Web B opraHmsaum-
X C MOBbILIEHHbIMW TPEDOBAHMAMU K YPOBHIO Be3onacHoOCTH.

Dr\Web cepTudunumpoBaH Ha OTCYTCTBME HefeK1apMpPOBaHHbIX BO3MOXHOCTEN — MO 2 YPOBHIO
KOHTPOSIS, HAa COOTBETCTBME TpeboBaHWsAIM AOKYyMeHTa «TpeboBaHMS K CpeACcTBaM aHTUBMPYC-
HOW 3aLmMTbI», yTB. Nprkazom OCTIK Poccunm N2 28 o1 20.03.2012 1., Ha cOOTBETCTBME Tpebo-
BaHnaM OCb Poccnm K aHTVMBUPYCHBIM CPeCTBAM.

MpoaykTtel DrWeb npumensioTcs ona 3awmTbl MHMDOPMaLMK, COAEPXALLENCS B PA3NINYHBIX UH-
hopMaLMOHHbIX CUCTEMAX, B TOM YMcie MHDOPMaLMM orpaHnYeHHoro goctyna (rocynap-
CTBEHHas TalHa, NepCcoHarbHble AaHHbIE U T. 4.).

Mcnonb3oBaHue MO DrWeb nossonser obecneyntb Haanexaliee BbINOMHeHWe TpeboBaHWM
HOPM 3aKoHofaTeNbcTBa PO 0 npyMeHeHnn Mep ONS 3aLLmThbI:

— MHMOPMALM C OrPaHNYEHHbBIM LOCTYNOM (rocyAapcTBEHHAs TalHa, NepCoHabHble AaHHbIE U T. A4.);
— OTAENbHbIX KaTeropuin rpaxaaH ot MHPOPMaLMK, NPUYUHSIOLLEN BpeS.

Ceptudukarsbl Ceptudukarsbl Ceptudukarsbl Bce cepTudmkarbl
DCTIK Poccnun MuHo6opoHbI Poccun ®CB Poccnmn 1 TOBapHbIle 3HAKU

FocynapcTBeHHble cepTUdUKaThl U Harpagbl, a Takxe reorpacus nonb3osatenen Dr.Web csuaetens-
CTBYIOT O BbICOKOM Ka4yecTBe NPOoAyKTOB, CO3aHHbIX TaNaHTAMBLIMN POCCUMCKMMMN NPOrPaMMUCTaMK.

Mwae| © 000 «[lokTop Be6»,
2003-2019

mn‘u El
,
L

125040, Poccusa, MockBa, 3-9 ynnua fMckoro nons, Bf. 2, kopn. 12a
Ten.: +7 495 789-45-87 (MHOrokaHanbHbI)
®dakc: +7 495 789-45-97


https://reestr.minsvyaz.ru/reestr/
https://reestr.minsvyaz.ru/reestr/
https://company.drweb.ru/licenses_and_certificates/fstek/
https://company.drweb.ru/licenses_and_certificates/fstek/
https://company.drweb.ru/licenses_and_certificates/ministry_defense
https://company.drweb.ru/licenses_and_certificates/ministry_defense
https://company.drweb.com/licenses_and_certificates/fsb/
https://company.drweb.com/licenses_and_certificates/fsb/
https://company.drweb.ru/licenses_and_certificates/
https://company.drweb.ru/licenses_and_certificates/
https://products.drweb.ru/technologies/

