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Dr.WEB®

Enterprise Security Suite

HoBunHku Bepcum Dr.Web Enterpise Security Suite 11

CerofiHs BMPYCOMMUCATENbCTBO — 3TO XOPOLLO HaNaxXeHHbI KPUMUHanNbHbIA GU3Hec. HoBble BPeOHOCHbIE
nporpamMmbl, OOMBLIMHCTBO 13 KOTOPbIX TPOSIHLLBI, MOSBNSIOTCSH €XXeAHEBHO COTHAMM ThICSY.
3apava aAHTUBUpPYCa — He A0NYyCKaTb 3apaXXeHus.

CymTaeTCA, 4TO aHTUBMPYC 00sS3aH OOHAPXMBATbL BCE BPELOHOCHbIE NMPOrPaMMbl B MOMEHT MX NMPOHUKHOBEHUS.
OpaHako:

Tonbko 30% 70%

BpeOOHOCHOIo MO — He n3BecTHO
dHTNBNPYCY B MOMEHT MNPOHMKHOBEHWA

BpeaoHOCHOro MO obHapykmnsaet
CUrHaTypaMmn COBPEMEHHbIN aHTUBUPYC.

KeBagpat 6e3onacHoctn Dr.Web

HECUTHATYPHBIE

TEXHOJIOTMA

IBPUCTHYECKMIA aHank3aTop — ¢ 1994 rogal

BA3A CUTHATYP

OpaHa 3aNKck — 3aWKTa OT COTEH M TLICAY

BUPYCOB, NaMEe OT TEX, KOTOPLIS, BOIMOMHO,

TexHonorua Origins Tracing

Mop,ynb IMYNALIKMK HENONHEHKWA
TexHonorua Fly-Code

KomnnekcHuiA AHANWU3IATOP YNakoBaHHLIX
yrpo3

Texnonorwa Script Heuristic

BYAyT co3faHkl INOYMbILNEHHUKAMM

TexHonorva aHanuia CTpYKTYPHOW
IHTPONMK
M MHOTO [pYTrUx TEXHONOTMA

TEXHONOMNK

MPEBEHTUBHOW

TEXHONOMNK

JETEKTUPOBAHUSA SAWLATHI

3awmTa OT HOBEWILMX HEWIBECTHLIX

BMO C NOMOLLbIO
ANTOPUTMOB
MALWNHHOTIO
OBYYEHUA

BUpycHOW Gale BpeaoHOCHBIX NPporpamm
AHanuz «Ha NeTy» NoBEAEHIHA NPOrpamMMm
W HEMEANEeHHOE 3aBEplUeH1e
BpefOHOCHkX NPOoLeccor

JawuTa o MOMEHTa NoNHoM 3arpyaku OC
AsToHomHan pabora Bes MHTepHera

CoyeTaHue B Dr.Web Tpag1LUNOHHOM CMFHaTypHOW BUPYCHOM 6a3bl, HECUTHATYPHbIX TEXHONOI N 1 Tex-
HONOrU NPeBeHTUBHOW 3aLLUTbI NO3BONSIET AepPXKaTb 060POHY NPOTUB NOObLIX HEN3BECTHbIX Bpeao-
HOCHbIX yrpo3 — WannaCry He npowen!



https://news.drweb.ru/show/?i=11290&c=5&lng=ru&p=0

HoBble TexHONMoOrMmn

OGHapy)xeHue BpeOHOCHbIX TexHONOrMmn oGHapyxeHus

cueHapues JavaScript Ha ocHoBe BpepoHocHoro Mo
anropuTMoB MaLLMHHOro oby4eHun B npowmsKax UEFI

= bnaropaps HoBow TexHonorum Dr.Web SplDer = B UEFI, npuwepnwwen Ha 3ameHy BIOS, yxe

ML Anti-Script Ha ocHoBe MaLLMHHOro Oby4e- eCTb YA3BUMOCTU.
Hus Dr.Web SplDer Guard moxeT onpegenstb
elLle 6orble HOBEMLLMX HEM3BECTHbIX Bpe- = CYMTanoCh, 4To BHeApeHHbI B UEFI
[LOHOCHbIX MPOrpaMM B pamnax CKpUnToBbIX BPEeOOHOCHbIN KO, HEBO3MOXHO AeTek-
13bIKOB, HE [LOXWNAAACb OOHOBNEHUI TPaAMLN- TMPOBaTb OObIYHBIMW AHTUBUPYCHBIMM
OHHbIX BUPYCHbIX Da3. MeTodaMMU.

= [NpaBWna LeTeKTUPOBaHWSA, CO3aBaeMble = B HoBOW Bepcum Dr.Web 3710 3apaqa
CUCTEMON 00yHeHMst Ha OCHOBE 3HAHWI O TOM, peLleHa.

Kakow Kop, ABAETCSH BPeAOHOCHbIM, NO3BONA-

toT Dr.Web SplDer Guard «npepackasatb» nose-
[leHre NporpaMmbl o 3anycka BpeJoHOCHOro
COLEeP>XMMOTO U HEUTPaM30BaTh ee.

yﬂy‘-IUJeHHble TexXHosiormm

TexHonorvum ne4yeHun AﬂrOPI/ITMbI noBefeH- npOI/IBBOAI/ITeanOCI'b

AKTUNBHbIX 3apa)|(e|-|m7| 4YecKoro aHasiim3sa npeBEHTMBHOﬁ 3alinTbl

Ewe bonbluas BUpYCOCTON- Jlydwee onpepenenue BbilLe ckopoCTb OeTeKTUPO-
KOCTb M Jly4LIMe BO3MOX- BPEeOOHOCHbIX NMPOLLEeCCOoB BaHWA NPOABEHN Bpeao-
HOCTW YCTaHOBKM B 3apa- 1 1x BNOKMPOBKaA. HOCHBbIX NPOrpamm.

XEHHOW cucTeme.




MoppobHee o TexHonoruax Dr.Web

TexHonorum TexHonorum npe- HecurHaTtypHble TexHonorum BupycHasa
nevyeHuvsa BEHTUBHOM 3aLUUTbI TEeXHONorumn CamMo3aLmnThbl 6a3a
Bce TexHONnOruu

HoBble BO3MOXXHOCTU yaaneHHOoro ynpasneHus areHtamu Dr.Web
ana Windows

bpaHamay3p OUCHDbIN KOHTPOIb * BnokupoBka ycrpouncrs*

LieHTpanv3oBaHHoe HacTponku ans pasHbix LleHTpann3oBaHHoe
ynpasneHve bpaHgma- nonb30BaTenen CUCTeMbI. co3faHue Npasua 4oCTyna,
Y2POM. HE TOMTbKO UCMOSb3Ys LLMHbI

W KNaccbl YCTPOWCTB MO OTAeNb-
HoBsas nogcucreMa Mpodunnm HacTpoek Ans HOCTW, HO U KOMOUHWPYS NX.
NaKeTHOM hubTPaLMK. KaXJ0ro nonb30BaTens.

HoBbIM KOMMOHEHT
MOHUTOPUHI CEeTEBbIX
MopTOB.

* 3T KOMMOHEHTbI OTCYTCTBYIOT B NIMLEH3MN AHTUBMPYC (CPaBHUTE NNLIEH3UM).

JKoHoMUA TpadumKa

= [lInpokoBeLLaTenbHbI pexxmM 0OHOBNEHUN, = HoBas Bepcus MNpokcum-cepBepa 1 ynpas-
K3LUMPOBaHME OOHOBIEHNI 1 KOMMOHEHTOB NeHVe HacTporkamu Yepes LieHTp ynpas-
AHTUBUPYCHbIX areHTOB, K3LLMPOBaHMe Wnd- neHus besonacHocTbio Dr.Web.

pOBaHHOro Tpacuka, HakonneHe cobbITUM,
nepenaBaeMbIx AreHtamu Dr.Web, ans unx
JanbHenwen nepenayn Ha Cepaep Dr.Web
COrfacHoO PacrnmcaHuio.



https://products.drweb.ru/technologies/curing/
https://products.drweb.ru/technologies/preventive_protection/
https://products.drweb.ru/technologies/nonsignature/
https://products.drweb.ru/technologies/dwprot
https://vms.drweb.ru/database/
https://products.drweb.ru/technologies/
https://products.drweb.ru/home/compare/

HoBble BO3MOXXHOCTU ynpaBneHus rpynnamMm cTaHunm

MpepycTtaHOBNEeHHble N COGCTBEHHbIE

MpynnoBon HCTanNNaTop
NnoNUTUKU 6e3onacHOCTU.

Mepexop Ha HoBylo Bepcuio Dr.Web Enterprise Security Suite 11
OecnnaTHbIN ANng nonb3oBaTtenen

3asBKa Ha OHNAaWH- Cka4yatb No cepumHomy
TecTupoBaHue HOMepy 4Yepe3
Dr.Web LiveDemo MacTep cka4ymBaHWY

3anpoc gpemo

becnnatHo Ha 30 gHewn

Mone3Hble pecypcbl

® HOBOCTb (TeXHI/I‘-IeCKaﬂ) 0 HOBOW BEpCUY

® [IpOMO-CTPaHuLLA O HOBOW BEpPCUM

B JIOKYyMeHTalUMs ans CUMCTeMHbIX aAAMUHNCTPATOPOB

® Kommepyeckoe (MonHoe) onmcaHme

O koMmnaHun «JJoktop Beb»

«[lokTop Beh» — poccmmckmi Npon3BoamTENb aHTUBUPYCHBIX CPEACTB 3aLLMThl MH(OPMaLMKY NOL MapKoK
Dr.Web. MpoaykTbl Dr.Web pa3pabatbiBatotcsi ¢ 1992 roga. Bce npaBa Ha TexHonorum Dr.Web nprHagnexar
KoMnaHum «JokTop Beb». «JokTop Be©» — ofuH 13 HEMHOTX aHTUBUPYCHBIX BEHLOPOB B MUPE, Braje-
IOLLIMX CODCTBEHHBIMU YHMKANBbHBIMU TEXHONOTUAMM AETEKTUPOBAHUS U NIeYeHNs BPeLOHOCHbBIX MPOrpamMM,
MMEET CBOIO aHTUBMPYCHYIO nabopaTtopuio, rmodarnbHyto crykby BUPYCHOrO MOHUTOPWHIA W CITy>K0Y TEXHU-
4eCKOW NoJaePXKKM, KOTOpbIe PacnonoxeHsl B Poccunn.

KomnaHus «[JokTop Beb» — Ko4eBOW UrpoK Ha POCCUICKOM PbIHKE MPOrpaMMHbIX CPeCTB obecneyeHus
©a3oBown notpebHoCTN BM3Heca — Ge3onacHOCTU MHbopMaLmn. CBoV BbIDOP B Nonb3y npoayktos Dr.Web
coenann locynapcreerHan dyma @egepansHoro Cobpanuns PO, LMK Poccum, MuHobopoHs! Poccun,
BepxoBHbin Cya PO, Coet Qepepaummn GenepansHoro Cobparus PO, LieHTpanbHbin BaHk Poccuinckom
denepaLin, MHOMME ApYrue rocyfapCTBEHHbIE YYPEXAEHNS U KPYMHENLLIME KOMMAHUW.

BoT Tonbko HekoTopble KnneHTbl Dr\Web: https://customers.drweb.com.

Dr.Web BHeceH B «EAVHbIV peecTp POCCUMNCKMX MPOrpaMM s SNEKTPOHHbIX BbIMUCINTENbHBIX MALLIUH
1 0a3 farHbIx» MUHUCTepCTBa LMGPOBOro pasBUTUS, CBS3M U MAacCOBbIX KOMMYHUKauum Poccui-
ckon Depepauun.

Mcnonb3oBaHWe oTeqecTBeHHOrO aHTUBMpPYCHOro MO Dr.Web obecneunBaet HalLWM KIMEHTaM 3aLmTy

OT PUCKOB, CBA3AHHbIX C U3MEHEHUEM MEX[YHAPOLAHOM 0OCTaHOBKM: TakMX KaK OTKa3 B MCMOJTb30BaHNN,
NPOANEeHUM, NOCTaBKe WS NOJTyHeHN OOHOBNIEHWI, a TakxKe OT Yrpo3, CO3AAHHbIX AN LieleHanpaBieHHbIX
aTtak Ha NpeanpuaTua 1 rpaxgaaH Poccun.


https://products.drweb.ru/technologies/
https://reestr.minsvyaz.ru/reestr/?sort_by=date&sort=asc&sort_by=date&sort=asc&name=Dr.Web&owner_status=&PAGEN_1=2&owner_name=&name=Dr.Web&owner_status=&owner_name=&set_filter=Y
https://download.drweb.ru/demoreq/biz/v2/
https://download.drweb.ru/live_demo/
http://download.drweb.ru/
https://products.drweb.ru/enterprise_security_suite/version_11
http://download.drweb.ru/doc
https://products.drweb.ru/enterprise_security_suite/

Co 3HaKoMm KavecTBa

s «JlokTOp Beh» nmeeT ceptndmKathl, No3sonstoLime ncnonb3osats MO Dr.\Web B opraHuzaumsx ¢ noBbl-
LEeHHbIMW TPeDOBaHNAMM K YPOBHIO He30MacHOCTH.

s Dr.Web ceptndnumpoBaH Ha OTCyTCTBME HefeKnapnpoBaHHbIX BO3MOXHOCTEM — MO 2 YPOBHIO KOHTPO-
N, Ha COOTBETCTBME TPeOOBaHNAM AOKYMeHTa «TpeboBaHWA K CpeCTBaM aHTUBUPYCHOM 3aLLUMTbI», YTB.
npukaszom GCTIK Poccnm Ne 28 o1 20.03.2012 r., Ha cooTBeTcTBUe TpeboBaHmam OCE Poccum K aHTU-
BMPYCHbIM CPefCTBaM.

s [MponykTbl Dr.Web npumeHsioTca ans 3awntbl MHGOPMaLIMK, COaepKaLLENCs B pa3NnyHbIX MHMOP-
MaUMOHHbIX CUCTEMAX, B TOM YUCTIE MHDOPMALIMN OrpaHUYEHHOMO JOCTyNa (rocyapCcTBEHHas TaHa,

nepcoHalbHble JaHHble N T. J:I,.).

s Ero vcnonb3oBaHue no3sonset obecnevnTb Haanexxallee BbinoJiHeHne Tpe6OBaHI/ll7I HOPM 3aKoOHOAa-
TenbctBa PO o NnpUMeHeHN Mep ONA 3allTbl:

— MHDOPMALIMU C OFPaHNYEHHBIM JOCTYNOM (roCcyaapcTBeHHas TalHa, NepcoHanbHble AaHHble U T. A.);
— oTAerNbHbIX KaTeropun rpaxaaH ot MHMopMaumn, NPUYMHSIOLLEN Bpen,

Ceptuduxarbi CepTuduxarbl Ceptuduxarbi Bce ceptucuxarbi
DCTIK Poccumn MuHo6GopoHbI Poccumn ®CB Poccum U TOBapHble 3HaKn

FocymapcTBeHHbIE cepTUdMKaThI U HAarpambl, a Takke reorpacdus nonb3osatenen Dr.Web cBuaeTenscrByioT o
BbICOKOM Ka4eCTBe NPOAYKTOB, CO3AAHHbIX TaNaHTIMBLIMM POCCUMCKUMM MPOTrPaMMUCTaMU.

000 «JlokTop Be6»,
2003 — 2018

125040, Poccna, Mockea, 3-1 ynunua fimckoro nons, 8. 2, kopn. 12a
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