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To maximally protect your computer against modern malware programs—including miners—you need to config-
ure your anti-virus right after you install it.

1. Make sure that the anti-virus version you're using is current and that your license is valid

Important! Doctor Web technical s upport service statistics show that a significant number of infec-
tions happen because the anti-virus has been disabled or has gone without being updated for some
period of time.

To check your license's status, click on the . icon. Next to License, you will see the number of days remaining
until your current license expires.

Dr.Web for Windows

F=] My Drweb

Q Licensze T4 days remain

’ﬁ\\( Tools
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—B-  Protection components

(’::} Update is required
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@ ah @

To know what product version you're using, click on the & icon; select Tools, and in the newly appeared
window, select Support.

&8 Dr.web > Tools » Support — O >
Tools About
Dr.Web Security Space
License Manager Version: 11.0

Last update: 25.04.2017 13:55 (+03:00)

Data Loss Prevention )
Details

Anti-Virus Network
Assistance in resolving problems

Quarantine Manager

If you encounter any difficulties with Dr.Web products, we recommend using the
Support following tools:

Important! The current version of the Dr\Web Security Suite anti-virus is 11. Outdated versions of anti-viruses
increase the risk of infection because they do not incorporate the |latest malware-detection technologies.

2.  All the anti-virus protection components should be enabled at the moment of infection
This includes the Preventive Protection modules, Dr\Web SplDer Gate, Dr.Web Anti-spam, and Dr.Web Firewall.
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The DrWeb Anti-virus has no extraneous components! Take, for example, Dr.Web Anti-spam. Testing of
this module has shown that it can filter out more than 90% of unknown malicious programs that have all
the characteristic hallmarks of cybercriminals. And this is without using the anti-virus engine technologies.

The SpIDer Agent icon in the system tray shows that one or several components are disabled: . And this is
how the agent menu will look:

DrWeb for Windows

F=] My Drweb
Q License T4 days remain
A Tools

Protection components

C:D Update is not required

Q Scanner

dh & @

The agent icon’s absence can mean that the anti-virus has been unloaded and the system has been left without
any anti-virus protection.

Click on the agent icon and then on Protection components to find out what components are disabled.

@ Protection components

E SplDer Guard @]

SplDer Gate j

BA  spiDer Mail =)
{:}fw Parental Control D
ﬁ Firewall QO
Preventive Protection D
i & @

3. All anti-virus updates should be installed, including updates that require a reboot to install new
interception drivers and fixes that close potential vulnerabilities.
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Every day cybercriminals create hundreds of new miners (in addition to the other malware programs they
create). If your anti-virus is disabled or it hasn't been updated for a long time, each of these miners can easily
install itself onto your PC or device.

Click on the ® icon to check the update status. The status will be displayed in the newly appeared menu.
|

Drieb for Windows
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To check the frequency of updates, click on the & icon in the system tray; and in the context menu, click on the
icons (3 icon in the system tray; and in the context menu, click on the icons &

Dr.Web for Windows

Fe] MyDrweb
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In the newly appeared window, select Settings — Main — Update.
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@ Main Update

Update frequency

30 minutes (recommended) v

Update source

Doctor Web servers (recommended) Change

Advanced

©)

Adwanced settings

We recommended performing updates no more frequently than once per hour.

4. Dr.Web Cloud should be enabled before updates are delivered. This component reacts instantly
to newly emerged threats.

To check the status of the cloud control, click on the E icon (the icon will change to ); click on the newly ap-
peared & icon, and then select Main in the Settings menu.

=10] %
ORYEI Dr.Web Cloud
You can connect to cloud services to allow DrWeb anti-virus components to use
Motifications real-time inform ation on threats. This information is stored and updated on Doctor
Web servers. In turn. data about Dridfeb operation an your computer will be
Update automatically sent to Doctor Web servers.
Mehwork The inform ation obtained from your computer will not be used for your

identification or to contact vou.

Self-Protection

(®) 1 want to connect to services (recommended)
Dri\web Cloud () 1 will decide later

5. Dr.Web Security Space should move miners to the quarantine

In the case of re-infections and targeted attacks and when it is necessary to identify the path of an infection, it
can be critical to have the body of the malicious program that'’s involved. That's why you should choose the op-
tion Move to quarantine for these programs.

Click on the &% icon in the system tray; in the context menu, select E (Administrator Mode), and then click on

the gears icon & (Settings). In the Settings window, select Protection Components, and then select SplDer
Guard. Configure actions for the groups Infected and Potentially dangerous.
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Scan options

Scan removwable media

O orf
SplDer Guard
Block autoruns from remowable media
SplDer Gate @ on
SplDer Mail
Actions
Scanner
Infected
Firewall Cure, move to guarantine if incurable (recommended) w

Preventive Cure. move to quarantine if incurable (recommended)
Cure, delete if incurable
Mowe to guarantine

Delete

@ Advanced settings

The same settings should be applied for other anti-virus modules—e.g., the Anti-virus module and the Dr.Web
SplDer Gate module.

E=H|Eol |t

Scan options

Interrupt scanning when switching to battery mode

D of
Spller Guard

Use sound alerts
SplCer Gate CI o#
SplDer Mail Use of computer resources
Scanner | Optimal (recommended) v
Firewall .

Actions
HEUSIT Infected

Cure, mowe to guarantine if incurable (recommended) v

Cure, mowe to guarantine if incurable (recommended)
Cure, delete if incurable

® IMove to quarantine

Delete

Important! «Miners» is the general name for some malicious programs. They can specifically be detected
as Trojans (Trojan.BtcMine), Java scripts (JS.BtcMine), and utilities (Tool.BtcMine). Using Dr.Web Security
Space’s settings, you can choose the default action for all these types of miners.

To ensure Tool miners are detected, it is recommended that you select the action Potentially dangerous in
Move to quarantine.




NG ®
(\%}' DI'-WEB Configure Dr.Web to protect

since 1992 your computer from miners

6. Use the anti-virus scanning exclusion rules very carefully. If necessary, add the files you don't
want the anti-virus to scan onto the exclusion list.

Often malicious programs use legitimate programs for mining. Such programs are detected by anti-viruses
as potentially dangerous.

If you are sure that the miner you installed is legal and not malicious, you can use the settings’ Exclusions
section to allow it.

To add your mining;pplication onto the scan exclusion list, click on the E icon (it will now look like this: );
then click on the *2¥, icon, and go to Exclusions in the Settings menu.

You can excude specific files and folders fram scan.

®O®®

Websites
Files and Folders Chject SplDer Guard Scanner
Applic [] ChTemp Excluded

Anti-spam

BHumaHue! VickniodeHns no Mackam Tuna *.exe mnm *.dil Oyoyt cnyXuTb NPUYUHOM TOro, YTO HUKaKMe
00BbEKTbI, MOAXOAALUME MO Takyld Macky, He OyayT m OyayT nponylueHbl. B cnydae mMackm *.exe OymyTt
NponyLLEHbI BCE UCTONHSAEMbIE (halsbl.

BHumaHue! He pekoMeHayeTcs UCKIOYaTb NPOBepKy Tpaduka Ans UCNONb3yeMbIX NMPOrpaMmM — B TakoM
CNyyae Hukakoe BpefoHocHoe M0, 3arpy>keHHoe AaHHbIMUW NPOorpamMmMamMu, NPoBepsTLCS He OyaeT.

You can exdude specific programs and processes from scan. It can increase a scan
speed. but computer security might be at risk.

Websites @ @

Files and Folders
— Object SplDer Guard SplDer Gate SplDer Mail

Applications

El caprogram .. Excluded Excluded

Anti-spam

7. Aroutine for detecting malicious scripts should be used

Dr.Web uses ScriptHeuristic—a technology that prevents malicious browser scripts (including miners) from being
executed without disabling the functionality of legitimate scripts. In addition to that technology, Dr.Web uses the
Amsi-client protection module. Its task is to check running scripts—JScript, JavaScript, VBScript, and PowerShell.

The anti-virus scan performed by the Dr.Web Amsi-client module can be enabled in the SplDer Guard settings
section. By default, this scanning option is enabled. To check the module’s status, click on the icon in the
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system tray, and in the context menu, select E (Administrator Mode). Then click on the gears icon @
(Settings). In the Settings window, select Protection Components. Then select SplDer Guard, and click on
Advanced settings. The option Scan scripts... should now be enabled.

% DrWeb > Settings > Protection Components > SplDer Guard — O *

Additional tasks

(© Protection
Components

Use heuristic analysis (recommended)

@ on
SpiDer Guard Scan loading programs and modules
@ on
SplDer Gate
Scan installation packages
SplDer Mail =
Scanner Scan objects on the LAN {not recommended)
Firewall D off
Preventive Protection Scan computer for rootkits (recommended)
@ on
Scan scripts executed with Windows Script Host and PowerShell
@ on

® Hide advanced settings

Important! The DrWeb Amsi-client module is installed and removed simultaneously with the Dr.Web SpIDer
Guard module. The module is available if you are using Dr.Web Anti-virus and Dr.Web Security Suite in operating
systems starting with Windows 10 (x 86, x 64) and in server operating systems starting with Windows Server
2016.

8. Office/Parental Control should be enabled

A Trojan-miner can get into a system via spam (it can be attached to a message or downloaded using a link), IM
messages (which also contain a download link), a downloaded file (for example, Java script) or via an infected
site or flash drive.

To restrict access to certain sites, files, and folders, click on the #8 and E icons. Then click on the {o} icon, and
in the Settings window, select Parental Control.
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3 DrWeb > Settings > Parental Control > administrator

(© Parental Control

l user

‘ administrator

In the next window, select the user account for which you want to set restrictions.

Internet

Configure access to websites and set black and white lists

User-defined Change

Time
Set time limits on computer and Internet use

Off Change

Files and folders
Block use of specific files and folders

Off Change

% Dr.Web » Settings » Parental Control » administrater > Internet

© $ administrator

Internet
Time

Files and Folders

Operation mode

Block by categories

No restrictions
Block by categories

Block all except websites from the white list

[v Gambling ] Email
=) Drugs [] Sodial networks

[ Online games [J Anonymizers

Black and white lists...

Safe search

Automatically enable safe search for search engines

@ on

ﬂ DrWeb > Settings > Parental Control > administrator > Files and Folders

Files and folders

®®

Ohbject Access

Citemp Read-anly v |
Blocked
Read-only

- ]

W

— O
mputer

By default, restrictions are disabled.

To restrict access to removable media, in the Settings window, select Main — Devices.

X
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% Drweb » Settings > Main > Devices

© Main

Motifications
Update

Network
Self-Protection
Dr.Web Cloud
Anti-Virus Network
Devices

Advanced

©)

Devices

] Restrict access to the removable media

[C] Block sending jobs to printers

] Block data transfer over network (LAN and the Internet)

Restrictions

Block the usage of specified devices for all users
@ on

Device classes

No restrictions Change

Device buses

No restrictions Change

[] Notify on BadUSB vulnerable devices detected as a keyboard

White list of devices (0)... ‘

In this window, select Restrict access to removable media. Then click Change for the device classes, and

select the desired device classes.

Device classes

Object

¥

Block

Sensor (Sensaors)

AudioEndpoint (Audio inputs and outputs)

WCEUSES (Maobile devices)
Dot4 (IEEE 1284.4 devices)
CDROM (DVD/CD-ROM drives)
DiskDrive (Disk drives)

Keyboard (Keyboards)

OK | ‘ Cancel

O 00 o oo

After that you will be able to configure the Whitelist. If you only want the devices on the whitelist to be acces-

sible, click Change —
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% Dr.Web » Settings > Main > Devices » White list X
Device
o
User Rule
Bee
®
In the subsequent window, click Browse and select the desired device.
F Add device
Connected devices v
Devices State

L]

L]

4

- Disk drives
VMware, VMware Virtual 5 5CSI Disk Device

Display adapters
VMware 5VGA 3D

Floppy drive controllers

Standard floppy disk contraoller
IDE ATA/ATAPI controllers

Intel(R) 8237 1AB/EB PCI Bus Master IDE C...

ATA Channel 0

ATA Channel 1

ACPINPNPO7OO\S&2032E6658&0

OK

Cancel

Press OK to confirm your choices.

Enabled

Enabled

Enabled

Enabled

Enabled
Enabled

To set up rules for several devices at once, specify a mask for IDs of these devices, using the *
symbaol. You can also choose one of the devices from the list and use its ID to create a mask.

@
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x
Device
ADATA LISE Flash Drive USE Device Brensese. ..
L
\r)
User Rule
Everyone Allerws all w
Alloner all
Read-only
oK || cancel @

If you want to grant specific users access to certain media, click on the

which you need to grant access.

icon, and select the user accounts for

=
I

HF Doweb > Settings > Main > Devices 3 :
Select thi object ype:
| . [Users. Groups. or Bultin secusty pencipal= Object
Device From this location:
[ Muxmnm
| ADATA LISB Flash Drive USB Device
1 g Comemon Quene: |
@ q N [ e] |
b <
| Deseipbore | Starts with vl I
User Ru
I Disabled account
Select Users or Groups i | T vonespiingr _
Select this object hype: [ e last logor =
LUms. Groups, or Bt security principals biect Type
From thes location:
N-KBESFOT1BII
P‘"ﬂ Seatch results L‘
[Eriter the object names 1o sefect [sxampdesk Name (RDN] It Folder
B B Admiristrator WIN-KBESFOTI..
|| B, Admiriztators  WIN-KBESFOTI..,
|| 2 anoNMOU.,
— - || 42 Autharsicated.
._J _I _ Concel 1| 3 Backun Oper., WINKBESFOTL..
2 paToH
| SR CONSOLEL...
2 CREATORG...
| B2 CREATORO..
|| B Copprographic.. WIN-KBESFOTI...
|| R it e

Specify permissions for the device.

Lo
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Device

ADATA USE Flash Drive USE Device

Lser Rule

WIN-KEBSFOT1BJS\Administrator | Allow al

OK Cancel

Specify permissions for the device.

¥ Driweb » Ssttings > Main > Devsces

I:/;_-\:I VAS

Browse...

=10] x|

9. You should restrict Internet access for the programs you use — you can do this with the help

of the Firewall component.

A
To configure the Firewall, click on the icon @ in the system tray; click on the padlock icon 8l to make the settings

M
accessible (the icon will now look like ). Then click on the gear icon {O}'. In the settings window, select Protection

Components — Firewall.
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% Dr.Web > Settings > Protection Components > Firewall — [m} >
@ Protection Operation mode
Components _ _
| Interactive learning mode v
SplDer Guard Allow local connections
@ on
SplDer Gate
SplDer Mail Change network access for the applications

Change working parameters for the known networks
Scanner

Firewall

Preventive Protection

©)

Application filtering lets users control access to network resources for specific programs and processes.
Each program can have only one filtering rule set.

u Dr.Web » Settings > Protection Components > Firewall > Applications — O *

© Applications

Application level filtering helps you to control access of various applications and processes to network resources as
well as enable or disable applications to run other processes.

®O® ®

Application 9 = Path

[ smss.exe ] CA\Windows\System32\smss.exe
[ wininit.exe [ ] @  C\Windows\System32\wininit.exe
[ svchost.exe ] C\Windows\System32\svchost.exe
[ SYSTEM @ ] V] SYSTEM

[¥E] services.exe ] C\Windows\System32\services.exe

To access this window, in the Firewall settings, select Change network access for applications and click
on , orselect an application and click on @.

To form this rule set, try doing one of the following:
] To create a set of rules for a new program, click on = (Create).
] To edit the existing rule set, select it in the list, and click on @ (Change).

[ To add a copy of an existing rule set, select Copy in the context menu. A copy will be added below the
selected set.

[ To remove all the rules for a program, select the set from the list, and click on (™ (Remove).
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#F Dr.Web > Settings » Protection Components > Firewall > Applications - [m] X

® Applications

Application level filtering helps you to control access of various applications and processes to network resources as
well as enable or disable applications to run other processes.

Application 7] H i} Path

[ smss.exe -] ] CAWindows\System32\smss.exe

[ wininit.exe -] ] CAWindows\System32\wininit.exe

[ svchost. i (V] CA\Windows\System32\svchost.exe
car

[ SYSTEM|  Copy o @  SYSTEM

[ services.i Add -] ] CAWindows\System32\services.exe
Delete

Remove unused rules

The window New application rule set (or Edit rule set) displays the rule type for a particular application or
process, and a list of rules. You can change the rule type and create a list by adding new filtering rules or editing
existing ones, and by changing the order in which they are executed. The rules are applied consistently according
to the list.

&F Mew application rule set >

Specify the process or application to create rule set for:

Browse...

~| Reguire confirmation on object change (recommended)

# Launching network applications:

Not specified v

Q Access to network resources:

Allow all v

Cancel

You can create a rule using the Firewall settings window. When working in the training mode, you can create
rules directly from the unauthorised connection attempt notification window.
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& Edit rule set for CAWindows\System32\svchost.exe

Specify the process or application to create rule set for:

k:\Windows\Sys‘t em32\svchost.exe

[¥ Require confirmation on abject change (recommended)

" Launching network applications:

| Not specified

¥ |

Q Access to network resources:

| User-defined

¥ |

®OO®

Enabled | Action Rule name Connection t..  Description
M Allow packets udpdy/f* -->...  Outbound Auto-rule
[ Allow packets tepd:f/* --=4...  Outbound Auto-rule
= Allow packets [AUTO]: Dyna.. Outbound Auto-rule

| OK | | Cancel

@

10. Encrypted traffic scanning should be enabled. Currently almost half the traffic on the Internet is
decrypted, and cybercriminals can take advantage of that.

As a rule, miners perform their tasks as part of botnets—groups of infected computers. This lets them
substantially increase the odds that the mining will be profitable.

In addition, miners are useless for cybercriminals unless they have Internet connectivity.

Enable encrypted traffic scanning (this feature is only available in Dr.Web Security Space): click on the & icon in the

system tray; in the next menu, click on E (Administrator Mode) and then on the gear icon @ (Settings) when
it appears. In the Settings window, select Main and then Network. The toggle for Encrypted connections

should be on.

& Dr.Web > Settings = Main > Network

® Main

Motifications

Update

Network

Self-Protection

Dr.Web Cloud

Anti-Virus Network

Devices

Advanced

Proxy server

Use proxy server

(&

Not specified

Off

Check encrypted traffic

@)

On

Secure connections

If an error occurs during checking S5L connections, install Doctor Web certificate
manually.




35 Dr.WEB®

since 1992

Configure Dr.Web to protect
your computer from miners

11. Dr.Web Process Heuristic settings should prevent miners from embedding exploits into

running applications

Check the settings by clicking on the E icon (the icon will change to) and then on the newly appeared S
icon; select Protection components in the Settings menu, and then select Change parameters of suspicious

activity blocking.

#F Dr.Web > Settings > Protection Compenents > Preventive Protection

(© Protection
Components

SplDer Guard
SplDer Gate
SplDer Mail
Scanner
Firewall

Preventive Protection

Operation mode

Optimal (recommended) v
Change parameters of suspicious activity blocking
Change access parameters for applications
Exploit prevention

Prevent unauthorized code from being executed v

This option allows to block malicious programs that use vulnerabilities of well-
known applications such as Adobe Reader, Internet Explorer, Firefox, etc.

% DrWeb > Settings > Protection Components > Preventive Protection > Modes

(© Modes

Configure Dr.Web reaction to applications attempts to access the protected objects. Note that these parameters are

not applied to the applications with custom options.

| Optimal (recommended)

" ®@

Protected object

Allow Ask

@

~

Integrity of running applications
Integrity of users files

HOSTS file

Low level disk access

Drivers loading

Image File Execution Options

Windows Multimedia Drivers

The Allow status lets users and cybercriminals make the corresponding changes.

® ® 0O 0|00

®

O 0|0 0|00

@)

OO0 0 ®© ®© @ @
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12. Setting a password ensures that your protection won't be disabled by cybercriminals —
even if your PC gets hacked.

Malicious programs, including miners, strive to disable anti-viruses. Don't make it easier for them to do that.

To set a password, click on the @ icon (its appearance will change to ). Click on the ¢ icon, and in the
Settings menu, select Main. Toggle on the corresponding option, and click on Change password.

Dr.Web > Settings - m} X
& g
Settings Password
Protect Dr.\Web settings with a password
Main
O off

Parental Control

Exclusions

Manage settings

Protection Components

You can save product settings by exporting them to hard disk as a file, import
settings or restore default settings.

Important! It is recommended that you do not use the same password you use to access your computer or
device.

We also recommend that you:
1. Enable and configure the Data Loss Prevention component.

Some miners are not so harmless. For example, Trojan.BtcMine.1978. If anyone tries to shut down this
process manually, Windows performs an emergency shutdown and displays the «blue screen of death»
(BSOD).

We must not forget that not all virus writers are professionals in the field of programming, and their
«creations» can damage the data on your computer.

To configure Data Loss Prevention, click on the ® icon in the system menu, and then in the newly appeared

window, click on @ and select Tools.
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ﬁ Dr.Web > Tools = Data Loss Prevention

Tools

License Manager
Data Loss Prevention
Anti-Virus Network
Quarantine Manager

Support

i Dr.Web > Tools > Data Loss Prevention

Data loss prevention

Enable the option to automatically create copies of your files to prevent their
unwanted modification. If any threat causes corruption of your files, you will be able
to restore information from their protected copies.

@ on

Choose files and folders for protection

Copy files to C\DrWeb Archive

Mo copies yet

Create copy...

To cancel unwanted changes, you can restore your files from protected copies.

) Protected files and folders

®®

tnelir

ou will be able

CAUsers\Publid\Documents
CA\Users\Public\Desktop
ChUsers\user\Documents
Ch\Users\user\Desktop

ChUsers\administrator\Documents

plected coples.

OK

Cancel @

The Data Loss Prevention feature is available in Dr.Web Security Space, the Dr.Web Premium package
of the Dr.Web Anti-virus service, and under the DrWeb Desktop Security Suite Comprehensive Protection
license. If you inadvertently purchased a product that does not contain this module, you can contact Doctor
Web's partners and expand your license to include it.

No anti-virus can detect all malicious programs at the moment they attempt to penetrate your
computer, but using Dr.Web technologies, you can ensure the maximum protection possible

for your data.
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© Doctor Web

2003 — 2018

Doctor Web is the Russian developer of Dr.Web anti-virus software. Dr.Web anti-virus software has
been developed since 1992.

3d street Yamskogo polya 2—12A, Moscow, Russia, 125040
Phone: +7 495 789-45-87 (multichannel)
Fax: +7 495 789-45-97

www.drweb.com | www.av-desk.com | free.drweb.com
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