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Y Bac ecTb 4TO 3awWmILaTh? Y Hac ectb Dr.Web®!

O koMmnaHuu «JloKkTop Beb»

KomnaHus «[loktop BebO» — 13BeCTHbIN POCCUNCKMIA Pa3paboTHMK CPeaCcTB MHPOPMALMOHHOM 6e30-
NacHoCTL.

AHTVBMpPYCHbIe NpoayKTbl Dr.Web pa3pabaTtbiBatoTcsi ¢ 1992 rofa 1 HenM3MeHHO AeMOHCTPUPYIOT npe-
BOCXO[Hble pe3ysibraTbl AeTeKTMPOBaHWA BPeAOHOCHbIX nporpamMm. Co3fnaHume KomMnaHuu «Joktop
Beb» B fekabpe 2003 rofa NocyXmnno HavanoM CTPEMUTENBHOMO POCTa NPoAax NpoaykTos Dr.\Web
Kak B Poccmu, Tak 1 B Apyrnx CTpaHax.

CeropHs «[lokTop Be6» — 370 ycneliHas, ObICTpO pacTyLlas KOMMaHMs, KOTopas UrpaeT ofHY 13 Be-
LyLLIMX pOnen Ha pbiHKe CPefCTB MHMOopPMaLMoHHOM be3onacHocTy. OHa pacrnonaraet aHTUBUPYCHbLIM
AAPOM COOCTBEHHOWN Pa3paboTKM, MMEET CBOIO aHTMBUPYCHYIO nabopaTtopuio, rnobanbHyto cnyxoy
BMPYCHOrO MOHWUTOPUHIA U CNY>KOY TEXHMYECKOW NoAaepKKM.

CTpaTternyeckas 3afa4a KOMNaHuM, Ha KOTOPYIO HalLeNeHbl YCUIMS BCEX COTPYAHMKOB, — CO3[aHMe
CPEeACTB aHTMBMPYCHOM 3aLLMTbl, OTBEYAIOLLMX BCEM COBPEMEHHbIM TpeboBaHMAM. He MeHee BaxHa
pa3paboTka HOBbIX TEXHOMOMMYECKNX pelleHUI, NO3BONSIOLLMX NONb30BaTeNIsM BCTPEYaTh BO BCEO-
PY>X1ut NioOble BUABI KOMMBIOTEPHBIX YrPO3. JIHEVKa aHTMBMPYCHbIX MPOAYKTOB KOMMNaHUM «[loktop
Be0» oxBaTbIBaET WNPOYAWLLMIA CNEKTP ONepPaLMOHHbIX CUCTEM U COBMECTUMBIX NMPUIOXKEHUN.

B pacnpocTpaHeHu CBOMX pa3paboToK KOMMaHUs OMMPAEeTCs Ha NapTHEPCKYID CeTb, OTKA3aBLUMUCh
OT NPSAMbIX MNPOAAXK KOHEYHbIM MONb30BaTENSAM.

Cpeau notpebutenen npoayktos Dr.\Web — pomatluH1e nonb3oBaTenn pasHbiX CTpaH MUpa 1 Kpyn-
Hble POCCUINCKME NpeanpuUaTUs, HeDOonNbLUME OpPraHn3aLmUn 1 CUCTeMOobpa3yioLLe Kopnopaumm, Ko-
TOpbIM KoNnekTmne «JJoktop Be6» GnarogapeH 3a Nnoaaep>kKy ¥ MHOMOMETHIO NpeaaHHOCTb NPoayK-
Ty. focynapCTBEHHble cepTUdMKaTbl M Harpadbl CBUOETENbCTBYIOT O BbICOKOM JOBEPUM K aHTUBUPYCY
Dr.Web.

TOO «[JokTOop BeO - LleHTpanbHaa A3ua»

MNpencraBUTeNbCTBO KoMMNaHum «[Joktop Beb» B KazaxcraHe ocHoBaHo B MapTe 2006 rofa.

«[lokTop Beb — LleHTpanbHas A3usa» 3aHUMAETCH NOAOEPXKKOM NPoAax NMapTHEepPOB, MNPOABUMXKEHM-
eM aHTUBMPYCHbIX NpoaykTtoB Dr.Web, TexHu4eckor nogaep>kkown Mosnb3oBaTensM Ha TeppuUTopun
5 ctpaH LleHTpanbHo—A3maTckoro pervoHa: KasaxcraHa, Y3bekncraHa, KbiprbidctaHa, TagpkMKMCTaHa
1 TypKMEeHWCTaHa.

«[lokTop Beb — LeHTpanbHaa A3uns», peannsysa pelueHuns Dr.\Web ¢ 2006 roga, KOoTopble BCerfia Bbl-
FOAHO OTNMYANNCh CBOEW UCKITIOYUTENIbHOW HaOEeXHOCTbIO, YHMUKANbHBIMW TEXHONOMMAMU U NErko-
CTbto B paboTe C HUMU, C yBEPEHHOCTbIO 3aHsANa NUAMPYIOLLME NO3MLMM Ha PbIHKE aHTUBMPYCHbIX pe-
weHun LleHtpansHon A3unn.

KomnaHuns «Joktop Beb - LieHTpanbHasa Asusa» — 3T0:

CAMBIE pocrynHble LeHbl Ans BCex KaTeropunmn notpedu-
Tenen.

CAMBbBIE MMHMManNbHbIE CPOKM MOCTAaBKU — BO3MOX-
HOCTb CaMOCTOSATENbHOW reHepaLLMm 3NEKTPOHHbIX NNLEH-
31, COOCTBEHHOE NPOM3BOACTBO KOPODOYHbBIX PELLEHNI.

CobcTBeHHas cnyxba TEXHMYECKOW NOAAEPXKKM.
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TexHonoruum Dr.Web

AHTUBMPYCbI Dr\Web — cemencTBO KOMMbIOTEPHBIX MPOrPaMM, CO3AaHHbIX TaNaHTIMBLIMN POCCUIA-
CKMMW MPOrpaMmMmMCTamMu Mo, pyKoBOACTBOM Mrops [aHunoBa.

«JJokTop Beb» — oAnH 13 HEMHOIMX aHTUBUPYCHbIX BEHOOPOB B MUpe, Bafelowmx coOCTBEHHOM
YHUKANbHOW TEXHONOrMen AeTEKTUPOBAHUA N NIe4eHMs BPEAOHOCHbIX NporpaMmM. KoMnaHus nmeet
COOCTBEHHYIO CNY>KOY BUPYCHOrO MOHUTOPUHIA U aHanuUTUYecKyto nabopatopuio. bnarogaps stomy
cneumanuncTbl MoryT ObICTPO pearMpoBaTh Ha HOBbIE BUPYCHbIE YTPO3bl U CMOCOOHbBI OKa3aTb MOMOLLb
KNIMEeHTaM B peLLeHur NpobnemM Nobom CNOXHOCTU B CHUTAHHbIE Yach!.

BaxkHom ocobeHHocTblo Dr.\Web aBnseTcs ero MoaynbHas apxutekTypa. Bce NpoaykTbl U pelleHns
BKJTIO4AIOT B Ce0s eAnHOe aHTUBMPYCHOE SAPO, a Takke MCMOMb3YIoT eAMHYI0 CUCTEMY OOHOBIIEHWN
BMPYCHbIX 0a3 1 rnobanbHyo cUCTeMy TexHMYeckown nogaepxku. TexHonormy Dr.\Web nossonstot op-
FaHM30BaTb HAAEXHYIO MH(OPMALIMOHHYIO 3aLLMTY KaK B paMKax KPYmHbIX KOPNOPATUBHbIX CETeN, Tak
M Ha LLOMALLHEM KOMMbIOTEpe 1M B OMaLLHeM oduce.

[MOMUMO BMPYCOB M BPEOOHOCHbIX nporpaMmm, Dr.Web cnocobeH Takxke oOHapyXuBaTb U yOanaTb
C KOMMbIOTEPA PasfivyHble HexenaTesbHble NPorpaMMbl (pekiaMHble NPOorpaMmbl, NPOrPaMMbl 40-
3BOHa, MPOrPaMMbI-LLIYTKM, NMOTEHLMANBHO OMacHble MPOrpammbl, MPOrpamMmbl B3noMa — spyware/
riskware), cnam v HexxenatenbHble 311eKTPOHHbIE MUCbMa (DULLVHT -, PAPMUHT -, CKAMMUHT 1 bounce-
CcoobLLeHA).

TexHonorum

KauecTBeHHbIV aHTUBUPYC OOMKEH YMETb He TONbKO HaXOAUTb BUPYChl, HO 1 NeYnTb UX. Begb ogHO
[leNn1o — yOanuTb MHMUUMPOBaHHbIe halinbl BMeCTe C UeHHOW MHhOopMaUMen, 1 COBCeM Apyroe —
BEPHYTb 1X B MepBOHaYaibHOe «300poBoe» cocTosHue. Dr.\Web oTHocuTcs K hannam nonb3oBatens
DepexHo.

JleumT OT BUpycCcoB

= DrWeb ycnewHo paboTaeT Ha yxe MHDULMPOBAHHOM KOMMbIOTEPE U HEYS3BUM ON18 BUPYCOB,
B OT/IN4YME OT BCEX APYrMX aHaJIOMMYHbIX MPOrPamMmM.

= Y DrWeb — cambil1 BbICOKMIA B @aHTUBWPYCHOW MHAYCTPUM NPOLEHT 3DDEKTMBHOIO NeYeHns ak-
TVUBHOTIO 3apaxeHn4.

= [lepen ycraHoBkow Dr.Web HeT HeobxoaMMOCTI B NpeaBapuTensHoM neveHumn MK: ncnonb3osa-
HMe YHMKaNbHbIX TEXHOMOMM 00paboTKM NPOLIECCOB B MNaMaATV U NPeBOCXOAHbIE BO3MOXHOCTA
MO HeMTPaNM3aLMn akTUBHOIO 3apaxxeHMs NO3BONAIOT MHCTanMpoBaTte Dr.Web npsamo Ha 3apa-
SKEHHYIO MaLLWHY.

= BblCcOKkasa BEpOATHOCTb YCMELUHOTO 3aMnycka CKaHPOBaHWA Ha 3apaXkeHHOM MK — faxe ¢ BHeluHe-
ro Hocutens 6e3 ycTaHoBKM B cucteMy (Hanpumep, ¢ USB-stick).

CamosawumTa

Dr.Web obnanaeT CTOMKMM MMMYHUTETOM K J0ObIM NOMbITKaM BPeLOHOCHbIX MPOrpaMM BbIBECTU €ro
13 CTpos. Heya3BMMOCTb 0DeCrneYBaeT He MMEIOLLIIM aHANOrOB Ha aHTUBMPYCHOM PbIHKE KOMMOHEHT
camo3awmTbl Dr.Web SelfPROtect.

= Dr.Web SelfPROtect peanv3oBaH B BUae ApaniBepa U AEUCTBYET Ha CAMOM HUM3KOM CUCTEMHOM
ypOBHe — ero paboTy MOXET NpepBaTh TONBbKO Nepesarpy3ka cUcTeMbl . TakiMm 0Opa3om, Bpeno-
HOCHble MPOrpaMmbl He MOTYT MOBANATL Ha CAMO3ALLNTY.

= Dr.Web SelfPROtect orpaHuymnBaeT AoOCTyn BPeAOHOCHbIX OOBEKTOB K CeTW, danam 1 nankam,

HEKOTOPbIM BETKaM peecTpa 1 CMEHHbIM HOCUTENIM Ha YPOBHe CUCTEMHOrO ApariBepa, 3alimila-
€T OT MOMbITOK aHTU-aHTUBUPYCHbIX MPOrpaMm NpekpaTTs paboty Dr.Web.
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= Dr.Web SelfPROtect nonHocTbio camogocTaTodeH 1 He moauduumpyet aapo Windows, B To Bpe-
MS$1 Kak HeKOTOpble KOHKYPUPYHOLLIME MPOAYKTbl MEPEXBATLIBAIOT MPepbiBaHMS, MOAMEHSIOT TabM-
Libl BEKTOPOB, MCMOSb3YIOT HEJOKYMEHTUPOBAHHbIE (DYHKLWN 1 T. 1., 4TO MOXKET NPUBeCTU K ce-
pbe3HbIM NpobnemMam B paboTe caMoi onepaLMoOHHON CUCTEMbI, @ TaKKe OTKPbIBAET HOBbIE MYTU
L1151 ICMOMb30BaAHNSA YSA3BMMOCTEN 3/10YMbILLIIEHHNKAMMW.

YHUKaNbHbIE BO3MOXXHOCTM AApa
= [lpoBepka apxMBOB NOOOro YPOBHS BIIOXEHHOCTH.

= Bblcovanilas TOYHOCTb BbISBNEHWUS YNMaKOBaHHbIX BPeAOHOCHbIX 0ObEKTOB (faxe Tex, KoTopble
ynakoBaHbl Hen3BecTHbIM Dr.Web MeTofoM), pa3bop 1MX Ha KOMMOHEHTbI U AeTanbHbIA aHanu3
C Lenblo 0OHapYXXeHWS CKPbITLIX Yrpo3.

m  [leTekTMpoBaHMEe N HEeUTpanmn3aLms CJIOXHbIX BUMPYCOB, Takkx kak Shadow.based (Conficker),
MaosBoot, Rustock.C, Sector — B 3ToM Dr.Web HeT paBHbiX.

| |/|HTeJ'IJ'IeKTyaJ'IbeIe TEXHONOrMn NPoBepPKN NaMAT NMo3BOSIAKOT 6J'IOKI/IpOBaTb aKTBHbIE BNPYChbI
00 MOSABMNEHNS MNX KON Ha XXECTKOM OMCKe KOMMbIOTEPA, HTO CHMXKAET BEPOATHOCTb NCMOJTb30-
BaHNA BPeOOHOCHbIM Mno yFIBBl/IMOCTel;I YCTaHOBJIEHHbIX MPOrpaMm 1 OI'IepaLLl/IOHHOl7I CNCTeEMBbI.

m  OOHapy>xeHue 1 HerTpanum3aLms BUPYCOB, KOTOPble AeNCTBYIOT B ONepaTBHOM NaMsAT U HUKOT -
[la He BCTpeYatoTcs B BMAe oTAenbHbIx harnos (Hanpumep, Slammer n CodeRed).

Bopbba ¢ HeM3BeCTHbIMMU Yyrpo3amMmm

= FLY-CODE — He nmeloLWasa aHanoroB TEXHOMNOMMA YHUBEPCANbHOW pacnakoBkm hannos, 3anako-
BaHHbIX Hen3BecTHbIMK Dr.Web cnocobamu.

= YHUKanbHas TeXHONOrma HecurHaTtypHoro nomcka Origins Tracing™ no3sonset Dr.Web ¢ Bbicokom
[oner BepoATHOCTM pacno3HaBaTb BPeLOHOCHbIe MPOrpaMMbl, ellle He BHECEHHbIE B ero BUPYC-
Hyto 0a3y.

= DBpUCTMYECKMM aHanm3atop Dr.Web 3dhdekTMBHO OeTekTMpyeT BCe pacrnpoCTPaHeHHble TuMbI
yrpo3, onpenenss 1x Kacc no pesynbsratamM NpoBeAeHHOro pa3dopa 1 xapakTepHbIM NPU3HakaM.

TexHonornm cnam-punbTpaun

TexHonorum qf)I/IJ'IpraLI,I/Il/I AHTcnama Dr.Web cocToaT 13 HeCckonbKmx ThbiCaY npaBuil, KOTOPble yC10B-
HO MOXHO pa36l/|Tb Ha HeCKOJTbKO rpynm.

= DBPUCTUYECKMI aHanu3

Ype3BblHaMHO CII0XKHAs, BbICOKOUHTENNEKTYabHAsA TEXHOMOMMS SMMNNPUYECKOrO aHaNn3a BCex YacTemn
COODLLIeHMA: NoNs 3arofloBka, Tefa CoobLWeHNs 1 T. A. AHaNU3NPYeTCs He TOIbKO CaMo COoDLLEHME,
HO 1 COOEP>KaHMe BAOXEHNS K HEMY, eC/TV TaKOBOE MMEETCS. DBPUCTUHECKMI aHANN3aTOP NOCTOSIHHO
COBEPLUEHCTBYETCA, K HEMY MOCTOSHHO [00aBNATCA HOBbIE MpaBuna. DBPUCTUYECKMIA aHanM3aTop
paboTaeT «Ha onepexeHue» 1 No3BOMSET PAaCNO3HaBaTh ellle He N3BEeCTHble Pa3HOBUAHOCTM ChamMa
HOBOTO MOKOMEHMs A0 BblNyCKa COOTBETCTBYIOLLIErO OOHOBNEHWS.

m  Ounbrpaumsa NpoTNBOJENCTBUSA

DuneTpaumsa NPOTUBOAENCTBUS — OfHa U3 Hanbonee nepefoBbIX N 3MMEKTUBHBIX TEXHONOMMUI aHTU-
cnama Dr.Web. CoctouT B pacno3HaBaHWM yNI0BOK, MCMOb3yeMbIX CNaMepamMum AN 00xoa aHTMUCnam-
PUNETPOB.

m AHanu3 Ha ocHoBe HTML-curHatyp

Coo0LeHns, B coctaB KoTopbix Bxoamut HTML-kop, cpaBHMBalOTCS ¢ obpa3sLamu brbnmotekn HTML-
CUrHATyp aHTKCnama. Takoe CpaBHeHWe, B COYETaHUM C UMEeWMMNCA OaHHBIMW O pa3Mepax U30-
OpaxeHnrn, 0bbIYHO MPUMEHSEMbIX CNamMepamMu, 3aliMLLaeT Nofb3oBaTenen OT Cham-COODLLEeHNN
Cc HTML-kozi0M, B KOTOpPbIe HaCTo BKJIOHAOTCS OHNANH-M1300paxeHns.
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m TexHonorus AeTeKTUpPoOBaHUSA CaMepCcKuX NpPUeMoB No KOHBepPTaM Coo0LLLeHUN

[leTekTMpoBaHMe Nnoaaenok B «wremnensx» SMTP-cepBepoB 1 B APYrX dNeMeHTax, COAep KaLmxcs
B 3aroflIoBKax MoYTOBbIX COOOLLEHWI, ABNAETCS HOBENLIMM HamnpaBieHnem pa3BuTus Metonos 60pb-
Obl co cnamom. Afpecy OTNPaBUTENS 3MEKTPOHHOIO COODLLEHWS HeNb3s [0BepsTh, Tak Kak MOXET
ObITb yKa3aH danbluMBbIA 0OpaTHbIV agpec. MNMoaaenbHble MMCbMa — 3TO He TOMbKO Cram, 3T0 MO-
ryT ObITb MUCTUMMKALMM UK CPeaCTBa AaBNEHUS Ha NepPCOHan, HanpuMep aHOHNUMKM 1 faxe yrpo-
3bl. CneuyanbHble TexHonorum aHtucnama Dr.\Web no3sonsioT onpefensTb nogaenbHble agpeca
N He NPUHUMATb Takne COOOLLEeHNs. DTO NO3BOMSAET SKOHOMUTb TPAMUK 1 OrpaxaaTb COTPYAHMKOB
OT NonyYeHus noaaenbHbIX MMCeM, KOTOpble MOTyT MOATONKHYTb MX K HenpeackasyeMblM AeNCTBUSIM.

m CemMaHTUYeCKUW aHanNu3

B xoge 3toro aHanmsa npom3BoanTCA CpaBHeHMeE CJIOB U Bblpa>KeHI/II7I COO6LL|,€HI/IF| CO d1oBamMun
N nagnoMaMn, TMNMHHbIMW 0514 ClaMa. CpaBHeHme npom3BognTCA Nno cneunalibHoOMy CJj10Baplto, npu-
4eM aHanm3y noaBepratoTca Kak BManMble, TakK M CKPbITble OJ14 HeJil0Be4eCKOro rfa3a creunanbHbIMN
TEXHNHECKMMW YNTOBKaMW CN10Ba, BblpaXXeHnA 1 CMMBOJ1bI.

m  AHTUCKAMMUHr-TexXHosnorus

CKaMMUHT-coobLieHns (a Takxke hapMUHr-COODLWEeHMS — OAMH 13 BUAOB CKAMMMWHIA) — MoXanyw,
camas onacHasi pa3HOBWUIHOCTb CNaM-COODLLEHMI, K YACTY KOTOPbIX OTHOCATCS T. H. «HUrepUncKme
NUCbMa», COODOLLEHNS O BbIMIPbILLAX B IOTEpeto, Ka3nHO, NoaaeNbHble MMcbMa 0aHKOB 1 KpeanTHbIX
ydpexaeHun. nsg nx punsrpaunmn B aHTMcname Dr.\Web nprmeHseTcs cneumanbHbii MOaY b.

| CDvmprame TeXHn4ecKoro crnama

Tak Ha3blBaeMble bounce-coobLLEHMA BO3HMKAIOT KakK peakLis Ha BUPYChI, UV Kak MPOsiBIeHMe BU-
PYCHOW aKTMBHOCTM — HampuMep, B pe3yfbraTe AeUCTBMSA MOYTOBOIO HYepBsl, PACChINAIOLLErO NNCbMA,
UN B BULE COODLLEHN O HELOCTAaBKE MUCbMa — U He MeHee HexenaTesbHbl, YeM cnam. Cneumrans-
HbI MOAYNb aHTUCNama Dr.Web onpefiensier Takne coobLLEHNS KaK HexxenaTenbHble.

Mpenmyuwecrea AHTUcnama Dr.Web
= [IpoBepka nocTynatoLwen N MCXOASALLEN NOYTbl MPON3BOANTCS B PEXMME PeasibHOro BPEMEHN.

= PaboTa aHT1CNaMa He 3aBUCUT OT I/ICI'IOJ'Ib3yeMOI7I NoOYTOBOM nporpamMmbl 1 He yBeJTMYMBaeT BpeMSA
npmnemMa noYThlI.

m  AHTMCNaM He TpebyeT HacTPoeK M HauMHAeT aBTOMATLNYeCKU OeNCTBOBaTb C MPUEMOM MepBOro
CcooDLLeHMS.

m Pa3Hble TexHonormm unsTpaummn obecnevmnBatoT BbICOKYIO BEPOSTHOCTb Ppacno3HaBaHWs crnama,
DULLVHT-, PapPMUHT-, CKaMMWHT - 1 bounce-coobLeHMI Mpy GAM3KOM K HYSO MPOLIEHTE NOXHbIX
cpabaTblBaHNN.

s OThMNbTPOBaHHbIE NMCbMa He YAANAOTCS, a NepeMeLlaloTcs B crnelyanbHyo nanky Ballen no-
4TOBOW MPOrpaMMbl, Fae MX MOXHO NPOBepUTb B yA0OHOE Ans BaC BPeEMS Ha HanM4Me NOXHbIX
CpabaTbIBaHWNN.

= Mogaynb cnam-aHanm3satopa abConoTHO aBTOHOMEH; AN ero paboTbl He TPebyeTCs CBA3M C BHELL -
HVM CEPBEPOM UM JOCTyNa K Kakor-nnbo 6ase AaHHbIX, 4TO MO3BOMSET CYLLECTBEHHO 3KOHO-
MUTb TPaUK.

= OOHOBREHMUA K aHTNCMaMy Dr.Web BbIMYyCKatOTCA eXeHEBHO. YHWKanbHble TEXHOMOMMM pacno-
3HaBaHWA HEXenaTeNbHOM MOYTbl HA OCHOBE HECKOMTbKMX ThICAY npaBuI MO3BONAKOT NMPOM3BOONTb
ODHOBMEHNS He Haule 04HOT0 pa3a B CYyTKM M1 SKOHOMUTb TpaCDI/IK.

Ocoban opraHusauusa BupycHom 6asbi Dr.Web

Pa3mep BupycHor Oa3bl Dr.Web cambii ManeHbkuI Cpeam BCeX CYLLECTBYIOLLMX aHTUBUPYCHbBIX NPO-
rpaMMm. JocturHyto 3710 Gnarofaps CoOOCTBEHHOW TEXHONOMMI CO3AaHUs BUPYCHOM 6a3bl Ha OCHOBe
04eHb rMbKoro fi3bika, CreumanbHoO paspabotaHHoro ans onucaHua 6as. Manbin pasmep BUPYCHOM
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Da3bl 0becneynBaeT 3KOHOMMUIO TpadKmKa, NO3BOMSET 3aHMMATb FOPa3A0 MeHbLe MeCTa Ha A1CKe No-
CNe YCTaHOBKM 1 B OMepaTVBHOW NamMsTK, YeM 0asbl Apyrnx npovssoamntenent. Hebonbluon pasmep
BMPYCHOM 0a3bl MO3BOJSAET B3aMMOAENCTBOBATb KOMMOHeHTaM nporpaMmbl Dr.\Web B BbICOKOCKO-
POCTHOM pexuMe, He OKa3blBas Ype3MepHOM Harpy3Km Ha NPoLLeCccop.

Y710 caMoe rmaBHoe B aHTUBMpYyce? ObecnednsaTb 3aLMTy OT BUpycoB. ObecrneyrBaeTcs 3allimTa, cpe-
[IX MPOYEro, BHeCeHMeM B BUPYCHYIO 6a3y 3anucen (cUrHatyp), No3BONsOLMX OETEKTVUPOBATL BU-
pyCbl. A BOT KONMYECTBO 3anuncen B BUPYCHOW Oa3e abCOMIOTHO HMYero He roBOPUT O TOM, CKOJSbKO
peanibHO BMPYCOB NIOBUT Ta UMM MHAsA aHTUBKMPYCHas NporpaMma. YTobbl NoHATL, NoYeMy YMcIo 3a-
nucen B BUpYycHow 0a3e Dr.Web MeHbLLe Yicna 3anmncen B BUPYCHbIX 0a3ax HeKOTOPbIX ApYrx Npom3-
BOAMTENEN, HAAO 3HaTb, YTO He BCE BMPYChl YHMKaNbHbI. CyLLEeCTBYIOT Liefible CEMENCTBA POACTBEHHbIX
(nogo6HbIX) BUPYCOB, €CTb BUPYChI, CKOHCTPYMPOBAHHbIE BUPYCHbIMM KOHCTPYKTOpPamMu. PaszpaboTin-
KaMU HEeKOTOPbIX APYrMX aHTUBUPYCOB KaxKabl Takown BUPYC-OnmM3HeL HagenseTcs oTaebHOM 3anm-
Cbto B BMpPYCHOWM Da3e, YTo yTsxxenset ee. [pyron NpUHLMN NprMeHeH B BMpYycHon ©ase Dr.\Web, roe
BCEro ofjHa 3anmcb No3BosnseT 06e3BpexnBaTh AeCATKU UV COTHM, @ MHOTAA AaKe ThiCA4M NoA00OHbIX

LpyT Opyry BUPYCOB.

MpeumyuiecTBa BUpycHomn 6a3bi Dr.Web

= PekopZHO Manoe 41cno 3anuncen.

= Manbi paamep oOHOBNEHUN.

= Bcero ogHa 3anuck no3onsiet onpeaensTb AeCATKM, COTHU U laxe ThiCA4M NOA00HbIX BUPYCOB.
MpyHUMNManbHoe oTnnYme BUpPYyCcHoM 6a3bl Dr.\Web ot BMpycHbIx 6a3 psaa Apyrx nporpamMm coctomT

B TOM, 4TO NpWn MeHbLLEM HKdie 3anmcen oHa No3BonseT OETEKTMPOBATb TaKOe Xe (l/l Oaxe 6onbu_|ee)
4110 BMPYCOB 1 BPEAOHOCHbLIX NPOTrpaMMm.

YTo faloT Nnosnib3oBaTesiio Manbin pa3mep 6a3bi Dr.Web n meHbluee
4Yyucno 3anvucem B Hemn?

m  JKOHOMWSA MecCTa Ha oncke.

DKOHOMMS ONepaTUBHOM NaMSATH.

DKOoHOMMUS Tpaduka NpKY ckavrBaHMM Ba3bl.

Bblcokas CKOPOCTb YCTaHOBKM 6a3bl 1 ee 00paboTKM NpK aHanM3e BUPYCOB.

BO3MOXXHOCTb Onpenensitb BMPYChl, KOTOPbIe elle ToNbko OyAyT co3fdaHbl B OyayLIeM NyTeM MO-
ADUKALMM YKE N3BECTHBIX.

MmobanbHaa cmcrema o6HoBneHvn Dr.Web (Dr.Web GUS)
= Cnyx0a B1pYycHOro MoHUTopurHra Dr.Web npoussogunt coop 0bpasLioB BMPYCOB Mo BCEMY MUPY.

= «fopsyme» O0OHOBNEHUSA BbIMYCKaOTCH HEMeOJIeHHO MOCNe aHanmM3a HOBOW BWPYCHOW Yrpo3bl
1 NOJrOTOBKM OOHOBNEHWS.

u Hepe,u BbIMYyCKOM 0DHOBMEHNS TECTNPYIOTCA Ha OFPOMHOM KONMNHeCTBE KHNCTbIX» Cpal7IJ'IOB.

s OOHOBREeHWs NOCTYNaloT K MOJSIb30BATENAM C HECKOMNBbKUX CEPBEPOB, HAXOAALIMXCS B Pa3HbIX TOY-
Kax 3eMHOro LWapa, YT0 MUHUMW3MPYET BPeMs NoslydeHns 0OOHOBNEHWN.

m [pouecc 0BHOBNEHMS BUPYCHbBIX 6a3 1 NPOrpaMMHbIX MOZYenN NMONHOCTbIO aBTOMATU3MPOBAH.
OOHOBNEHNA MOXHO CKa4MBaTb B BUAE 3aapXMBMPOBaHHbIX (DANNOB.
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Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

JinueH3znn n cepTuduUukaTtbl

B oTnuymne oT DONbLUMHCTBA KOHKYPUPYIOLLMX PeLleHni, nporpaMmMHbie npoaykTel Dr\Web mmetot
ceptndmkatbl cootBeTctBMA OCTIK 1 GCH. 3T0 NO3BONSAET NCMNONb30BaTh MX B OPraHM3aLmMax C No-
BblLLIEHHbIMYM TPeDOBaHMAMM K YPOBHIO 6€30MacHOCTH.

Dr.Web cepTudnumpoaH MuH1cTepctBoM 000poHbI PO.

Dr.Web nonHoctblo COOTBETCTBYET Tpe6OBaHl/I‘r'|M 3aKOHa O 3allnTe nepcoHasbHbIX OaHHbIX, NMpedb-
ABNAEMbIM K aHTUBMPYCHbIM MPOAYKTaM, N MOXET NPUMEHATbCA B CETAX, COOTBETCTBYIOLLNX MaKCN-
MaJ1lbHO BO3MOXHOMY YPOBHIO 3aLLUNLLEHHOCTN.

KomnaHusa «[loktop Be6» umeer aiegyiowme nuueHsnm, ceptudukaTbl U CBUAETENbCTBA:

= nnueHsnn OepepanbHor CyKObl MO TEXHUYECKOMY U 3KCMOpPTHOMY KoHTponto PO (DCTIK) Ha
npoBefeHve paboT, CBA3aHHbIX C CO3OAHMEM CPEACTB 3alUMThbl MHOPMaLMK, a Takxe Ha aes-
TENIbHOCTb MO pa3paboTke 1 (1K) NPOM3BOACTBY CPELCTB 3aLUMTbI KOHPUAEHUMANBHON HPOP-
Maunu;

= NMueH3ns MuHucrepctea 06opoHbl Poccuinckor Mepepalnim Ha AesTenbHOCTb B 06nacTu co3fa-
HWS CPenCTB 3aLLUNTbI MHOPMaLMK,

= nuueH3nn OChb Poccm Ha NpoBeaeHe PaboT, CBSA3aHHbIX C UCMOMNb30BaHVEM CBEIEHU, COCTaB-
NAOLMX FOCYAAPCTBEHHYIO TalHY;

= nueH3ns LleHTpa no nyueH3npoBaHuio, cepTndrnkaL v 1 3alumre rocyaapcrseHHomn TanHel GChb
Poccuu Ha pa3paboTky 1 (Mnn) NPon3BOLACTBO CPEACTB 3alMTbl KOHPUAEHUMANbHON MHPOPMa-
unmn;

= ceptudukatel cootBeTcTBUS DCE PO;

= ceptudmkatel cootBeTcTBUA GCTIK PO.

¥ Bce nUUeH3nn u ceptuduxartbl «JlokTop Beb»:

http://company.drweb.com /licenses _and _certificates
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Yy Baciib yTo 3awmLaTh? Y Hac ectb Dr.Web®!
il ll

JinyeH3noHHbIN cepTUduxkar Dr.Web

E
@

HacToRwWWiA cepTHQUKaT YAOCTOBEPRET, YTO AAHHOE NPOTRAMMHDE

‘oBecneyenme 3aKoHHO NpHobpr
o npas Ha

000 «floxtop Befis, ;

Bnaneneu nnueHINK

¥ pasp
Hoe MO cemelicTea Dr.WEB -

TIMUeHIMpYeMbA NPORYKT

Cepinmii Homep

Caprinii HoMep

Cepwinmi HoMep

JauiuiaeMbIe 0GbeRTH
Paboume cranim Cepoepyi

MNonk3onaTeni NOUTHI Mons3oBaTent WA

MoBununie ycrponcTaa UewnTp Ynpaenewwa

POK NMUEHINH | MoCTaBLIMK

Tenepanshit e
AnpexTol

000 «n:mn BaGn

Wapoe B.A. f

Dr.Web Enterprise Security Suite
KoMnaekcHan 3awmra scex y3nos KOPHDDBTUIBHOﬁ cetu

Dr.Web Enterprise Security Suite - 310 Dr.Web,
YeHTp

BonswMHCTES 13 HiK,

Dr-Web* Desktop Security Suite it
Mac0s X
W5 DOS
o2
Windows
HNovell

Bomycu

= Drweb Mabile Security Sute
= DeWeb Cureltt

DEMOP. WOPHIe 26cmich 2158

JIvueH3MoHHbIM cepTudmkat Dr.Web — 310
OOKYMEHTanbHOoe NoATBepXAeHMe 3aKOHHOCTU
ncnonb3oBarua MO Dr.Web ana nposepstoLLmx
OpraHos.

BAXKHO! JlnueH3noHHbIN cepTudmkat
Dr.Web He siBnsieTcs ocHoBaHMeEM gnsi npoa-
NEeHUa NULEH3UN N NONYYEHUN CKUAKN

Ha npoaneHuve.

Ceptudmkat 0b6nafaeT BbICOKOM CTEMNEHbIO 3a-
WTbl. bnarofaps cneumanbHOM rMabOLLIMPO-
BaHHOW CeTKe ero Nofaenka HEBO3MOXHaA.

MocTaBka BrnaHka NMLEH3MOHHOO cepTUdKKaTa
¢ NobbIMK NpoaykTaMu Dr.Web ans opuamde-
CKMX nnL, oba3aTensHal

DIEKTPOHHYIO KOMWIO NINLEH3NOHHOIO CepTu-
drikaTa Dr.Web MoXHO camMocTosTeNbHO CreHe-
pMpOoBaTb Ha CTpaHuLe hitp: //products.drweb.
com/register /certificate.

© 000 «[okTop Beb». Maw 2013.
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lMpoaykroBasa nuHenka Dr.Web Security Suite

h 4

MpoaykToBas nuHerka Dr.Web Security Suite cocTouT 13 KOMMepYeckx NPOAYKTOB ANf AoMa, OU3He-
Ca U PO3HKLbI, KOMIMIEKTOB, YTUJIUT.

JinyeHsunpoBaHue npoaykros Dr.\Web

1.

2.

MpoaykTbl Dr.Web® nuueH3unpytotcs Ha 12, 24 1 36 mecsues. Dr.Web Security Space 1 AHTK-
BMpyc Dr.Web gns Windows nuueH3npytoTcs Takxke Ha 3 1 6 MecsiLeB.

Mpoayktbl Dr.Web nuLeH3npytoTcs nNo T1ny 3alpiiaemMbix 0ObeKTOB.

3almiLaemMble 00ObeKTbl BKITIOYAIOT B Cebs:

m  paboune CraHUMK, KITMEHTbI TEPMUHAbHbIX CEPBEPOB U KITMEHTbI BCTPOEHHbIX CUCTEM;
hannosble cepsepbl 1 cepBepbl MPUNOXEHWI (BKTo4Yas TePMUHANbHbIE CEPBEPDI);
nonb3oBaTenem NoYThbl;

Nonb3oBaTenen NOYTOBbIX 1 MHTEPHET-LUMIO30B;

MOOWSIbHbIE YCTPOMCTBA.

1M © 000 «[okTop Beb». Maw 2013.
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35 Dr.WEB®

AHTHBMpYC Y Bac ecTb 4To 3awmath? Y Hac ectb Dr.Web®!

[MpenyCcMOTpeHo 2 T1na
AHTUBUpPYC (C BpaHaMay3pom);
KomnnekcHas 3awmTa.

ba3zoBasa nuueH3na
paboyMx CTaHLMNA.

B nuueH3mnio BXOOAT Clefytoue KOMMNOHEHTbI: aHTUBMPYC, aHTUCNaM,
BeO-aHTUBMPYC, POAUTENbCKIN (ODUCHBIN) KOHTPONb, OpaHaMay3p.

HeobxoanMble nokynaTento AONONHUTENbHbIE KOMMOHEHTbI 3aLLMThl 400aBNAOTCSA K 6a30BOM NK-
LeH3uun. Mpoaaxa NULEH3MU Ha OAMH U HECKONbKO AOMNONHUTENbHbIX KOMMOHEHTOB OTAENBHO
OT 0a30BOW NNLIEH3U HEBO3MOXHa.

[ns Kaxgoro TMna 3alyaeMoro obbekTa MMeloTca CBOU BUObl 0a30BbIX MULEH3UN 1 CBOW Ha-
Oop AONONHNTENBbHbBIX KOMMOHEHTOB.

npenHasHayvyeHa ToNbKO AN NPOAYKTOB NS 3aLUUTh

3awmuaembie MoppepxuBaemblie ba3oBad NULeH- JononHutenbHble KOM-
06GbeKTbI OC v nnatcopmbl 3ua MOHEHTbI
Dr.Web Desktop Windows 8/7 /Vista/ Xxp ~ KomnnekcHas sawura

LleHTp ynpaBneHuns

Security Suite SP2 AHTUBUIPYC
Pabo4ue craHuUMM
KnneHTbl TepMUHalIbHbIX Mac OS x LLeHTp ynpaBHEHmﬂ
cepsepos Linux
KNnveHTbl BUPTYyanbHbIX cep- AHTVBMPYC
sepo MS DOS
KnueHTbl BCTPOEHHbIX CUCTeM 0S/2
Dr.Web Server Security \Nindows
Suite Novell NetWare
CENIEHS G Mac OS X Server AHTVBMPYC LleHTp ynpasneHus
CepBepbI NMPUIOXEHNN .
Unix (Samba)
TepMVIHaJ'IbeIe cepBepbl )
BUpTyanibHbIe cepBeps Novell Storage Services
Unix
Dr.Web Mail Security S Berane LleHTp ynpaBneHus
Suite _ _ AHTUBMPYC AHnTUCnam (kpome Kerio)
Lotus (Windows /Linux)
Monb3oBaTeny NoYThI ] ) ) SMTP proxy
Kerio (Windows /Linux)
NHTEpPHeT-Wo3bl Kerio LieHTp ynpasneHms
Dr.Web Gateway NHTEPHET-LWMo3bl Unix
Security Suite Microsoft ISA Server AHTUBMDYC
Monb30BaTeny HTepHeT- u Forefront TMG A
L0308 MIMEsweeper rvenam
Qbik WinGate
Dr.Web Mobile Windows Mobile LleHTp ynpaBneHus
Security Suite Android AHTUBMPYC AHTWCNaM
MobunbHble ycTpoiicTaa Symbian OS AHTUCNAM

LleHTpann3oBaHHoe ynpaBneHue noka He obecrneyeHo.



Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

Buabl nocraBku npoaykros Dr.Web

Mporpammbl Dr.Web nocraBnsioTcs B BUAE 3NEeKTPOHHOW NINLEH3UM UNW B BUAE MeAMAaKOMMNNEKTOB
B YMakoBKe.

1. dnexkTpoHHasa nuueH3ua Dr.Web

MNocTaBnseTcs B BUAe cepumnHoro Homepa Dr.Web:
= 1O 3/1eKTPOHHOW MOMYTE;
= Ha JILEH3NOHHOM CcepTudmKaTe.

2. MeaunakomnnekT Dr.Web B kapToHHOM ynakoBke

Komnnektauus:
e : = m  KAPTOHHas MPUPMEHHasa ynakoBKa;
D,_WEB“' = T - A% = JIMLEH3NOHHbIV CepTUCDUKAT;

security P22

= KpaTKoe PYyKOBOACTBO MO YCTAaHOBKE
W permcrpaumu;

= CD/DVD-anck;
= NIOMOVPOBOYHAN HAKMeNKa;
= Hakiemnka «3awmiieHo Dr.\Web».

> Dr.WEB®
Sccurlty Space Pro

P

/

3. dopmMmupyemoe pewieHue B KAPpTOHHOM yrnaKkoBKe
DopmM1pyeMoe pelLeHne Ans OAHOro UV Heckonbkix NpoaykTos Dr.\Web Enterprise Security Suite.

Komnnekrauuns:

= (DUPMeHHas KapToHHas Kopobka
Dr.Web;

= OnaHK NMUeH3noHHoro ceptndun-
KaTa;

s DVD-guck ¢ auctpmbyTtmBamm
nporpamm Dr.\Web.
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Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

Dr.Web Home Security Suite — npoaykrbl ona ooma

Dr.Web Security Space Pro

KomnnekcHas 3awmTa MK 1 HoyTOYKOB OT MHTEPHET-Yrpo3

NMpenmywecrea

KomnnekcHoe pelueHve npobnemsbl 3atmtbl K.
Jlyylee B OTpac/iv NeYeHMe aKTUBHbIX 3aPaXKeHNI.

BO3MOXHOCTb YCTaHOBKW Ha 3apa>XeHHYIO MallHy oe3 HeO6XO)J,I/IMOCTI/I npeaBapnTesibHOro ne-
HYeHu4.

YHWKanbHas TEXHOMOr st OIOKMPOBKM [laxe eLlle He 13BeCTHbIX yrpo3 (Origins Tracing).
MonHas NpoBepka apXxMBOB NMNOOOrO YPOBHS BIIOXKEHHOCTY.

Jlydlee netekTMpPOBaHME N HENTPANM3aLUMs COXHbIX BUPYCOB, Takmnx kak MaosBoot, Rustock.C,
Sector.

SddekTrBHAA HUNLTPaLIMA Cnama U BCeX BUAOB HexXeNaTenbHbIX CO00LeHnn 0e3 Heobxoammo-
CT 0BOy4YeHMs aHTUCNama.

HapexxHada nposepka BxofdLlero 1 ncxogdilero HTTP-Tpagrika «Ha nety».
fapaHTMPOBaHHAA 3aLLMTa AETEN OT HEXENATEIbHOIO KOHTEHTA.

3awuTa ot HeCaHKUMOHNPOBAHHOIO O0CTYyMa M3BHEe, NpeaoTBpalleHe yTedeK BaXXHbIX OaHHbIX
no cetun, 6J'IOKl/IpOBKa NnoOOo3pPUTENbHbIX coeguHeHUN Ha YpOBHE MaKeToB U I'IpVIJ'IO)KeHI/Il;I.

KoMnoHeHTbI 3alymTbl 6a30B01 NULLEH3UN

= D¢ddexkTBHOE pacno3HaBaHue Bcex BuaoB yrpo3s (CkaHep Dr.Web)

BbICTpaﬂ M MaKCMallbHO Tl aTenbHad npoBepkKa Ol'lepaTI/IBHOI7I NaMATK, 3arpy3o4HbIX CEKTOPOB,
KECTKMX ANCKOB U CMEHHbIX HOCUTENEN.

Obe3BpexBaHMe BUPYCOB, TPOSIHCKMX MPOrpaMm 1 APYrMx BUOOB BPeAOHOCHbIX 0ObEKTOB.

OOWWpHble Ba3bl AN AETEKTUPOBAHMS LUMMOHCKOrO, NOTEHLUMANBHO OMNacHoro, peknamHo MO,
XaKepCKNX YTUINT U NPOrpaMM-LUYTOK.

= 3awmTa B pexxume peanbHoro spemeHu (cpannosbin mMoHuTop SpiDer Guard®)

MOCTOAHHbBIM MOHUTOPUHT 340POBbs KOMMbOTEPA — NEePEexBaT «Ha NeTy» obpalleHn K darnam
Ha amckax, amcketax, CD/DVD/ Blu-ray onckoBoaax, new- 1 cMapT-KapTax.

Bbicokas yCTOMYMBOCTb K MOMbITKaM BPEAOHOCHbBIX MPOrpaMM NpPensTCTBOBaTb hyHKLIMOHNPOBA-
Huto SplDer Guard nnu oCTaHOBUTL ero padoTy.

= MporuBopencreue pytkutam (aHTupyTkut Dr.Web Shield™)

HageXHas 3almTa cMctembl ot BMPYCOB, NCMOJIb3YIOLWKX rootkit-texHonorum u yMelwmnx CKpbl-
BaTb CBOe npe6b|BaH|/|e B l/IHCpl/ILI,l/IpOBaHHOPI cncreme.

HewnTpanuzaums cnoxHbix pytkmto (Shadow.based (Conficker), MaosBoot, Rustock.C, Sector).

= Uncras nouta 6e3 BupycoB (no4utoBbii MOHUTOP SpiDer Mail®)...

[poBepKa MoYThbl Ha BUPYChl «Ha nety» no npotokonam SMTP/POP3 /NNTP/IMAP4 He Bnuset
Ha PaboTy NCMOMb3yeMOM MOYTOBOW MNPOrpPaMMbl 1 He YBENMYMBAET BPEMS NPUEMa MOYTbI.

14 © 000 «[okTop Beb». Maw 2013.



Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

NHamBmayansHble NpaBurna 06paboTkm Ans Kax4oro TMna BPeAoHOCHbIX MPOorpaMM — BUPYCOB,
noteHumManbHo onacHoro N0, peknamMmHoro N0, XakepckUx yTUIUT, NPOrpaMm MiaaTHOro 4O3BOHA,
NPOrpaMMm-LLYTOK.

3alMTa OT MaCCOBbIX PACChINIOK COOOLLEHW NOYTOBbIMW YepBsaMK bnarofaps aHanmsy cocraBa
N BPEMEHW OTMNPAaBNEHNS NCXOASALIMX MACEM, MO KOTOPbIM MOXET ObiTb CeNaH BbIBOL O BUPYC-
HOW aKTVMBHOCTW.

= ...0e3 cnama n He)XxenartenbHbIX coobweHun (AHTMUcnam Dr.Web)

MpoBepka NOCTynaloLLEN 1 UCXOASALLEN NOYThbI MPON3BOAUTCS B PEXMME PeasibHOro BpeMeH M.
PaboTa aHT1CNaMa He 3aBNUCUT OT UCMOMb3yeMOo MOYTOBOWM NPOrPaMMbl 1 He YBENNYMBAET BpEMS
nprema noyTsbl.

AHTUCNAM He TpebyeT HacTpoeK M Ha4YMHAET aBTOMAaTUYeCKM [eNCTBOBaThL C NMPUEMOM MEPBOro
coobLLeHMs.

Pa3Hble TexHoMorMM hunsTpaLmmn obecnevmBaloT BbICOKYIO BEPOATHOCTb PACMO3HABAHMA Crama,
DULINHT -, DaPMUHT-, CKAMMUHT- 1 bounce-coobLeHNN.

3alMTa OT nonagaHuns B OOTHETbI — NpoBalAep He OTKIIIYUT BaM OOCTyN K VIHTepHeTy 3a pac-
CbIfIKY Crama.

OTUNLTPOBaHHbIE NCbMAa He YAANAOTCA, a NepeMeLLAloTcs B CneumanbHyto nanky Baller no-
4TOBOW NPOrpamMMbl, FAe X MOXHO NPOBEPUTb B yAOOHOE ANs BAaC BPEMS Ha HanMyMe NOXKHbIX
cpabaTbiBaHNN,

Mopgynb cnam-aHanmsatopa abcontoTHO aBTOHOMEH; [i7151 ero paboTbl He TpebyeTcs CBA3M C BHeLU -
HVUM CEPBEPOM UM A0CTyNa K Kakor-nnbo 6aze AaHHbIX, YTO MO3BOMSET CYLLECTBEHHO 3KOHO-
MWTb TPaMUK.

» LT OT UHTepHeT-yrpo3 (Be6-aHTnBMpyc SplDer Gate™)

Mogynb SplDer Gate™ B pexiMe peanbHOro BpeMeHy Npo3payHO CKaHUPYET BXOAALLMNA U 1C-
xoaawmm HTTP-Tpaduik, nepexsatbiBaeT BCe HTTP-coenHeHMs, NpomM3BoOaUT PUILTPALMIO OaH-
HbIX, aBTOMaTUYeck ONOKMPYeT 3apaxkeHHble CTpaHuLbl B NoObIx BeO-Opay3epax, nposepseTt
dannbl B apxmBax, 3alMLLAET OT DULLIMHIOBbBIX M APYTrMX ONACHbIX MHTEPHET-PECYPCOB.

Pabota SplDer Gate He 3aBMCIT OT UCMonb3yeMoro bpay3epa.

DuUnbTpauMs NpakTUYeCckM He CKa3biBaeTca Ha Npom3BoamnTensHocTK MK, ckopocT paboTbl ¢ VH-
TEPHETOM U KOIMYeCTBE NepefaBaeMbiX JaHHbIX.

B pexumMe «no yMonyaHuio» He Tpebyetcsa Hi1kakom HacTponki: Dr.\Web SplDer Gate HaunHaeTt
CKaHMpPOBaHMe Cpasy Xe rnocne yCTaHOBKM B CUCTEME.

s KoHTponb Hap nHtepHeT-ceppuHrom (Poautenbckum KoHTponb Dr.Web)

3alMTa Aeten oT NoceLleHUs HexXenaTeNbHbIX CTPaHMNL,

BnokupoBska Beb6-cantoB no 10 Tematndeckim rpynnam (opyue, HapKOTUKM, Urpbl, MOpPHOrpa-
dus, ap.).

3anpeT UCNomnb30BaHNA NePEHOCHbLIX XPaHUNNLL MHbopMaLmn (drel-amckos, USB-ycTponcTs),
CeTeBbIX YCTPOWCTB, a TakXKe OTAeNbHbIX (DAlIoB 1 KaTanoros — AOMOMHMUTENbHAsS BO3MOXHOCTb

obe3onacntb ceon OaHHble N BaXXHYIO l/IHqZ)OpMaLI,l/HO OT yaalieHna nnn NoxXnuleHna 3JT0yMblLL -
JIeHHWKaMK.

= 3awmTa OoT ceTeBbiX aTaK (6paHamay3p Dr.Web)
3aLL|,I/ITa OT HEeCaHKUMOHNPOBaAHHOIO O0CTyMa M3BHE, npedoTBpalleHne yTedeK BaXHbIX OaHHbIX
no cetu, 6rI0KMPOBKaA NMOA03PUTENbHBIX COEAMHEHNIA HA YPOBHE MNAKETOB U MPUIIOXEHWN.

KoHTponb NoakMtoYeHN Ha YPOBHE MPUIIOXKEHWI NO3BONSET KOHTPONMPOBATh AOCTYMN KOHKPET-
HbIX MPOrPaMM ¥ MPOLECCOB K CETEBBLIM PeCYypCaM U PerncTprpoBaTh MHPOPMaLMIO O MOMbITKaX
00CTyNa B XXypHane NpunoXeHun.

CDI/IJ'IpraLI,I/IFl Ha YPOBHE MaKeTOB MO3BONAET KOHTPOMMPOBATb AOCTYMN K CETA |/|HTepHeT BHe 3a-
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BUCKMMOCTM OT NMPOrPaMM, HULMMPYIOLLMX NOAKIIOYeHe. XKypHan NakeTHOro unstpa XpaHuT
NHOPMaLMIO O NakeTax, NepefaHHbIX Yepes ceTeBble MHTEPdENCHI.

NMoanepxBaembie OC

= Windows 7 /Vista/XP/2000 SP4 + Rollup 1 (32- 1 64-6UTHble cuctembl).
CBoGoaHOE NPOCTPAHCTBO HA XECTKOM AUCKe

= 88 Mb.

¥ None3Hble CCbINIKUN

Onucanue: http: //www.drweb.kz /products/1570-drweb-security-space-pro.html
MNepexof Ha Bepcuio ¢ bpaHamayspom: hitp:/ /promotions.drweb.com /upgrade /security space

> AHTBUMpPYC Dr.Web gna Windows

MuHMManbHO HeobxoanMmas 3aumTa MK 1 HoyTOYKOB OT BUPYCOB W LNMOHCKOro MO

Mpenmywecrea

m  Jlydylwee B OTpac/Iv neveHne akTUBHbIX 3apakeHUN.

= Bo3moxHoCTb YCTaHOBKW Ha 3apa>XeHHYIO MalluHy Oes HeO6XO,EI,I/IMOCTI/I npeaBapnTesibHOro ne-
HeHnd.

= YHUKanbHas TexHonorus 6rnokMpoBkm Aaxe elle He 13BecTHbIx yrpo3 (Origins Tracing).
= [lonHas npoBepka apxMBOB NII0OOrO YPOBHS BIIOXXEHHOCTU.

= Jlydwee oeTekTMPOBaHME N HEUTPANM3aLMS COXHbIX BUPYCOB, Takmx Kak MaosBoot, Rustock.C,
Sector.

= 3aliMTa OT HeCaHKLMOHMPOBAHHOIO AOCTyNa W3BHE, NPeAoTBpalleHMe yTedeK BaXHbIX AaHHbIX
no ceTu, ONoKMPOBKa NOAO3PUTENbHBIX COEAMHEHWNI Ha YPOBHE MakeToB U NpunoxeHun (B nn-
LeH3MsX C bpaHaMay3poM).

KoMnoHeHTbI 3alymTbl 6a30B0M NULLEH3UN

= D¢ddexkTBHOE pacno3HaBaHue Bcex BuaoB yrpos (CkaHep Dr.Web)

| BbICTpaﬂ M MaKCMMallbHO Tl aTenbHad rnpoBepkKa Ol'lepaTI/IBHOl7I NaMATK, 3arpy3o4HbIX CEKTOPOB,
KECTKMX ANCKOB U CMEHHbIX HOCUTENEN.

u  Ob6e3BpexyBaHME BUPYCOB, TPOSHCKMX MPOrpaMM 1 ApYrMx BUAOB BPeAOHOCHbIX 0ObEeKTOB.
= O6wunpHble Basbl AN OeTeKTUPOBAaHMS LUMMOHCKOrO, NoTeHLManbHO onacHoro, peknamHoro MO,

XaKepCKNX YTUAWT 1 MPOrPaMM-LLIYTOK.
= 3awumTa B peXxume peanbHoro BpemeHu (cannoBbivi MoHuTop SplDer Guard®)

= [1OCTOSIHHbIV MOHUTOPWHT 30,0POBbS KOMMbIOTEPA — MepexBaT «Ha NeTy» obpalleHuit K darnam
Ha amckax, amcketax, CD/DVD/ Blu-ray onckoBoaax, new- n cMapT-KapTax.

= Bblcokas ycToM4MBOCTb K MOMbITKAM BPELOHOCHbIX MPOrpaMMm NpensTCcTBOBaTb (YHKUMOHNPOBA-
Huio SplDer Guard 1nm oCcTaHoBUTb ero paboTy.

= MporuBopencreue pyrkutam (aHtTupytTkut Dr.Web Shield™)

= HagexHad 3almTa cmcremsl ot BMPYCOB, NCMOJIb3YIOLWNX rootkit-texHonorum u yMelowmnXx CKpbl-
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Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

BaTb CBOe NpebblBaHVe B MHDULIMPOBAHHOW CUCTEME.
= Hewntpanmsaums cnoxHbix pytkmTos (Shadow.based (Conficker), MaosBoot, Rustock.C, Sector).

= Yucran nourta 6e3 BUpycoB (No4ToBbIi MOHUTOP SpiDer Mail®)
» [lpoBepka MoO4YTbl Ha BMPYChbl «Ha fieTy» no npotokonam SMTP/POP3 /NNTP/IMAP4 He Bnusder
Ha paboTy NCMNONb3yeMoW NOYTOBOM MPOrpaMMbl 1 He YBENMYMBAET BPEMS NPUEMa MoYTbI.

= VHAVBMAYanbHble NpaBmna 0b6paboTky AN KaxK[Aoro Tuna BpeaoHOCHbIX MPOrpaMM — BUPYCOB,
noteHumanbHo onacHoro MO, peknamMmHoro N0, XakepckUx yTUAUT, NPOrpamMm MiaTHOro 4O3BOHa,
NpPOrpamMm-LLyTOK.

= 3almTa OT MACCOBbIX PACChINOK COODLLEHMI MOYTOBBLIMM YepBsAiMUM Onarofaps aHanmsy cocraBa

N BPEMEHW OTMNPAaBNEHNS NCXOASALIMX MACEM, MO KOTOPbIM MOXET ObiTb CieNnaH BbIBOL O BUPYC-
HOW aKTUBHOCTMU.

= 3awumTa OoT ceTeBbIX aTak (6bpaHamay3p Dr.Web)

= 3aWmrta ot HeCaHKUMOHNPOBAHHOIO O0CTYyMa M3BHe, npeaoTrBpalleHe yTedeK BaXXHbIX OaHHbIX
no cetun, 6J'IOKI/IpOBKa NnoOo3pUTENbHbIX COG,D,I/IHeHI/II;I Ha ypOBHe MNMakeToB U I'IpVIJ'IO)KeHI/IVI.

n  KOHTponb NoakIIoHeHU Ha YPOBHE MPUTOXEHWUIA NO3BONSET KOHTPONMPOBATh AOCTYN KOHKPET-
HbIX MPOrPaMM 1 MPOLLECCOB K CETEBbIM PecypcaM 1 PermcTprpoBaTb MHPOPMALLMIO O NOMbITKaX
LLOCTYNa B Xy pHae NpUnoxXeHnn.

[ ] (DI/IJ'IpraLI,I/IFI Ha YPOBHE MaKeTOB MO3BONAET KOHTPOMMPOBATb AOCTYMN K CeTU |/|HTepHeT BHE 3a-
BUCUMOCTW OT MPOrpamMmm, MHALNUPYIOWMX NoakoYeHre. XypHan naketHoro guisrpa XpaHuT
NHMOPMaLMIO O NakeTax, NepedaHHbIX Yepes ceTeBble NHTEPdENChI.

NMoanepxnBaemsbie OC

= Windows 7 /Vista/XP/2000.

CBoGoaHOE NPOCTPAHCTBO HA JKEeCTKOM ANCKe
= ~40 Mb.
= [lns yctaHOBKM OpaHaMay3pa — AononHuTensbHo ~ 8 Mb.

% MNone3Hble CCbINKU

OnwncaHue;

http: //www.drweb.kz /products/drweb-desktop-security-suite /antivirus-drweb-dlya-windows-
pro/1571-antivirus-drweb-pro.html
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Mepexon Ha Bepcuto ¢ bpaHaMayspom: hitp: //promotions.drweb.com /upgrade /security space

AntnBupyc Dr.Web ana Mac OS X

MUHMManbHO HeoOxoAKMasn 3allMTa OT BUPYCOB U Apyroro BpefoHocHoro MO, HanMcaHHoro Ans
MHOULMPOBaHUS He Tonbko Mac OS X, HO U Apyrmx onepauoHHbIX CUCTEM.

KmoueBblie hyHKUUN

= [lpoBepka 0ObLEKTOB aBTO3amnycka, CMeHHbIX HocuTenen MHMOPMaLMK, CETEBLIX U NOMMYeCcKmnX
OMCKOB, MOYTOBbIX (POPMATOB, (halfIOB M KaTanoro, BKOYas yNakoBaHHbIE M HaxodslimMecs
B apXMBaXx.

m  bbicTpoe, nonHoe 1 BbIDOPOYHOE CKaHNPOBaHME.

| AHTI/IBI/IpyCHaﬂ NpOoBePKa BPYHHYIO, aBTOMaTn4eckn Ui Nno 3apaHee COCTaB/IeHHOMY pacrnmnca-
HNIO.

= 3almTa HacTpoek MoHuTopa SplDer Guard® naponem oT HeCaHKLMOHMPOBAHHOIO M3MEHEHM.

= [lpUMeHeHMe OencTBUN AN 3apaxkeHHbIX, NOA03pUTENbHbIX 0OEKTOB 1 0O0BEKTOB APYroro Tmna,
BKJItOYAs NeYeHne, nepeMeLLeHre B KaPaHTUH U yaaneHmue, B TOM YKcTe B Clyvae, ecnm BblOpaH-
HOe paHee AeNCTBME OKa3anoCb HEBO3MOXHbIM.

icknioveHme 13 NpoBepKM NyTen 1 arnos No 3anpocy Nonb3oBaTens.
OBHapyxeHe 1 yaaneHue BUPYCoB, CKPbITbIX MO HEU3BECTHBIMM YNAKOBLLMKAMMU.
Perucrpaums BpemeHu cobbiTs, 06bekTa MPOBEPKM U TUMNA BO3AENCTBUS Ha HErO.
3arpy3ka OOHOBNIEHWNI aBTOMATMYECKM (MO pacnmMcaHuio) U no TpeboBaHMIo.

ABTOMaTUYeckoe ornoBeLlleHe (B TOM Yi1Cie C MOMOLLIbIO 3BYKOBbIX YBEAOMIIEHUI) O BUPYCHbIX
COObITUSX.

= M3onsaumsa 3apaxeHHbIX DannoB B KapaHTMHE C BO3MOXHOCTbIO 3aflaHNS BPEMEHU XPaHeHUs
0OBEKTOB B KapaHTWHE 11 ero MakCrmMasbHOro pasMepa.

m JleyeHune, BOCCTaHOBEHME UMW yOaNEHMe NepeMeLLeHHbIX B KapaHTVH 0ObeKTOB.
= BepgeHue noapobHoro ot4eTa o pabore.

= JloCTynHOCTb Momynen B BUAE YTUNUT KOMaHOHOW CTPOKM, C BO3MOXHOCTbIO VX BCTPanBaHUA
B MCMonb3yeMble ans 00CnyxmBaHus cuctemsl Apple Scripts.

Mpemywecrea

YOOOHbIV LLEHTP yNpaBneHns.

Bbicokas CKOpOCTb CKaHMPOBaHWS.

BO3MOXHOCTb CO3[aHMs CODCTBEHHbIX NPOdUIEeN CKaHNPOBAHMS.
HapexHas 3almTa B pexunme peanbHOro BpeMeH .
MWHMManbHas Harpyska Ha 3aLMLLaeMylo CUCTEMY.

Manbin pacxof Tpacuka npmv 06HOBNEHNSIX.

Pa3HOObOpa3Hble HACTPOMKM.

MpocToTa ynpaBneHums.

CTUNbHBIN 1 yA0BHBIN MHTepdeNC.

CucremHble TpeboBaHuA

Mac OS X 10.4 vinu Bbiwe (32- 1 64-OUTHbIE CUCTEMbI).

Mpoueccop Intel.

64 MB onepaTBHOW NamMsTH.

36 MbB cBODOAHOIO MecTa Ha XXecTkoM OMuCKe.

[octyn Kk cet VIHTepHET: Ans peructpaumm 1 nonyveHns oOHOBNEHUN.
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% MonesHble cCbINKU
Onucanwme: http://products.drweb.com/mac

AnTunBmpyc Dr.Web ans Linux

MUHUMaNbHO HeO6XO,EI,I/IMaF| 3allinTa OT BNPYyCOB

KmoueBble hyHKUUMN

= [leTeKTMpoBaHVe W HeMTpanmM3aums BUPYCOB M BPEAOHOCHbIX OOBEKTOB Ha XEeCTKMX [AMCKaxX
Y CMEHHbIX HOCUTENSAX.

= OnpepgeneHne BUPYCOB B apxMBax MoOON CTENeHN BIOXEHHOCTU U B yNaKOBaHHbIX 0ObeKTax.

m [lpoBepka (hannos, CKaTbiX yNakoBLLMKaMM, B TOM YUCIIE HEN3BECTHLIMM, C MOMOLLLbIO TEXHOMOT
FLY-CODE™.

m  3almTa OT HEM3BECTHbIX Yrpo3 Mpu MOMOLLM TEXHOMOrMM HecurHatypHoro nowvicka Origins
Tracing™ 1 MHTENNEKTYabHOIo 3BPUCTUYECKOrO aHanm3atopa Dr.Web.

| BbICTpaﬂ, MNOJiHa4d, BbI60pO‘-IHaF| NI MOJIb30BaTeNIbCKaA NMpoBepPKa.

MOCTOAHHbBIM MOHUTOPUHT 340POBbs KOMMbOTEPA — MEePEXBaT «Ha NEeTy» obpalleHnI K dharnam
Ha Amckax, amcketax, CD/DVD/Blu-ray-anckoBofax, dneLl- 1 cMapT-KapTax.

= 3alMTa COOCTBEHHbIX KOMMOHEHTOB OT MOMbITOK BPEAOHOCHbLIX MPOrpaMmM NpPensTcTBOBaTh pabo-
Te aHTUBUpPYCa.

= M3onauns 3dpPa>XeHHbIX 0ObeKTOB B KapaHTnHe C BO3MOXHOCTbIO MX BOCCTaHOBNIEHWA, prHKLI,l/IFI
OrpaHN4eHnA pa3Mepa KapaHTUHa.

u  COOp NonHoM CTaTUCTUKK O paboTe aHTUBMPYCA.
ABTOMaTNYeCKMe OOHOBNIEHNSA MO PacnMcaHmio 1 No TpeboBaHMIO.

Mpemyuwecrea

YAOOHBIV LLEHTP yNpaBneHus.
BO3MOXXHOCTb MPOBEPKM «Ha NETY».
HacTporika nonb30BaTenbCKMX NPOBEPOK.
YnpaBasemMbl KapaHTUH.
ABTOMaTUYeCKMe OOHOBMEHMS.
CTunbHbBIV HTEPDENC.

CucremHble TpeboBaHuA

m [lnatpopma: nonHas NOAdepXKa CUCTeMbl KOMaHL npoueccopa apxutekTypbl x86 B 32-
N 64-OUTHOM pexmnmax.

s (CBODOAHOE NPOCTPAHCTBO Ha XeCTKoM Aucke: He MeHee 90 Mb.

= OnepaumnoHHas cuctema: anctpnbytebl GNU /Linux, nmelowme Bepcuto sapa 2.6.x.

m  Joctyn k ceTu IHTepHET: Ans perncrpaumm 1 nony4eHns obHOBNEHUI.
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@ None3Hble CCbNIKU

OnucaHwe: http://products.drweb.com/linux

KoHconbHble ckaHepbl Dr.\Web

AHTUBMPYCHAA 3aLLMTa C paclUMPEHHBIMU BO3MOXHOCTAMM €e aBTOMaT13auMmM A5 OnbITHbIX NOSb-
30BaTesneun.

KoHconbHble ckaHepbl Dr.\Web 6e3 rpacdunyeckoro nHTepdenca 1cnonb3yoT ooLLyo BUpYCHYyo Hasy
M NoMcKoBbIN Moaynb Dr\Web 1 npegHa3HadeHbl Ans paboTbl B onepaumoHHbix cnctemax MS DOS,
0S/2 n Windows. [1na ynpaBneHus aHTUBMPYCHOW 3aLLMUTON HEOOXOAMMbI HaBbIKM PaboOTbl C KO-
MaHAHOW CTPOKOW.

Mpemyuwecrea

MWHVManbHble CUCTEMHble TPeDOBaHMSA — CKaHepbl NPeKPacHO PaboTaloT Aaxe Ha BCTPOEHHbIX
cMcTeMax M CnocobHbl HaAEeXKHO 3aLLMTUTE ManOMOLLHbIE KOMMbIOTEPbI MPEXHX MOKONEHUN.

YnobCTBO NPOBEPKM — aAMUHUCTPATOP MOXET BbIOpaTh «py4HOE» CKaHMPOBAHME UK MPOBEPKY
no pacnucaHuio.

JleveHwne 3apakeHHbIX Paboymx CTaHLMIM 1 CEPBEPOB, B TOM YMCIe HeQOCTYMHbIX MO CETU.
BbicoKasi BUPYCOYCTOMYMBOCTb 1 BO3SMOXXHOCTb YCTAHOBKM Ha 3apakeHHbIN KOMMbioTep.
ABTOMaTN3aLMS NOBCEAHEBHbIX PAabOT C MCNONb30BaHWEM DOoraTbix BO3MOXHOCTEN KOMaHAHOM
CTPOKM.

fapaHTMpPOBaHHOE yaaneHune BMPYCOB, HeM3BeCTHbIX Dr.Web 1nmn nomMeleHHbIX B apX1Bbl C HEW3-
BECTHbIMU (hopMaTamMu.

3anyck ¢ noboro BHelwHero HocuTtens (KoMnakT-aucka unm USB-HakonuTens).
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Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

& MNone3sHble CCbINIKU

Onwucanwe: http://products.drweb.com/console/

Dr.Web Enterprise Security Suite.
NMpoayxTbl ona usHeca

Dr.Web Enterprise Security Suite — 310 rpynna npoayktos Dr.Web, BkJto4atoLLas 3neMeHTbl 3aLuThl
BCEX Y3/10B KOPMOPATUBHOM CETU U eAMNHbIA LLeHTP ynpaBieHus Aaa OonblWUNHCTBA 13 HUX.

MpofyKTbl 0ObeAMHEHbI B 5 rpynn nNo TMMy 3allimiiaeMblX 0ObeKToB. Mpu HaNM4MK y KIIMeHTa onpe-

OeJieHHbIX Tpe6OBaHl/Il7l 3TO 3HAYUTENbHO OberYaeT Nomck HY>XHOTO NPOAYKTa.

Mpoaykr

Dr.Web® Desktop Security Suite

3alwmTa paboymx cTaHUUI, KIMEHTOB
TepMUHalbHbIX CEPBEPOB, KIIMEHTOB
BUPTYalbHbIX CEPBEPOB U KIIMEHTOB

BCTPOEHHbIX CUCTEM

Dr.Web® Server Security Suite

3awmTa (bannoBbIX CEpPBEPOB
N CepBepOB MPUNOXEHUN

(B TOM Ymcne BUPTYanbHbIX

N TEPMUHAanNbHbIX)

Dr.Web® Mail Security Suite

3awmTa noYThl

Dr.Web® Gateway Security Suite

3aluTa Wno30B

Dr.Web® Mobile Security Suite

3awmTa MOBUNbHbIX YCTPOMCTB

nporpaMMHble npoAyKTbl

Dr.Web® ona Windows
Dr.Web® ana Linux

Dr.Web® ona Mac OS X
DrWeb® ana MS DOS™*

Dr.Web® gns 05/2*

Dr.Web® ans cepsepos Windows

Dr.Web® ans cepsepos Unix

Dr.Web® ans cepsepos Novell NetWare

Dr.Web® ans cepsepoB Mac OS X Server
Dr.Web® nons Novell Storage Services

Dr.Web® 019 MOYTOBbIX CEPBEPOB U LWMt030B Unix
Dr.Web® ons MS Exchange

Dr.Web® o4 IBM Lotus Domino gna Windows
Dr.Web® ana IBM Lotus Domino gng Linux
Dr.Web® N5 No4TOBbIX cepBepoB Kerio ans Windows
Dr.Web® 715 NoYTOBbIX cepBepoB Kerio ans Linux
Dr.Web® 015 No4TOBbIX cepBepoB Kerio ans Mac
Dr.Web® Ons NHTepHeT-Lwho308 Unix

Dr.Web® 0719 MHTepHeT-LWwno30B Kerio
® *
Dr.Web~ ans MIMEsweeper
DrWeb® anst Qbik WinGate ™
Dr.Web® 05 Microsoft ISA Server v Forefront TMG ™
Dr.Web® nns Windows Mobile
DrWeb® ana Symbian 0S*
Dr.Web® nna Android

* LI,eHTpanmaoBaHHoe ynpaBlieHWe NMoKa He peasim30BaHO.
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Anroputm BbiGopa HY)KHOIro NpoayKTa

Onpegensem
npoayKT

Paboune cTaH-
unm (Dr.Web
Desktop Security
Suite)

®dawnnosble cep-
Bepbl (Dr.Web
Server Security
Suite)

o4TOBbIN
Tpacuk (Dr.Web
Mail Security
Suite)

WHTepHeT-Tpa-
¢uk (Dr.Web
Gateway Security
Suite)

MobunbHble
yCTpOoncTBa
(Dr.Web Mobile
Security Suite)

Onpepensem
OC/nnatopmy

= Windows
8,7 /Vista/XP
SP2

Mac OS X
Linux

MS DOS
0S/2

Windows

Novell
NetWare

m MacOS X
Server

m Unix

= Novell Storage
Services

Unix
MS Exchange
Lotus Domino
Kerio

B VHTepHet-
wnto3bl Kerio

B VHTepHet-
winto3bl Unix

Qbik WinGate
m MIMEsweeper

m Microsoft
ISA Server
1 Forefront
T™MG

= Windows
Mobile

= Android
m Symbian OS

Onpegensiem 6a-
30BYI0 NINLEH3MIO

m KomnnekcHas
3alnTa

B AHTUBMPYC

B AHTMBUPYC

B AHTMBMPYC

B AHTMBUPYC

B AHTUBMPYC

B AHTMBUPYC

Onpepensem go-
NOMHUTENbHbIE
KOMMOHEHTbI

m LleHTp ynpas-
neHus
m Kpuntorpad

m LleHTp ynpas-
NeHns

m LleHTp ynpas-
NeHns

B AHTUCNaM
m SMTP Proxy

m LleHTp ynpas-
neHus

B LleHTp ynpa.-
neHus

m AHTUCNaM

m AHTUCNaM

m LleHTp ynpa.-
neHus

B AHTUCNAM

Onpepensem
KONMYeCcTBO
JIMLUEH3MI

Onpepensem
CPOK NMLEH3UN

H Heorpa-
HUWYeHHOe
KONNYecTBo
nonb3oBare-
nen

m Cepsepbl —

C YncnomM
3alUMLLaEeMbIX
nosnb3oBare-
new He Gonee
3000

H Heorpa-
HUY4YeHHoe
KOMIN4ecTBO
nosib3oBare-
nen

12,24 vnn 36
MecsLeB

m CepBepbl —
C Yyncnom
3alMLLIaeMbIX
nonb3oBare-
neu He bonee
3000

m Heorpa-
HUYeHHoe
KONM4ecTso
MOBUIBHbIX
yCTPOMCTB

Terlepb Yy Bac eCTb BCe HeO6X0,£I.VIMbIe AaHHble O NMNLUEH31K oA pacHeTa ee CTOMMOCTU.

Onpepensem
TN ANLEH3UN
11 BO3MOXHble
CKVBKM

* 10T LWar BaxeH ToNbKo Npw BbiGope 3aLmnTbl Ans pabodnx CTaHLMIA, Tak Kak oT ucnonbsyemon OC 3aBMUcnT Habop [o0-
CTYMHbIX OMNOTHNTENTbHbIX KOMIMOHEHTOB (CM. <<ﬂMLLeH3MpOBaHMe I'IpO,EI,yKTOB»).
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MBMPYC Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

LleHTp ynpaBneHus Dr.Web

LleHTpanun3oBaHHOe yrnpaBneHmne 3almMTor BCEX Y3M0B KOPNOPATUBHOM CETU,

KmoueBblie hyHKUUN

Ll,eHTpaJ'll/BOBaHHOG ynpaeneHme BCEMW KOMMOHEHTAMW 3alLINTbI, OTCJTIEXMBaHME COCTOAHNA BCEX 3a-
WLNLLEHHDBIX Y3J10B, HaCTpOl7IKa aBTOMATMYeCKoM peakunn Ha BUPYyCHble NHUMOEHTDI.

Mpemyuwecrea

Hun3ko3aTpaTHOE ynpaBneHue CUCTEMOW 3aLMThbl KOPMOPATUBHOW CeTU U3 NMiobon TOYKM MUpa
C ofiHoro paboyero mecta (4epes Beb-agMUHUCTPATOP), rae Obl OHO HX HAXOAMMNOCh, AaXe BHe
KOpnopaTVBHOM CEeTU.

MWHMManbHas COBOKYMHas CTOMMOCTb MO CPABHEHMIO C KOHKYPUPYIOLLMMYK NporpaMmamm bna-
rofapst BO3MOXHOCTW pa3BepTbiBaHus ceTu nod Windows- 1 Unix-cepBepamu, npocToTe ycTa-
HOBKW M HafleXKHOCTM 3aLLMThI.

CncTeMa 3alnTbl MOXKET ObITb pa3BepHYTa NPakTUYeckn B NoOOM KOPNOPaTUBHOWM CETU, BHE 3a-
BMUCMMOCTU OT ee pa3Mepa N 0CODEHHOCTEN — OOLLEro KonmyecTBa COTPYAHMKOB U (UNManos,
TOMONOMMU, HANWYUS UM OTCYTCTBUS cepBepa Active Directory.

BO3MOXHOCTb pa3BepTbiBaHMUA areHToB Ha paboymx CTaHumMsax yaoOHbIM AN aAMUHWCTPATO-
pa cnocobomM — yepes nonutukin Active Directory, cTapToBble CKPUMTbI, MEXaHM3MbI yaaneHHoM
YCTaHOBKM. YCTaHOBKA BO3MOXHA, AaXe e y3en CeTU ABNAETCs 3aKPbITbIM M HEAOCTYMHbIM ANS
aHTVBUPYCHOTO cepBepa.

BO3MOXHOCTb peanun3aLmm MHAVMBUAYANbHbIX AN KOHKPETHOrO MPeAnpUaTns 1 OTAENbHbIX TPy nn
COTPYAHMKOB MNOANTUK 6E30MacHOCTH.

ABTOMaTM3aLMs paboTbl 3a cHeT MHTerpauumm ¢ cuctemont Windows NAP.

NckniountenbHas MacliTabupyeMocTb ans ceten noboro pazMepa U cIoXXHOCTU. Maclwtaburpo-
BaHMe 0DecneynBaeTCs 3a CHET BO3IMOXHOCTU UCMOMb30BaHUSA MePapXMM B3aUMOOENCTBYOLLNX
AHTVBUPYCHbIX cepBepoB LleHTpa yNpaBneHns 1 oTaenbHoro SQL-cepBepa o5 XpaHeHUs OaH-
HbIX, @ Tak>Xe Hanuyns KOMMNEKCHOM CTPYKTYPbl B3aUMOAENCTBMS MEXAY HUMU U 3aLUMLLIAEMbI-
MW y311aMu CeTH.

MNooaep>Xka HeCKOMbKMX CeTeBbIX MPOTOKONOB )18 o6MeHa ,EI,aHHbIMl/I MexXay 3alMLaemMbiMm
KOMMblOTEPAMU 1 aHTUBMPYCHbIM cepBepom: TCP/IP (Bkntoyas IPV6), IPX/SPX 1 NetBIOS, 4yto
MO3BOJISET UCMONb30BATb €ro B CaMblX Pa3NNYHbIX CETAX.

besonacHas nepefada daHHbIX MeXAy KOMMOHEHTaMW CMCTEMbI 3a CHET BO3MOXHOCTA LIJI/IquO-
BaHWA.

MWHUManbHbIN ceTeBon Tpadmk. KoMnpeccurio AaHHbIX Mexay KIMEHTOM U cepBepoM obecne-
4MBaET CreumanbHO pa3paboTaHHbIN NPOTOKON 0bMeHa MHMOopMaLMen B CETAX, MOCTPOEHHbIX
Ha ocHose npotokonos TCP/IP, IPX/SPX nnn NetBIOS.

Mpo3payHOCTb paboThl — XypHan ayamta AencTBUA afMUHNCTPATOPOB MO3BOJSET OTCIEXMBATb
BCE LLaru no yCTaHOBKe M1 HAaCTPOMKe CUCTeMbI. Bce ee KOMMOHEHTbI MOTYT BeCTM hanfibl OTHETOB
C HaCTpanBaeMbIM YPOBHEM AeTanm3aunm.

y,EI,O6HaF| cncremMa onoeeleHna adMNHNCTPaTOPa O npo6ne|v|ax, BO3HMKalOLWKMX B aHTI/IBI/IpyCHOl;I
cetn.

BO3MOXHOCTb Ha3Ha4YeHWA OTAENbHbIX dAMUVHNCTPATOPOB OJ14 Pa3TNMHHbBIX TPy, 4TO NO3BONAET
MCMOJ1b30BaTb U,eHTp ynpaBieHMA Kak B KOMMaHMAX C NOBbILLUEHHbIMW Tpe6OBaHl/IFIMI/I K be3sonac-
HOCTN, TaK N B I\/IHOFO(DI/IJ'II/IaJ'IbeIX OpraHM3auUmnax.

BO3MOXHOCTM HACTPOWKM NONUTUK Oe30MacHOCTM ANs NoObIX TUMOB Monb30oBaTenem, BKoYas
«MODMIBbHBIX», 1 ANa MobbIX CTaHUMI — Oaxe OTCYTCTBYIOWMX B AaHHbI MOMEHT B CETU — MO-
3BONIAOT 06eCneynTb akTyanbHOCTb 3aLMThI B MI0O0N MOMEHT BPEMEHM.

rapaHTl/lﬂ HEBO3MO>XXHOCTN CaMOCTOATESIbHOIO M3MEeHEeHWA NOoNb30BaTeIAMM HaCTPpOeK 3allinThbl.
BO3MOXXHOCTb 3aLLNTbI CETEN, HE MEIOLLMX O0CTyMa B |/|HTepHeT.
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Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

BO3MOXHOCTb MCMOMb30BaHMs OONbLUMHCTBA CyLECTBYIOWX 0a3 AaHHbIX, Kak BHYTPEHHMX, TaK U
BHeLUHMX. [1pM 3TOM B KayecTBe nociefHUx MoryT BbicTynaTb Oracle, PostgreSQL, Microsoft SQL
Server unu Microsoft SQL Server Compact Edition, nobas CYB[] ¢ nogaepxkon SQL-92 yepes
ODBC.

BO3MOXHOCTb CaMOCTOSITENBHOIO HanMcaHNs 0OPAbOTYNKOB CODLITUIM Ha MOOOM CKPUMTOBOM
f13blKe, YTO AAET NPAMOW AOCTYN K BHYTPEHHUM MHTepdencam LieHTpa ynpasneHus.

BO3MOXHOCTb OTKaTa 0OHOBNEHUS — Oaxe ecnn npouecc OOHOBNEHNs BbI3Basl OLLlI/I6Ky, y3en cetn
He ocTaHeTcs be3 3allNThbI.

OTKPbITOCTb — C MOMOLLbIO 3TOr0 KOMMJEKCa CUCTEMHBIN aAMUHNCTPATOP MOXKET yCTaHaBMBaTb
N CUHXPOHM3NPOBATL AOMNONHUTENbHbIE MPOAYKTbl CTOPOHHMX NMPOV3BOANUTENEN, YTO TaKXKE CHU-
KaeT 3aTpaThl Ha NOCTPOEHME CUCTEM NHMDOPMALIMOHHOM 6e30MacHOCTA.

HarnsaHOCTb CUCTEMbI KOHTPOSS COCTOSIHNS 3alLThbl, HEnpeB3oMaeHHbIM Mo 3DheKTUBHOCTY
1 yOoOCTBY NOUCK CTaHLMI CETU.

BO3MOXHOCTM BbliDOpPa CNMcKa OOHOBNAEMbIX KOMMOHEHTOB MPOAYKTa M KOHTPOMS rnepexona
Ha HOBble BEPCKM MO3BOMAIOT aAMUHNCTPATOPaM yCTaHaBNMBaTb TONbKO HEOOXOAMMbIE U NPO-
BepeHHble B X CETV OOHOBMEHUS.
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) Dr.Web Desktop Security Suite

3awupTa pa6oq|/|x CI'aHLI,I/II7I, KJTMEHTOB TEPMWMHallbHbIX CEPBEPOB, KITMEHTOB BNPTYallbHbIX CEPBEPOB
M KITMEHTOB BCTPOEHHbLIX CNCTEM

= Dr.Web gna Windows

= DrWeb gng Linux

= Dr.Web ong Mac OS X

m  KoHconbHble ckaHepsl Dr.Web ana Windows, MS DOS, OS/2

NMoanepxnBaembie OC

Windows 7 /Vista/
XP/2000 IncTprbyTnBbI C AAPOM

Linux Bepcun 2.6.x (32-  Mac OS X 10.4 nBblwe  Windows, MS DOS, OS/2
(32- 1 64-6UTHbIE CK-

N 64-BUTHbIE CUCTEMDI)
cTeMbl)

JinnensnpoBaHue Dr.Web Desktop Security Suite

Buabl nuLieH3N

Mo 41y 3alluaemMblX pa6oq|/|x CTaHLI,l/ll;l, KNMEHTOB, NOAOKITIOHaOWMXCA K TEPMUHalIbHOMY CepBepy,
I KNMEHTOB BCTPOEHHbLIX CNCTEM.

MporpaMmHble npofykTbl Dr.\Web Desktop Security Suite MOXHO NproOpecT OTAENbHO WK B CO-
ctaBe rpynnbl Dr.Web Enterprise Security Suite. B nocnegHem cnyyae ONONHUTENBHO NULLEH3MPYIOTCS
LleHTp ynpasneHus Dr.Web Enterprise Security Suite (kpome KoHCOMbHbIX ckaHepos Dr.Web).

BapuaHTbl NTULEH3UNA

ba3zoBas KomnnekcHas AHTUBMPYC
nnueHsna 3alunTa Windows 7 /Vista/XP/2000 SP 4 + Rollup 1

u AHTUBUPYC
» AHTULINWOH

Verrmereyy AHTUPYTKUT & AHTMBUMPYC o AHTUBUDYC m AHTUBMPYC m AHTUBMPYC
m AHTMCNaM py
3alUUThI Be6 m AHTULLMMOH AHTULLANON m AHTUWINMOH  ® AHTULLMNWOH
o u - |
6a3oBomn aHTVBUPYC u AHTUPYTKUT u AHTUPYTKUT u AHTUPYTKUT
LDl u ODUCHBIN = bpaHamaysp
KOHTPOnb
m bpaHgmaysp
LleHTp
yrpaeneHus * + + + -

Takxe npoaykTbl Dr.Web Desktop Security Suite (KpoMe KOHCOMbHbIX CKaHEPOB) AOCTYMHbI B COCTaBe
3KOHOMUYHbIX KOMMnekToB Dr.Web ans manoro 1 cpegHero bmsHeca.

NHdopMaums o nporpaMmMHbIx npoayktax Dr.Web ana Windows, Mac OS X, Linux v KoHconb-
HbIX CKaHepax HaxoauTcs B pasgene «Dr.Web Home Security Suite. MpoaykTbl ong aoma». MH-
dopmaums o npoaykte Dr.Web Security Space cootBeTcTBYeT nuueH3mm KomnnekcHas 3awmTa.
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AnTNBMpYC

Y Bac ecTb 4To 3awmath? Y Hac ectb Dr.Web®!

3awuTa arinoBbIX CEPBEPOB U CEPBEPOB NPUNOXEHUN (B TOM YMCSIe TEPMUHASIbHbIX CEpBe-

poe)
Dr.Web ans cepsepos Windows
Dr.Web gons Mac OS X Server
Dr.Web gns cepsepos Novell NetWare
Dr.Web nns cepsepos Unix (Samba)

Dr.Web pns cepeepoB  Dr.Web pgns cepsepos
Windows Unix

Linux c Bepcren sapa
2.4.X 1 BbIle

Windows FreeBSD Bepcun 6.x 1

NT/2000/2003/2008 P .

(32- 1 64-6UTHble C1- i
Intel x86

cTeMbl)

Solaris Bepcun 10 gns
nnatcopmsl Intel x86

Dr.Web gns cepsepos
Novell NetWare

Novell NetWare Bepcum
3.12—6.5

Dr.Web pna Mac OS X
Server

Mac OS X Server 10.4
/1 BblLLe

MporpamMHble npoaykTbl Dr.\Web Server Security Suite MOXHO NprobpecT OTAeNbHO UM B COCTaBe
rpynnbl Dr.Web Enterprise Security Suite. B nocnegHem cnyvae ononHUTENbHO NnLeH3MpyeTcs LieHTp
ynpasneHus Dr.Web Enterprise Security Suite (kpome Dr.Web ans cepsepos Unix).

Dr.Web pns Dr.Web pns Dr.Web ans
cepBepoB cepBepoB Novell cepBebos Unix
Windows NetWare peep

Ba3zoBasi nvueH3uss  AHTVBUPYC
JononHutenbHble KOMMOHEHTbI

UeHTp ynpaBneHusa + aF

Dr.Web pna
Mac OS X Server

+

Takxe Bce npofykTbl Dr.\Web Server Security Suite LOCTYMNHbI B COCTaBe 3KOHOMMWYHbIX KOMMIIEKTOB

Dr.Web nns manoro n cpenHero bm3Heca.



r.-WEB°

AHTMBMPYCHas 3almTa hanioBbix U TEPMUHANbHBIX CepBepOB nog ynpasneHnem Windows,
BK/OYas cepBepbl MPUNOXEHUN

THUBUpPYC Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

BO3MOXHOCTb MCMOMb30BaHMA B OpraHn3aLmax, TpebytoLmMx NOBbLILLEHHOMO YPOBHS Oe3onacHo-
CTW — NPOAYKT MOMHOCTbIO OTBeYaeT TpeboBaHWSAM POCCUIMCKOrO 3aKOHOAATENbCTBA U obnasaeT
ceptudurkatamm coorsetctBng GCTIK n OCB.

Bblcokas Npom3BOANTENIbHOCTb 1 CTabUNBHOCTL PA0OThI.

BbicOoKas CKOPOCTb CKAHWPOBAHWUS MPW MWHUMANbHOW Harpy3ke Ha OMepauMOHHYI0 CUCTEMY,
470 no3gonset Dr.Web naeanbHo yHKUMOHUPOBATL Ha CepBEPAX NPaKTUYECKM N0OON KOH(U-

rypaumm.
becnepebonHas paboTa aHTUBMpPYCa B aBTOMATUYECKOM pexxiMe.

Mbkoe pacnpefenerme Harpy3km Ha hannoByto cUcTeMy cepBepa bnarofaps YH1MKanbHOM TeXHO-
NOTU OTNIOXEHHOW NPOBEPKM PANIIOB, OTKPLIBAEMbIX «Ha YTEHMEY.

MbKas KNMEeHTOOPUEHTMPOBAHHAN CUCTEMA HACTPOMKN — BbIDOP 0OBEKTOB MPOBEPKM, AENCTBINN
C 0BHapY>XeHHbIMW BUPYCaMU MU MOA03PUTENBHBIMU Parinamu.

MpocToTa yCTaHOBKM U aAMUHUCTPUPOBAHMS.
MonHoueHHas 3aLliMTa cpa3y Nocse yCTaHOBKM (C HACTPOMKaMM MO YMOMHaHWIO).

Mpo3payHoCTb — NoapoOHbIe hanbl OTHETa C HEODXOAMMOW AAMUHNCTPATOPY CTENEeHbIO AeTa-
nMsaumm.

MpoBepka TOMOB cepBepa Mo 3apaHee 33JaHHOMY PACMNCAHNIO UMW 3aNPOCy aAMUHUCTPATOPa.

CKaHMpOBaHMe Ha «JIeTy» — HenocpeaCcTBEHHO MPW 3anncu U OTKPbITUK HhanoB Ha cepBepe
C pabounx cTaHUMN.

MHoronoTto4Has noBepkKa.
ABTOMaTNYECKOE OTKJIIOHEHME OT cepBepa CTaHUMM — MCTOYHKWKa Bl/IpyCHOl;I Yrpo3bl.

MrHoBeHHOE OMoBELLEHE AAMUHMCTPATOPA, APYrX NONb30BaTeNewn 1 rpynmn O BUPYCHbIX UHLN-
[JeHTax — Mo 3NeKTPOHHOW noyTe NMbO NyTeM OTMNPaBKM yBEAOMAEHUA Ha MODWNbHLIM TenedoH
NN nengxep.

N30n9uma MHDULMPOBaHHbBIX PanoB B KapaHTUHe.

JleyeHure, BOCCTaHOBNEHME U /1NK yaaneHne hannos 13 KapaHTUHa.
BeneHwe XypHana 4encrBuMmn aHTUBMpPYCa.

ABTOMaTNYeCKMe OOHOBNEHNS BUPYCHbIX Ha3.

MpoLeccop: noaaep>X1BaLLMN CUCTEMY KOMaHZ, i686 1 cTapLue.

OnepaumoHHas cnctemMa: Microsoft Windows Server 2000/2003 /2008 (32- 1 64-01THble Bep-
CUM ONEepPaLMOHHbBIX CUCTEM).

OnepaTtnBHasa Nnamateb: 512 Mb 1 Gonblue.

OnuncaHue;:
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THUBUpPYC Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

AHTUBMPYCHas 3awmnTa paboumx cTaHUUI Nop ynpasneHnem cepBepHbix Bepcnnt OC Mac X

MpoBepka 0OBLEKTOB aBTO3aMycKa, CMEHHbIX HOCUTENen MHPOPMALMK, CETEBBIX U NOMMYECKmNX
AMCKOB, MOYTOBbIX hOpMaToB, (haMOB WM KaTaloros, BKIIOYas yNakKoOBaHHblE M HaxoAsLimecs
B apXMBaXx.

BbicTpoe, NonHoe 1 BbIGOPOYHOE CKaHUPOBaHME.

AHTI/IBI/IpyCHaﬂ NpoBepPKa BPYHHYIO, aBTOMaTn4eckn Ui no 3apaHee COCTaB/IeHHOMY pachnmnca-
HNIO.

3awmTa HacTpoek MoHuTopa SplDer Guard® naponem oT HeCaHKLIMOHUPOBAHHOMO M3MEHEHMS.

MpuMeHeHMe OeNCTBUN NS 3apaXkeHHbIX, MOA03PpUTENbHbIX 0OLEKTOB 1 0OBEKTOB APYroro TMna,
BKJItOYAs NeYeHre, NnepeMeLLeHe B KAPaHTUH M yaaneHmue, B TOM YKCSIe B Cllyvae, ecnu BblOpaH-
HOe paHee AeNCTBME OKa3anoCb HEBO3MOXHbIM.

VickniodeHme 13 NpoBePKM MyTer 1 aliioB Mo 3anpocy Nosib30BaTens.
OBHapy>xeHWe 1 yaaneHve BUPYCOB, CKPbITbIX MO HEM3BECTHBIMM YNAKOBLLMKAMMU.
Perncrpaums BpeMeHu cobbiThs, 0ObekTa NPoBepPKM 1 TUMa BO3AENCTBIS Ha HEro.
3arpy3ka 0OHOBMEHUI aBTOMaTLYeckM (Mo pacnmcaHuio) Unmn no TpeboBaHmIo.

ABTOMaTNYeCKOe ornoBeLllieHne (B TOM YMcie C MOMOLLbIO 3BYKOBbIX YBEAOMIIEHWI) O BUPYCHBIX
COObITUSAX.

M3onaums 3apaxkeHHblX hannos B KapaHTMHE C BO3MOXHOCTbIO 33[4aHWA BPEMEHU XPaHEHWS
0OBEKTOB B KapaHTMHE 1 ero MakcrmMasibHOro pasMepa.

JleyeHune, BOCCTaHOBMEHME UM yaaneHue nepemMellieHHbIX B KapaHTUH 0ObeKToB.
BeneHue noapobHoro otyeta o pabore.

[locTynHOCTb Moaynen B BuAe YTUMUT KOMaHOHOW CTPOKM, C BO3MOXHOCTbIO VX BCTpanBaHUA
B MCMonb3yeMble ans 00cnyxmBaHus cnuctemsl Apple Scripts.

YOOOHbIV LLEHTP yNpaBieHns.

Bbicokas CKOpOCTb CKaHMPOBaHWS.

BO3MOXHOCTb CO3aHUs CODCTBEHHbIX NPOdUIEN CKaHNPOBAHMS.
HapexHas 3almTa B pexunme peanbHOro BpeMeH .
MuHMManbHas Harpyska Ha 3aLMLLaeMylo CUCTEMY.

Manbin pacxof Tpacuka npmv 06HOBNEHNSIX.

Pa3HOObOpa3Hble HACTPOMKM.

MpocToTa ynpaBneHums.

CTUNbHBIA 1 yAOOHBIN MHTepheNnC.

Mac OS X Server 10.4 vnu BbliLLe.

Mpoueccop Intel.

64 MbBb onepaTMBHOW NaMATU.

36 Mb cBoDOOAHOrO MecTa Ha XeCcTKOM AMCKe.

[octyn Kk ceT VIHTepHET: Ans peructpaumm 1 nonyveHns oOHOBNEHUN.

Onwmcanue:
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MBMPYC Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

AHTMBMPYCHas 3alumTa hanioBbiX XpPaHUINLL

[NpoBepKka TOMOB CepBepa Mo PacnmMcaHuo UM 3anpocy aaMUHNCTPATOPA.
MpoBepka «Ha nety» Bcex hanos, NPOXOAALLNX Yepes cepsep.
MHoronoto4Has NpoBepkKa.

BO3MOXHOCTb pPerynmpoBKK CTeneHm 3arpy3km npoueccopa, 4To No3BOJIAET 3adaBaTb MPUOPUNTET-
HOCTb npouecca CKaHMpoBaHNA B CMCTEME.

ABTOMATNYECKOe OTKIIOYEHE OT CepBepa CTaHUMM — NUCTOYHYIKA BUPYCHOW Yrpo3bl.
MpoToKONMPOBaHME NPOBEPKM; yNpaBeHWe AeTann3aLen NpoToKona.

YBefloMeHust 00 0BHaPYXKEHNN MHPULMPOBAHHBIX OOBEKTOB.

JleyeHue, yoaneHve nnu nepemellieHe MHMOULMPOBAHHbBIX OOBbEKTOB B KapPaHTUH.
AAMUHUCTPUPOBAHME aHTUBMPYCa MPY MOMOLLM KOHCOMM CepBepa Un yaaneHHoW KOHCOMU.
BefeHue CTaTUCTUKM CKaHMPOBAHWS U XXypHana AencTBUM aHTUBMPYCa.

ABTOMaTUYeCKMe 0OHOBNEHMS BUPYCHbIX 0a3.

LLnpoyanwwmm cnektp nopaepxnsaembix Bepcut Novell NetWare — o1 3.12 10 6.5.
lNopnep>xka npocrpaHcTea MMeH NetWare.

Bbicokas CKOPOCTb CKAHMPOBAHMS OFPOMHbIX MACCVMBOB [AaHHbIX MPU MUHMMAIbHOW Harpy3ke
Ha onepaLMOHHYIO CUCTEMY.

MpocToTa yCTaHOBKMN.

MbKas KNMeHTOOPMEHTMPOBAHHAS CUCTEMA HAaCTPOVIKM NapaMeTPOB NPOBEPKM 1 AeNCTBUI C 00-
Hapy>KeHHbIMY BPeLOHOCHBIMW OO BEKTAMMU.

Novell NetWare Bepcuun 3.12 — 6.5 ¢ ycTaHOBNEHHbIMY A0NOMHEeHUAMK 13 Minimum patch list.

25 Mb onepatneHoM namsatn + 25 Mb onepatrBHOM NaMSATU Ha KaxkabI AONOAHUTENbHbIN NPO-
LeCC CKaHMPOBaHMSA.

20 MB AMCKOBOro NpPOCTPaHCTBa.

Onuncanue;
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MBMPYC Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

AHTMBMPYCHas 3alumTa hanioBbiX XpPaHUINLL

Bblcokas Npom3BOAMNTENIbHOCTb 1 CTabUNBHOCTL PAOOThI.

BbicoKas CKOPOCTb CKaHMPOBaHMS NMPU MUHUMANbHOM Harpy3ke Ha OnepaLioHHYIO0 CUCTEMY, YTO
nossonset Dr.Web naeanbHo dyHKLMOHMPOBATL Ha cepBepax NpakTuyecki Mmobor KoHburypa-
LMK,

[MbKas KNMEHTOOPUEHTMPOBAHHAS CUCTEMA HAaCTPOMKM — BbIDOP 0OBLEKTOB NPOBEPKM, AENCTBUN
C 0BHapy>XeHHbIMY BUPYCAMU UM NMOLAO3PUTENbHBIMI Darnamu.

OTnM4YyHaa COBMeCTUMOCTb — He KOH(DJ'II/IKTyeT C N3BECTHbIMWN MEXCETEBbIMW 3KpaHaMW A q3a17|no-
BbIMW MOHUTOPaMWN.

Yno6CTBO aIMUHUCTPUPOBAHMS, MPOCTOTa YCTAHOBKM 1 HACTPOMKMU.

MpoBepka TOMOB cepBepa Mo 3apaHee 3aJaHHOMY PACMNCAHNIO UK 3aNPOCy alMUHUCTPATOPA.

CKaHMpOBaHMe Ha «JIeTy» — HeMnocpeaCcTBEHHO MPW 3anncK UM OTKPLITUK DanIoB Ha cepBepe
C pabounx cTaHUMN.

MHOronoTo4Has MnpoBepKa.
ABTOMaTMYeCKoe OTKJIIoYEeHVEe OT cepBepa CtTaHUMmM — MCTOYHKKa BI/IpyCHOI?I Yrpo3bl.

MrHoBeHHOe OMnoBeLLeHNe aAMUHMCTPATOPa, APYrX NoNb3oBaTeNer 1 rpynmn 0 BUPYCHbIX UHLN-
JeHTax — Mo 3NeKTPOHHOW noyTe NMbO NyTeM OTMNPaBKW yBEAOMAEHUA Ha MODWbHbIM TenedoH
NN nengxep.

N30n9uma MHDULMPOBaHHbBIX PanoB B KapaHTUHe.

JleyeHure, BOCCTaHOBNEHME U /UNK yaaneHne hanios 13 KapaHTUHA.
BeneHwe XxypHana 4encrBmMimn aHTUBMpPYCa.

ABTOMaTNYeCKMEe OOHOBNEHNS BUPYCHbIX Ha3.

Dr.Web Daemon (drwebd) Bepcun He Huxe 5.0.

Samba 3.0 u BbiLLe.

AuctprnbyTrBbl Linux, MMetoLLme Bepcuio sapa 2.4.X 1 Bbille.
FreeBSD Bepcunm 6.x 1 Bbille ana nnatdopmsl Intel x86.

Solaris Bepcun 10 gna nnatdopmsl Intel x86.

Onuncanue:
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AHTHBMpYC Y Bac ecTb 4To 3awmath? Y Hac ectb Dr.Web®!

3alwmTa NoYyThl

Dr.Web ons noytoBbix cepsepoB Unix

Dr.Web gns MS Exchange

Dr.Web ons IBM Lotus Domino (Windows, Linux)
Dr.Web ans noytoBbIx cepsepos Kerio (Windows, Linux)

Linux FreeBSD Solaris
Mpopykr Dr.Web  Windows
ansi nnatgopmel Intel x86

Dr.Web ans
MOYTOBbIX
cepBepoB Unix

C Bepcuen aapa

Bepcun 6.X 1 Bbile | Bepcun 10
2.4 .X 1 Bblle P P

Dr.Web ana MS Server 2000 /

Exchange 2003 / 2008
Red Hat Enterprise
Server 2000 / Linux (RHEL) 41 5
2003 /2008 / Bepcum, Novell SUSE

Dr.Web gnga IBM

Lotus Domino 2008 R2(32-u Linux Enterprise

64-01THble Bep- Server (SLES) 9 u
) 10 Bepcum (ToNbko
32-6UTHblE)

Red Hat Enterprise
Linux 4/5; Fedora
Core 7 / 8; SUSE

Dr.Web ans Server 2000 / Linux 10.0, 10.1,
MOYTOBBIX 2003 / 2008 10.2,10.3,11.0m
cepBepoB Kerio XP / Vista / 7 11.1; CentOS Linux

5.2 1 5.3; Debian
5.0; Ubuntu 8.04
LTS

Mo 4naiy 3allmiiaeMbIX nofib3oBaTenemn (OHO HeOFpaHl/I‘-IeHHO).

MocepBepHas NMUEH3NS — Ons MPOBEepPKM HeorpaHMYeHHoro obbema KoppecrnoHAeHLMN
Ha OHOM cepBepe, C YNCNOM 3allMLLaeMbIx Nofnb3oBaTenen He 6onee 3 000.

MporpaMmmMHble npoaykTsl Dr.\Web ans 3almTbl NOYTbl MOXHO NprobpPecT OTAeNbHO UM B COCTaBe
komnnekca Dr.Web Enterprise Security Suite. B nocnegHem cryyae 0oNONHUTENbHO NMULIEH3MPYIOTCA
LleHTp ynpaeneHuns Dr.Web Enterprise Security Suite, AHTCNam 1 SMTP proxy.

COBMeCTHOE MCMNOoMb30BaHME NPOAYKTOB ANS 3aLLUMTbl NOYTbI M AOMNOAHUTENBHOIO KOMMNOHeHTa SMTP
Proxy He TONbKO CYLLECTBEHHO MOBbILLIAET 0OLLY0 6€30MacHOCTb CETU, HO U CHUXKAET Harpy3Kky Ha BHY-
TPeHHMe NoYTOBbIe CepBepPbl U paboyme CTaHUMK.



> Dr.WEB®

AnTNBMpYC

Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

Dr.Web pgna MS Dr.Web pna IBM Dr.Web ans Dr.Web ans
. MOYTOBbIX MOYTOBbIX
Exchange Lotus Domino . -
cepBepoB Unix cepBepoB Kerio
basoBas nuueH3una AHTUBMPYC
JlononHuTenbHble KOMMOHEHTbI
AHTMCnam + + +
SMTP proxy + + + +
LeHTp
ynpasneHus = + + +

Takxe NnpoaAYyKTbl Dr.Web AONA 3allNTbl NOYTbI AOCTYMNHbI B COCTaBe 3KOHOMUMYHbIX KOMIMJ1EKTOB Dr.Web
0519 Manoro v cpegHero Ou3Heca.

AHTUBUMPYCHas 1 aHTUCMaM-3aluMTa MOYTOBOro TpadumKa, NPOXOASALLErO Yepes cepBepbl NOg,
ynpasneHmnem Unix (Linux/FreeBSD/Solaris(x86))

DuUnbTpaLMs NOYTOBbIX COODLLEHWI Ha BUPYChI 1 CMaM.
Pa3bop NOYTOBbIX COOOLLEHWI 1 aHaNN3 BCEX MX KOMMOHEHTOB.

KoppekTHasi 06paboTka OOMbLUNMHCTBA M3BECTHbLIX TUMOB APXMBOB, B TOM YM1C/Ie MHOMOTOMHbIX
1 camopacnakoBblBatoLLMXcs (SFX).

Benble 1 YepHble CrNCKU.

HacTtpaviBaemble yBeAOMMEHMS.

BeneHue CTaTUCTUKN, YHNTbIBAIOLLIEN BCE aCMNekTbl PabOThbl CUCTEMBI.
3alumTa paboTbl COBCTBEHHbBIX MOAYNen OT cOOeB.

Dr.Web ans no4toBbIx cepepoB Unix obnagaet ceptudrkatamm cootsetcteis GCTIK n OCh. 310
NO3BOJISIET NCMOMb30BaTh NPOAYKT B OpraHM3aLmsx, Tpebyloux NoBbILLEHHOro yPoBHSA 6e3onacHo-
CTW, B TOM YMCIe B COCTaBe NMOACKCTEMbI aHTUBMPYCHOW 3aLLTbl MHPOPMALMOHHBIX CUCTEM NEpPCo-
HanbHbIX AaHHbIX (MCMOH) knacca K1. BO3MOXHOCTb apXMBaLm BCEX MOYTOBbLIX COODLLEHNI No-
3BONSET TaKXKE NPVMEHATb MPOAYKT B COCTaBe MHDOPMAUMOHHbBIX CUCTEM KPEAMTHbBIX YHPEXOEHWN.

Insa Hactporky Dr.Web ansa nouToBbix cepBepoB Unix MOXHO NPUMEHSATb NpaBunna. 9T0 3Ha4UTeSb-
HO MOBbILWAET MMOKOCTb NPOAYKTa M BbIFOAHO OTIMYAET €ro OT KOHKYPUPYIOLLMX aHaNoros, Ansa Ha-
CTPOWKM KOTOPbIX MPUMEHSIOTCS CTaTUYecKmne napameTpbl KOHMUIrypaLumoHHoro darina. Gunsrpaums
N V3MEHEHNe COODLLEHM NPOUCXOASAT B 3aBUCUMOCTU OT UMeOLMXCS NonnTKK. MNpy 3ToM agmu-
HUCTPATOP MOXKET 33[1aBaTb OTAeNbHbIE NMpaBuia 06paboTKM He TONbKO AN pa3fvYHbIX Nosb3oBaTe-
newn 1 rpynmn, Ho 1 hakTUYeckm ANs Kaxkaoro niucbMa. bnarogaps asTomy NpoayKT CnocobeH oTBeYaTh
NoObIM KOPNopaTUBHbLIM TpeboBaHWSAM K YPOBHIO MH(OPMALMOHHOM 6€30MacHOCTM, YTO OCODEHHO
BaXKHO B YCIIOBUAX BCTYMNEHNSA B CUIY 3aKOHA O 3aLLMTE NePCOHaNbHbIX JaHHbIX.
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HeTpeb6GoBaTenbHOCTb K KBanupmukauum agMMHUCTpaTopa

HecMoTpst Ha BoraTCcTBO yHKLIMOHaNbHbIX BO3MOXHOCTen, Dr.\Web ana noutoBbix cepeepoB Unix
He TpebyeT ANnTeNIbHOM HAaCTPOWKM Nepes BBeAeHMeM B CTPon. Kpome Toro, OH NOCTaBNSeTCs He ToMb-
KO B BME NPOrpamMMHOro NpofykTa, HO U B COCTaBe MporpaMMHo-anmnapatHoro komnnekca Dr.Web
Office Shield — cepBepa, cnpoekTMpoBaHHOro Ans PabOThl MO MNPUHLMMY «NOCTaBUI 1 3a0bIN».

Bbicokas CKOPOCTb OTK/INKa

TexHOMNors MHOrOMOTOYHOW NPOBEPKM 0DECNEYMBAET BbICOKYIO CKOPOCTb OTKIMKA CUCTEMBI. [TpoBep-
Ka COODLLEeHUI B KaxXA0OM Cly4ae NPOU3BOAMTCS «Ha NETy», NapannebHo ¢ 06paboTKon paHee npu-
HATbIX (DANNIOB. DTO NO3BONSET KOHEYHbBIM MOb30BATENAM MNOMNYYaTh KOPPECTOHAEHLMIO MPAKTUYECKM
MIHOBEHHO.

JlononHuTtenbHble NpenMyLiecTBa aHTucnama Dr.Web:
He TpebyeT oby4yeHusa 1 HadmHaeT 3hhekTMBHO paboTaTb C MOMEHTA YCTAaHOBKM — B OTM4YMe
OT aHTMCMNAMOB, NMOCTPOEHHbIX Ha NCMONb30BaHUN anropuTMa bareca (Panda, Kaspersky);
BblHECEHVEe BepAMKTa CNaM/He Cram He 3aB1CUT OT A3blKa COODLLeHNS ;
No3BOJIAET 334aBaTb Pa3NNYHbIe AENCTBMS A9 PA3HbIX KAaTeropuin cnama;

ncnonb3yet CODCTBEHHbIE HepHble N Oenble CMNCKK, 4TO OeJjiaeT HEBO3MOXHbIM KOMMPOMETaL Mo
KOMMaHuin Hepes 3/10HaMepeHHOe BHeCeHWE NX B CMUCKKM HeXeflaTellbHbIX aOpeCoB;

OONYyCKaeT peKopaHO Manoe KOJIN4eCTBO JTOXHbIX Cpa6aTbIBaHl/II7I;

HY>X[OaeTCq B ODHOBNEHNM He Halle O4HOro pa3a B CYTKN — YHMKaJIbHble TEXHOJIOTMW PaCrno3HaBa-
HKA HeXenaTenbHOW NOYTbl Ha OCHOBE HECKObKMX ThiCsY npasun 130aBnsAOT OT HeO6XOﬂ,I/IMOCTl/I
CKa4MBaTb 4acTble N FPOMO34KMeE 0OHOBEHNS.

3awumTa KoHduaeHUManbHON uHcopmayum

MpOAYKT NO3BOMSET BOCCTAHABNMBATL COODLLEHWS, CITyHaMHO YAaneHHble Nofb30BaTeNsiMm 13 CBOMX
MOYTOBbIX ALUMKOB, a Tak>Ke MPOBOANTL PacciefoBaHWs, CBA3aHHbIE C yTe4Kon MHhopMaLMn. SToMy
CNOCODCTBYET ynpaBreHune KapaHTUHOM Kak Yepe3 BeD-UHTepdENC, Tak 1 Yepe3 creLmanbHyio yTUm-
Ty, @ TaK>Ke BO3MOXHOCTb apXMBaLIMM BCEX MPOXOAALLMX COODLLEHWIN.

YAo6CcTBO aAMUHNCTPUPOBaHUA

BO3MOXXHOCTb MCMONb30BaHWs BeO-nHTepdenca Ans HaCTPOMKM 1 yNpaBneHns NpoayKToM No3Bons-
€T C NIErKOCTbIO OCYLLECTBAATb aAMUHUCTPUPOBAHME 3aLLUMTbI 13 N0OOM TOYKM MUpPa.

OTKpPbITOCTb

Dr.Web gns no4toBbIx cepBepoB Unix MOXET MHTErpUPOBaTLCSA B PELLEHMS OPYrMX Npomn3BogmTe-
nen. Kpome Toro, bnaronaps otkpbiTomy AP| B Hero MoxHo [o006aBuUTb HOBble (hyHKLIMOHaNbHbIEe BO3-
MO>XHOCTW.

BO3MO)XXHOCTb NOAKITIOYEHNA HeorpaHN4YeHHOro Konaun4yYecrea rnjiarmHoB

Dr.Web pgns noutoBbix cepepoB Unix Mo3BonsieT HeorpaHW4eHHO HapallmBaTb (YHKLMOHaMb-
HOCTb, NpuyeM Mobon pa3paboTaHHbIN NnarvH paboTaeT cpasy co BceMu noaaepxmaaemMbiMm MTA.
PeannsoBaHHble MNarunHbi:

Dr.Web — nnarvH aHTMBMPYCHOW NPOBEPKM MOYTbI CPEACTBAMM aHTMBUPYCHOMO ABMXKa Dr.Web;
vaderetro — nnarviH, GUNLTPYOLLMIA NOYTY Ha CNaM Yepe3 coDCTBeHHYO bubnunoTeky Vade Retro;
headersfilter — nnarvH, bUnNLTPyOLLIMA COOBLLIEHMS MO 3aroNoBKaM.

NMoapnepxuBaemsbie OC

AuctpnbyTmeel Linux, nMeloLme Bepcumio sapa 2.4.X 1 BblLLe.
FreeBSD Bepcunm 6.x 1 Bbllle ans nnatdopmsl Intel x86.
Solaris Bepcun 10 gna nnatdopmsl Intel x86.

33 © OO0 «[okTop Beb». Mawn 2013.



5 Dr.WEB?®

AnTNBMpYC Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

Mopgynb Dr.Web SMTP proxy — KoMnoHeHT npoaykTa Dr.Web gns noytoBbix cepBepoB Unix —
MOXeT ObITb YCTaHOBMEH KaK B IeMUNNTapU30BaHHOM 30He (DMZ), Tak 1 BHYTPY NOYTOBOM CUCTe-
Mbl. bnarogaps ToMy, 4TO cepBep NPOBEPKM NMOYTOBbIX COODLLEHMIA MOXET ObITb BbIHECEH B Ae-
MUNTaPU30BaHHYIO 30HY, a NMOYTOBbLIV CEPBEP N30NMPOBaH OT VIHTepHeTa, Aaxe B CJly4ae B3/10Ma
cepBepa 3/10YMbILLNIEHHWK He MOMy4nT OOCTYNa K BaXXHOW A1 KOMNaHWUW MHpopMaLmmn. PelleHne
peanu1syeT NosHyto NPoBepPKY MOYTOBOM KoppecrnoHaeHLMK no npoTtokonam SMTP/LMTP.

CyLLeCTBEHHO MoBbIWaeT O6I_Ll,yPO De30nacHOCTb ceTu;

Oa€eT BO3MOXHOCTb 3Ha4YNTENIbHO YJTyHLWWNTb Ka4eCTBO Cpl/lJ'IpraLI,l/Il/l 3a CHET OTCYTCTBMA OrpaHn4e-
HW, HaKNaAblBAaeMbIX MOYTOBbIMY cepBepamMmn,

CHWXKAET HAlrpys3kKn Ha BHYTPEHHWE MO4YTOBbIE CEPBEPLI U pa6oql/|e CTaHUWnn,
MOBbILLAET CTAbUNbHOCTb pa6OTbI CNCTEMbI MPOBEPKN MOYTbI B LLEJTOM.

3awmTa oT aTtak cnaMmepoB — C nomollbio Dr.\Web SMTP proxy agMUHMUCTpaToOp Nofy4YaeT BO3MOX-
HOCTb OrpaHu4mMBaTb napameTpbl SMTP-ceccun 1 TeM CaMbiM ONpPeaennTb MpPU3Haky CnamMepckom
aTtaku.

MpoBepka nognnHHoctn IP-agpeca — Dr.Web SMTP proxy no3BonsieT OpraHn3oBaTb MPOBEPKY
NOAJIMHHOCTU IP-afpeca 1 3aLLNTUTL KOMMAaHMIO OT Crnama, 3aMackMpoBaHHOIO Mo, He4OCTOBEPHbIM
IP-agpecom oTnpaBuTens.

3awuTa oT atak xakepos — Dr.Web SMTP proxy nossonser 3(hhekTMBHO NPOTUBOCTOATb KaK «Mac-
cBHbIMY» aTakam (Tvna PLAIN, LOGIN U T. A.), Tak 1 aKTUBHbIM aTakam be3 nepebopa no cioBapio.

3awmTa oT cnam-noBywek — DrWeb SMTP proxy no3sonser npoBoauTb MPOBEPKY MOnyyaTens
Ha Crnam-JIOBYLLIKY.

3awmTa OT HEKOPPEKTHO cchopMUPOBaHHbIX NnuceM — Dr.Web SMTP proxy no3sonset 6nokmnpo-
BaTb MNMCbMa C NYCTbIMM MNOMSIMU OTMPABUTENS, HO, B TO Xe BpeMsi, KOPPekTHO obpabaTbiBaTk NMCbMA
OT MOYTOBbIX KIIMEHTOB, KOTOPble HEBEPHO (DOPMUPYIOT MNCbMA.

DKOHOMUS MHTepHeT-Tpaduka — ncnonb3oBaHe Dr.Web SMTP proxy no3Bonsier 3KOHOMUTb UH-
TepHeT-TpaduK 1 ONOKMPOBaTb OTMPABKY BNOXEHWNM OFPOMHOIO pa3Mepa COTPYAHNKAMM KOMMaHWM.

OrpaHunyeHue Open Relays cepBepoB — ec/iv B KOMMNaHNN UMeeTCs MPOV3BOACTBEHHAA HEOOXOAM -
MOCTb OpraHM30BaTb Takow cepBep, C nomollbio Dr.Web SMTP proxy agMUHUCTPATOP MOXET orpa-
HUYUTb CMUCOK OMEHOB, Ha KOTOPbIE paspeLleHa nepechbifika NCeM.

OnuncaHue;
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AHTMBMpPYCHas U aHTUCMaM-NpoBepka TpaduKa, NnepefaBaemMoro Yepes rno4YToBblie cepBepbI
MS Exchange 2000/2003/2007

BO3MOXHOCTb MCMOMb30BaHMA B OpraHn3aLmax, TpebytoLmMx NOBbLILLEHHOMO YPOBHS Oe3onacHo-
CTW, — NPOAYKT MNONMHOCTbIO OTBEYAET TPEDOBAHMAM POCCUINCKOrO 3aKOHOAATENbCTBA U 0OnajaeT
ceptudurkatamm coorsetctBng GCTIK n OCB.

BonbLuve BO3MOXHOCTM MO YCTaHOBKE 1 TOHKOM HaCTPOVIKE B 3aBMCKMOCTM OT NMOTPeOHOCTEN KOM-
NaHUn.

BbicOKas CKOPOCTb CKAHWPOBAHWUS MPW MWHUMANbHOW Harpyske Ha OMepaLMOHHYI0 CUCTEMY,
470 no3gonsiet Dr.Web naeanbHO GyHKLMOHUPOBATL Ha CepBEPaX NPaKTUYeCKM NoOoM KOHPU-
rypaumm.

BCTpOeHHbIV aHTUCNaM, He Tpebytolwmi obydeHns (AenCcTBYeT C MOMEHTa YCTaHOBKM ), KOTOPbIN
CYLLLECTBEHHO CHUXAaET Harpy3Ky Ha CepBep 1 YBENNYMBAET NPOU3BOAMUTENBHOCTb TPYLAa COTPYA-
HMKOB KOMMaHNMN.

BO3MOXXHOCTb pUBTPALMM MO YepHbIM 1 BefbiM CCKaM, YTO NO3BOASET KaK MCKIOYaTb 13 NPO-
BEPKM onpeneneHHble afpeca, Tak 1 yBenn4mBath ee 3pPeKTNBHOCTD.

BO3MOXHOCTb hnnbTpaLmMm No Tmnam arnos, YT NO3BOMSET KOMMNAHUM YMEHbLUNTL 00beM Tpa-
puka.

Hanudme mMexaHn3ma rpynnmMpoBaHuMs, YTo NO3BOMISET 3a[laBaThb Pa3fMYHbIE NapaMeTpbl A1s pas-
HbIX FPYNMN COTPYAHWKOB, a Clef0BaTeNIbHO — CyLLECTBEHHO COKPALLLAeT BBeAeHMe CUCTEMbI aHTU-
BMPYCHOW 3aLLMTbI B CTPOV 1 YNPOLLAET CONMPOBOXAEHME NPOAYKTA.

Bbicokas nMpov3BOAMTENBHOCTb M CTabunbHOCTL pPaboTbl bnarogaps MyHKLUMM MHOTONOTOHHOM
NpOBEpPKU.

YHUKanNbHble TEXHONOMK ODHAPYXXEHNS HEM3BECTHbIX (HOBEWLLINX) YNaKOBLUMKOB 1 BpedoHOC-
HbIX OOBEKTOB.

MONHOCTbIO aBTOMATU3MPOBAHHBIN 3aMyck NPUNOXeHUs (Npuy CTapTe CUCTEMBI).
YnobHas cuctema 0OHOBNEHMIA NMPW MOMOLLIM LLITAaTHOTO NMnaHmpoBLmka Windows.
VcyepnblBatoLLiast OKYMEHTALIMSA Ha PYCCKOM AI3bIKe.

AHTI/IBI/IpyCHaﬂ M aHTUCMNaM-NpPOoBEPKa MOYTOBbLIX COO6LLI,€HVII7I, B TOM HncJie BJIO>KEHHbIX Cpal7IJ'IOB,
«Ha NeTy».

AHTUBUPYCHBIV MOHUTOPUHI COODLLIEHMIA B MOYTOBbIX fLLMKAxX MNOMb30OBaTeneu, a Takxe dannos
B Marnkax ooLero Aoctyna.

AHTUBMPYCHAs MpPOBepKa TPAH3UTHOrO MOYTOBOrO MOTOKA, MPOXOAALLero Yepe3 cepsep MS
Exchange.

JleyeHne NHOUUMPOBAHHbIX HaNNOB.
pynnvpoBaHme nonb3osateneun npm nomoLum Active Directory.

CKkaHMpPOBaHMe C NMPUMeHeHWeM 3alaHHbIX MapPaMEeTPOB: BbIOOP MakCMManbHOro pa3mMepa 1 T1-
NOB NPOBEPSAEMbIX 0OBEKTOB, AENCTBMI (B TOM YMcTe 1 Ansa halnos, He NoaAaloLLMXCa NPoBep-
Ke), a Takxe cnocoboB 06paboTKM NHPULIMPOBAHHbLIX 0OHEKTOB.

ﬂ,eTeKTl/IpOBaHI/Ie BpPpeOOHOCHbIX 00ObeKTOB B MHOTOKPATHO 3aapPXNBMNPOBAHHbIX cpalhnax.

MpUMeHeHMEe Pa3NNYHbIX AEUCTBUN B 3aBMCMMOCTM OT BMAA CMamMa, BK/OYAsA nepemelleHme
B KapaHTVH 1 JobaBneHve npedukca Kk TeMe nucbMa.

B cnydae HeobxoaMMOCTM — f00aBeHME NPOM3BONbHBIX TEKCTOB K OTCbIfIaeMbIM MACbMaM.
3onaumsa MHPUUMPOBAHHBIX 1 MOA03PUTENbHBIX (haNoB B KapaHTUHE.
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YBeOMAeHME aAMUHNCTPATOPA UMK APYrMX NOMb30BaTeNen 0 BUPYCHbIX MHLUMOEHTAX.
BeneHwe ctaTUCTUKK paboTbl KOMMeKca.
ABTOMaTMYeCcKMe 0OHOBNEHNS.

CucremHble TpebGoBaHuA

Mpoueccop: MrHUMYM — Pentium 133 MIL,; pekomeHayetcs — Pentium 733 MILL.
O3Y: 256 Mb (pekomeHayetcsa 512 MB).
CBobOAHOE AMckoBoe NpocTpaHcTBo: 20 MB ans yctaHoBku; 50 MB ans >XypHana coObITui.
MS Exchange Server 2000/2003/2007.
& Mone3Hble CCbIJTIKU

Onucanue: http://products.drweb.com/exchange

Dr.Web ansa IBM Lotus Domino

AHTMBUPYCHaa 1 aHTUCNaM-3awmTta nnatgopmel IBM Lotus Domino nog ynpaBneHuem
Windows un Linux

Mpemywecrea
MuHuuMmanbHas COBOKYIMNHasi CTOUMOCTb

Dr.Web ans IBM Lotus Domino paboTaeT He TonbKo Ha OTAeNbHO CTOSALLMX CepBepax, HO 1 Ha partitions-
cepBepax 1 knacrepax Lotus Domino. Konunm aHTMBMPYCOB Ha pa3Hbix pasdenax AencTByOT B NaMsaTh
KOMMbloTepa aBTOHOMHO, MCMosb3ys obLime 6a3bl 1 UCMoNHsAeMble dhanibl. B 3Tom cnydae nuueH-
31POBaTb HEOOXOAMMO TONbKO OfAHY KOMMUIO, YTO CYLLIECTBEHHO CHUXAET 3aTpaTbl Ha aHTUBUPYCHYIO
3aLUMTY.

Ready for IBM Lotus software

Dr.Web gnsa IBM Lotus Domino BHeceH B kaTanor pelenuin IBM Lotus Business Solutions Catalog
N nMeeT 3Hak Ready for IBM Lotus software. 10T 3Hak NMOATBEPXAAET COBMECTMMOCTb MPOAYKTa
c cuctemom Lotus Domino 1 cBNOETeNbCTBYET O BbIMOIHEHNN BCeX TPeOOBaHMIM Ha cOOTBETCTBME IBM.

BbicoKasi CKOPOCTb CKAHUPOBaHUS

OpraHu3zaums cuctembl Dr.Web ons IBM Lotus Domino, ocobas peanvsaums MeToaa NnpoBepKM 1 BO3-
MO>HOCTb FMOKO YNpPaBnsTb 3TVM NPOLIECCOM MO3BONNIM LOOUTLCS BbICOKOM CKOPOCTU CKaHMPOBa-
HMSA NPKX ManoM NoTpedneHn CUCTEMHbIX PeCcypCoB.

MpocToTa yctaHOBKM 1 rMGKOCTb HacTpoek

MpenycMoTpeHo aBTOMAaTU3MPOBAHHOE U Nerko KOHTponMpyemMoe pa3sepTbiBaHue Dr.\Web ana IBM
Lotus Domino. MporpaMma Noanep>XmMBaeT aAMUHNCTPATUBHbIE CKPUMTLI N UMEET NOAPOOHYIO [OKY -
MeHTauuto. YOo0CTBO ynpaBneHus KOMMNIekcoM obecnedmBaercs 6J'|aro,uapﬂ BO3MOXHOCTW TMOKOro
KOHCDVIprl/IpOBaHVIFI 4yepes KOHCOMb aAMUHUCTPaTopa. CpeacTBa «TOHKOM» HACTPOWIKW anropmtMOB
LeVCTBU aHTUBKPYCa MO pe3ynkraTaM NpoBepKy NMo3BOSIOT OTChINATh yBEAOMIIEHMUS 00 OOHapyKeH-
HbIX BMPYCax OTrNpaBUTeNto, Nony4aTenaM v aoMUHUCTPaTOPaM CUCTeMbl, COXPaHATb 3aronoBKK Mo-
NYYeHHbIX NMOYTOBbIX COOOLLEHUI 1 BNIOXEHWS K HAM U T. A1,

YA006cTBO agMUHNCTPUPOBAHNSA
MexaHW13Mbl rpyNnMPOBaHNUS 1 yNpaBeHne rpynnamMiy 3Ha4UTeNIbHO YNPOLWAOT aAMUHUCTPUPOBA-
He aHTUBMPYCHOW 3aLLUTbI.
KnioudeBble pyHKLUMN

MpoBepka 1 PUNLTPaALMSA MOYTOBbLIX COODLLEHNI 1 BCEX MX KOMMOHEHTOB Ha BMPYCbhl, CNaM U He-
XenaTtesibHble COODLLEHNS «Ha NETY» UK NO 3aaHNI0 aAMUHUCTPATOPA.
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OuUnbTPaLMSs NOYTbI Ha CNaMm, B TOM HY1C/e MO YepHbIM 1 BenbiM Crinckam afipecos.
MpoBepka AOKYMEHTOB B 33[iaHHbIX Nsf-Da3ax Ha Hannymne BUPYCOB.

MpoBepka 0ObEKTOB MO TPEOOBaHMIO NPY MOMOLLM DYHKLMM PYHHOTO 3amnycka 1 OCTAHOBKM 3a4ad
CKaHepa.

Pa30op MoOYTOBbLIX COODLLEHMI C BblAeNeHMeM BCeX KOMMOHEHTOB NMMUCbMa [N Noc/eyoLLero
aHanmsa.

JleveHne MHDULIMPOBAHHBIX MOYTOBbLIX COODLLEHNI 1 BNOXKEHHbIX B HUX (halnoB.
[leTekTMpoBaHMe BPefOHOCHbIX 0ObEKTOB B MHOIOKPATHO 3aapXMBMPOBaHHbIX (alinax.

icnonb3oBaHve MexaHuM3Ma O6Hapy>KeHI/Iﬂ BPeOOHOCHbIX MPpOorpaMm, CKpbITbIX HEN3BECTHbIMW
YyNaKoBLLUMKaMK.

icnonb3oBaHMe AONONHNTENIbHOW TEXHOMOMM ODHAPYXKEHUS HEN3BECTHbIX BPeAOHOCHbIX 00b-
eKTOB, KOTOpasi YBeNM4MBaET BEPOSTHOCTb OOHAPYXKEHWS BUPYCOB HOBEMLLMX TUMOB.

XpaHeHe NHPULMPOBAHHbIX 1 MOA03PUTENbHBIX OOBEKTOB B KapaHTMHE ([0CTyn K nepemeLlleH-
HbIM B KapaHTMH 00bekTaM OCyLLecTBfeTCs Yepes KnneHT Lotus Notes).

YBenoMneHus o pesynsratax NPoBepkM Npm NOMOLLM LWabMoHOB, OMMCAaHHBIX B CUCTEME, YTO MOo-
3BONSET afipecataM, aAMUHUCTPaTOPaM M ApyruM nuuam nonyvats MHGOPMaLMio B MakCUManb-
HO yOooOHOM BUae.

BeneHne cTaTUCT1KM paboTbl CUCTEMBI.
3alumTa paboTbl COBCTBEHHbBIX MOAyNen oT cOoeB.
ABTOMaTMYeCKe ODHOBIEHWSA.

NMopnepxuBaemsbie OC

Bepcus ons Windows: Windows Server 2000,/2003/2008/2008R2 (32- 1 64-01THble Bepcn).

Bepcusa ons Linux: Red Hat Enterprise Linux (RHEL) 4 n 5 Bepcun, Novell SUSE Linux Enterprise
Server (SLES) 9 1 10 Bepcun (Tonbko 32-0UTHble).

% MNone3Hble CCbUJIKU

Onucanume: hitp://products.drweb.com /lotus
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Dr.Web ans no4ytoBbix cepBepoB Kerio

AHTUBMPYCHas NpoBepKa BIIOXEHU BCeX MOYTOBbIX COOOLEHNI, NepefaBaeMbIX MO NPOTo-
konam SMTP/POP3

Mpemywecrea
= [peKkpacHas COBMECTUMOCTb C MOYTOBLIMU cepBepamMu Kerio, NMoATBepXKAeHHAs TeCTUPOBAHMS -
mMu Kerio Technologies.

= DrWeb — eqMHCTBEHHbIN Ha CErOAHSAWHWIM feHb POCCUNCKMUIA aHTUBUPYCHbIM MarvH Ans noy-
TOBbIX cepBepoB Kerio, 4To 0COOEHHO BaXkKHO MpU NMOCTaBke MpoaykTa rocyfapcTBeHHbIM npef-
NPUATUSIM.

= Jlokanm3oBaHHas nogaep>xka nonb3oBaTenen, B Poccn — Ha PYyCCKOM A3blKe.

= MuHMManbHoe BpeMs [0CTaBkM COOOLLEHUI 1 NOBbILWEHHAs HAleXKHOCTb NMPOAYKTa 3a CHET UC-
NOSIb30BaHNSA TEXHONOMMN MHOMOMOTOYHOM NPOBEPKM.

LLlagauime cncreMHble Tp66OBaHI/IF| N OTCYTCTBME Halrpy3kn Ha JIOKaJIbHYIO CETb.

n  [MOKasa KNMEHTOOPUNEHTUPOBAHHAA CUCTEMA HACTPOMKM: BbIOOP 0OBEKTOB NPOBEPKM 1 AENCTBUM
C 0BHapY>XeHHbIMW BUPYCaMU UIU MOA03PUTENBHBIMU (arinamu.

= Bo3MOXHOCTb BbIDOpa AencTBUN ANs halnos, He NOAAAIOLWMXCS NMPOBEPKE.
m  YnobHoe ynpaBneHme 13 KOHCONM afMUHNCTPUPOBAHKS NOYTOBOrO cepaepa Kerio.

KnioudeBblie pyHKLUMN
= [lpoBepka arnoBbIX BIOXEHUI BCEX BXOAALLMX N UCXOAALLMX INEKTPOHHbIX COODLLEHMN.

NMoanepxnBaemsbie OC

m Bepcna gna Windows: Microsoft Windows 2000/XP/Vista/7, Microsoft Windows Server
2003/2008/ (32- 1 64-6UTHble BepCcUN).

= Bepcuma ong Linux: Red Hat Enterprise Linux 4 /5; Fedora Core 7 / 8; SUSE Linux 10.0, 10.1, 10.2,
10.3,11.01 11.1; CentOS Linux 5.2 1 5.3; Debian 5.0; Ubuntu 8.04 LTS.

& Mone3sHble CCbINIKU

Onucanwe: http: //products.drweb.com/mailserver /kerio
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) Dr.\Web Gateway Security Suite

3almTa NoYToBbIX U MHTEPHET—LLUIIO30B

Dr.Web ans nHtepHet-wnto3o8 Unix

Dr.Web ans nHtepHet-wnto3o8 Kerio

Dr.Web ans MIMEswepper
Dr.Web ons Qbik WinGate

MNopnepxvBaemsbie OC

C Bepcmen sapa

Bepcummn 6.X 1 Bbile Bepcun 10
2.4.X v BbllLe P P

2000 / XP /
2003 /2008 /7

2000 Server SP4
nNu Bbilwe /Server
2003 unu BbiLLe

Vista / Server
2008 / Server
2003 / XP / 2000
(32- 1 64-0OuUTHbIE
cncTeMbl)
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Y Bac ecTb YTO 3awmiLaTh? Y Hac ectb Dr.Web®!

JinueHsuposaHue Dr.Web Gateway Security Suite

Buabl nMueH3un

= [lo 4naiy 3alliiaeMbIX nofib30oBaTenemn (OHO HeOFpaHI/I‘-IeHHO).

= [locepBepHas NULEH3MS — ANa NPOBEpPKM HeorpaHMyeHHoro obbemMa Tpaduka Ha OAHOM cepBe-
pe, C YMCIIOM 3allimiiaeMblx nonb3oBaTtenen He bonee 3 000.

MporpaMmMHble NpoaykTbl Dr.\Web ang 3alimTbl WMo308 MOXHO NPMODPecT OTAEeNbHO UK B COCTa-
Be komnnekca Dr.Web Enterprise Security Suite. B nocnegHem cnyyae 4ONOMHNTENbHO NNLEH3NPYIOT-
ca LleHTp ynpaBneHns Dr.Web Enterprise Security Suite (Tonbko ans Dr.\Web ans nHTepHeT- w0308
Kerio) n AHTcnam (Kpome nHtepHeT-wmo3o8 Unix u Kerio).

BapuaHTbl NIMLIeH3UN

Ezll;le::rn_ﬂ szze::r"_ﬂ Dr.Web ona Dr.Web ansa
P . p . MIMEsweeper Qbik WinGate
wno3oB Unix wo30B Kerio
ba3zoBas
AHTUBMPYC
NULEH3USa

JononHutenbHbie KOMMOHEHTbI
AHTMCNAam + +

LleHTp ynpaBneHus +

Tak>xe npoaykTbl Dr.\Web ans 3almTbl LWO30B AOCTYMHbI B COCTaBE SKOHOMUWYHbIX KoMMekTos Dr.\Web
[N Manoro 1 cpenHero brsHeca.
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Dr.Web ans nHrepHeT-wmo30B Unix

AHTMBUpPYycHas npoBepka HTTP- n FTP-Tpaduka, npoxoaswero 4epes KOprnopaTuBHbIN
MHTEPHET-LII03 — MPOKCHN-CepBep

KmoueBblie hyHKUUMN

AHTMBUMpPYCHasa nposepka FTP- n HTTP-Tpaduika.

LleHTpanu3oBaHHOe ynpaBneHWe 4epe3 Beb-agMuHUCTpaTop LleHTpa ynpaeneHus Dr.Web
Enterprise Security Suite.

Ounbrpaums gocryna no MIME-Tuny 1 pa3mepy ¢annos 1Ny N0 HAa3BaHWMIO XOCTa.
PerynmpoBaHue AoCTyna K Beb-pecypcam.

OnTrMM3aLMa NPOBEPKM TpadrKa 3a CHET MCMONb30BaHMS TEXHONOMMK Preview.

Pabota kak ¢ npoTokonoM IPv4, Tak 1 C NpOTOKONOM CllefytoLero nokoneHuns IPve.

MpoBepkKa 1 NPUMEHEHVE PA3NNYHbIX ENCTBMI B 3aBUCMMOCTY OT TUMOB NPOBepsAeMbIX (hanos.
N3onaums 3apaxkeHHbIX 0ObeKTOB B KapaHT/HE.

MpenocTaBneHne OTYETHOCTM B yIOOHOM BUE.

ObpaboTka HeCKOMbKMX 3aNpOCOB B XOe OAHOr0 COeANHEHMS.

3allmTa OT HeCaHKLVOHVPOBAHHOMO A40CTYMa.

MOHUTOPWHT 1 aBTOMATUYeCKOe BOCCTaHOBEHMe paboTbl CUCTEMBI.

OnoBelLLeHMe Nosb30oBaTeNs O MomMbITKax 3arpy3ky BPeAOHOCHOM CTpaHWLbl U 00 obHapyxe-
HUW BUPYCa.

Mpemywecrea
SddekTmBHasA bunsTpauma Tpaduka Ha yposHe ICAP-cepBepa — npakTnyecky be3 3amenneHns
CKOPOCTW AOCTaBKM KOHTEHTA.
Bbicokas MacluTabunpyemMocTb.
CnocobHoCTb 00pabaTbiBaTh MMraHTCKME MacCkBbl MH(DOPMALIMK B peXMME PearnibHOro BpeMeHMU.
3Ha4YUTENBHOE CHIXKEHWE 3aTpaT Ha MCNOob30BaHKVe CeTu VIHTepHeT.

OTnM4yHaa COBMeCTUMOCTb — MHTErpauna c nobbIM nporpaMMHbIM o6ecr|equ|/|eM, nogaep>Xxm-
BatOoLWNM |CAP-ﬂpOTOKOﬂ, CO BCEMW N3BECTHBbIMW MEXCETEBLbIMWN 3KPaHaAMI.

HeTpeboBaTenbHOCTb K CUCTEMHbBIM pecypcam.
MMOKOCTb 1 yAoOCTBO afAMUHNCTPUPOBAHMS.

NMopnepxxuBaemsbie OC

Linux c Bepcmen sapa 2.4.x 1 BblLLe.
FreeBSD Bepcumn 6.x 1 Boile (ansa nnatdopmsl Intel x86).
Solaris Bepcun 10 (ons nnatdopmbl Intel x86).

JTioDble NpoKcK-cepBepbl, MONHOLEHHO noaaepxxunaatoLme npotokon ICAP, B 4HaCTHOCTU:
Squid He Huxe 3.0.
Shweby He Hmxe 1.0.
SafeSquid He Huxe 3.0.

% Mone3Hble cCbINKU

OnucaHwe: http://products.drweb.com /gateway /unix
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Dr.Web ana nHrepHeT-wno30B Kerio

AHTUBUpPYCHas NpoBepka Tpadwuka, nepegasaemoro no npotokonam HTTP, FTR, SMTP n POP3,
a Takxe nocpeacteom Beb-cepsuca Kerio Clientless SSL VPN

Dr.\Web ans vHTepHeT-1LM0308 Kerio — aHTUBMPYCHbBIV NArviH, KOTOPbIA NOAKTIOHYAETCA K MexXceTe-
BOMY 3kpaHy Kerio. OH MHCTaNNMpPyeTCs Ha TOT Xe KOMMbtoTep, rae ycTaHoBneH, Kerio, 1 ncnonb3yetcs
nocneaHNM B Ka4ecTBe BHELLIHEro aHTUBKWPYCHOMO NPOrpamMMHOro obecrnevyeHms.

Mpemywecrea
HagexxHas 3awmTa OocCTyna B |/|HTepHeT KakK O0J1d 4acCTHbIX I'IOJ'Ib3OBaTeJ'IeI7I, TakK 1 Ond KOMMaHUN
moboro pPa3Mepa 1 poda AeATENbHOCTA.

YOo0CTBO aAMUHNCTPUPOBAHMS — BO3MOXHOCTb MOMy4aTh COOOLLEHMS 000 BCEX BUPYCHBIX UH-
LMOEHTax Kak Yepes noYtoBble yBeAoMIIeHns, Tak U Yepes CMC.

MUHMManbHoe BpemMa 0OCTaBKU COO6LL|,eHI/II;I 3a C4eT MHOMOMOTOYHOW MnpoBepKN.

KmoueBble hyHKUUMN
[leTekTMpoBaHMe BPedOHOCHbLIX 0ObLEKTOB, NMepedaBaeMbix Mo npoTtokonam HTTP FTP, SMTP
n POP3, a Takxxe nocpeactsom Beb-cepsuca Kerio Clientless SSL VPN,

[etekTpoBaHMe MHMULIMPOBAHHBIX BNOXEHWUN B 3NEKTPOHHbIX MUCbMax [0 1x 0bpaboTku no-
YTOBbIM CEPBEPOM.

CDOpMVIpOBaHI/Ie CMncCKa rnpoeepaeMbIX MPOTOKOJ10B obmeHa OaHHbIMW.

CKaHMpOBaHMe C BO3MOXHOCTbIO HACTPOWMKM NapaMeTpoB: BbIOOP MaKCKMMabHOro pa3mepa, Tu-
NOB NPOBEPSEMbIX 0ObEKTOB, COCOHOOB 0OPABOTKM NHDULMPOBAHHbLIX aNOoB.

MprMeHeHe 0encTBU K 0OHapYy>KeHHbIM yrpo3aM COrnacHo HacTponkam Kerio.
BkJlo4eH e /oTKIoYeHMe LeTeKTUPOBaHNS BPeLOHOCHbLIX MporpaMM (Mo nx Tmnam).

Perncrpaums oWwmboK 1 NPOUCXOAsLLMX CODbITUI B XXypHane perucrpaumm cobbituin (Event Log)
1 TEKCTOBOM XypHarne.

ABTOMaTMYeCKe 0OHOBNEHMUSA BMPYCHbIX 0as.

CucremMHble Tpe6oBaHuNA
He meHee 40 Mb cBoboOAHOroO AMCKOBOIO NPOCTPAHCTBA.
OnepauwmoHHas cncrema Microsoft Windows 2000/XP/2003 /2008 /7.
MexceTteBom 3kpaH Kerio 6 1nm bonee no3aHss Bepcus.

% Mone3Hble CCbINKN

OnucaHwe: http://products.drweb.com /gateway /kerio
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Dr.Web ana MIMEsweeper

AHTUBUMPYCHasa N aHTUCNaM-3aLlmTa NOYTOBOro Tpaduka, NPOXOAsALLEro Yepes cepBepbl KOH-
TeHTHoM dunbTpaumm ClearSwift MIMEsweeper

Mpemywecrea

MpocToTa ycTaHOBKM N HACTPOMKN

BctpoenHble B Dr.\Web ansg MIMEsweeper cpeacTBa KOHDUIypaLMm — MacTepa co3aaHns cLeHapu-
eB — MO3BOJAIOT aBTOMATU3MPOBAHHO CO3[aBaTb HaVMbonee COBpeEMEHHbIE CLIEHapWM MPOBEPKN CO-
obueHnn (Tnn 1 no knaccudukaumm ClearSwift).

CoBmectumoctb ¢ DEP

Dr.\Web ana MIMEsweeper noagepXyBaeT TEXHONOMMIO NPefoTBPALLEHNS BbINOMHEHMUS OAHHbIX
(Data Execution Prevention, DEP), koTopast No3BofsieT AOMOMHUTENIbHO NPOBEPSATh NaMsATb 1 NPeoT-
BpallaTh 3anyck kKoaa. bnarogaps 3ToMy Nonb30oBaTeNsiM He HY>KHO MeHsATb pexxinM paboTbl DEP — Bpe-
[LOHOCHbIE MPOrpaMMbl He CMOTYT BOCMOMb30BaTbCS MeXaHM3MOM 00paboTkm nckoyeHunin Windows.

MbGKue HacTponkm

Mpw 0OHapPYXeHWM MHDULMPOBAHHOIO 0OBbEKTa NNarvH MbITAeTCs BbINEYUTb ero UK Cpasy yaanser,
ecnv onuus nedyeHms He BbibpaHa. ECiiv K no4ToBOMY COOBLLEHNIO NPUKPENSIEHO HECKONBbKO harios
NN apXMBOB, NNarnH 0be3BPeXMBAET TONbKO 3apakeHHble BNOXeHKs. Mpy obHapyXeHuM BMpyca
B TeNe NMCbMa KOHTEHTHbIV PUILTP NepemeLlaeT NMcbMO B KapaHTUH. «HucTele» nnceMa, dannbl
M apX1Bbl NEPEeaatoTCa nosyyaTtenio 0e3 n3MeHeHUn. BpeloHOCHbIE NCbMa, KoTopble nnaruH Dr.\Web
He MOXET HENTPaNM30BaTb, MOMEYAOTCA U MO YMOMYaAHWIO MepPEeEMELL,AIOTCSH B KapaHTUH.

KmoueBblie hyHKUUN
[MpoBepKa NOYTOBbLIX COODLLEHUI U UX BIOXEHWI, BKITIOYas apXmBbl, A0 1MX 00paboTKM MOHTOBbLIM
cepBepoMm.
JleveHne MHDULMPOBaHHbBIX 0OBEKTOB.
N3onaums MHPUUMPOBAHHBIX 1 NOA03PUTENbHbIX (DAVOB B KAPaHTUHE.
DunbTpaums NO4Tbl Ha CNaM, B TOM YK1CIe C UCMOMb30BaHMEM HYEPHbIX 1 BefbIX CMUCKOB.
BefeHwue cTaTuCTMKm paboTbl KOMMEKCa.
ABTOMaTUYeCKMe OOHOBNEHMS.

CucremMHble Tpe6GoBaHNSA

MecTo Ha XecTkoMm ancke He meHee 35 MbB cBOOOIHOIO AMCKOBOrO NPOCTPAHCTBA.

OC Windows 2000 Server ¢ naketoMm 0bHoBneHus 4 (SP4) unu seiwe, nnu Windows Server 2003
nnu Gonee No3aHas Bepcus.

MoyToBbIV KOHTEHTHbIM uneTp ClearSwift MIMEsweeper™ for SMTP 5.2 unu Gonee no3nHss
BEpCUS.

% Mone3Hble CCbINKN

OnucaHue: http://products.drweb.com /mimesweeper
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Dr.Web pna Qbik WinGate

AHTUBUPYCHas U aHTUCNaM-NpoBepkKa Tpaduka, nepegasaemoro no npotokonam HTTP/
POP3/FTP npokcn-cepeepa n SMTP-cepsepa Qbik WinGate

KmoueBblie hyHKUUMN

AHTUBMPYCHAs U aHTCMAM-MPOBepPKa MOYTOBbLIX COODLLEHUI, NnepefaBaeMblx Mo MPOTOKONaM
SMTP n POP3, BKk/to4asi NpOBepPKY BIOXEHHbIX (hanios.

AHTUBMPYCHasA NpoBepka MannoBs 1 faHHbIX, NepefaBaembix no nportokonam HTTP v FTP.
JleveHne NHDUUMPOBaHHBIX hannoB, NepefaBaemMblx No nportokony HTTP.

XypHan perucrpaumm cobbITUN.

CobcTBeHHasn NaHenb ynpaBnenus 1 MeHeaxep KapaHTVHa.

ABTOMaTMYeCKMe 0OHOBNEHWS BUPYCHbIX 0a3.

Mpemywecrea

K3

Dr.Web ana Qbik WinGate — eqnHCTBEHHbIV Ha CErOAHSALLIHMI AeHb NMOMHOCTbIO PYCUMULIMPOBAH-
HbIV nnarvH ong Qbik WinGate.

Tonbko Dr.Web ans Qbik WinGate nmMeet kak OKyMEHTaLMIO, Tak 1N TEXHUYECKYo NOAAepXKKY He-
NOCPeaCTBEHHO OT NMPOU3BOAUTENS.

B oTnum4me oT KOHKYPUPYIOLLIMX aHANOroB, MPoayKT KOMMaHnK «JokTop Beb» nMeeT BO3MOXHOCTb
aHTUCNaM-dunbTpauMn. IHhEKTUBHBIN 1 KOMMAKTHbIM MOAYSb aHTCNaMa He TpebyeT oby4ye-
HMS, NO3BONSET 33[aBaTb Pa3NNyHble OENCTBUA ANS KAXOO0OW 13 Tpex npeayCMOTPEHHbIX Npo-
rpaMMOom KaTeropmii Crnama, a Takxke Co3[aBaTb HYepHbIV 1 Oenbli CMUCKM 3NEeKTPOHHbIX aJlpecoB.

Hannume He mMMeloLeN aHanoros Yy OPYyrnx Npon3BOAUTENEN LOMNONHUTENbHOW TEXHOMOMM
0OHapyXXeHWs Hen3BeCTHbIX BpedoHOCHbIX 06bekToB (Origins Tracing), B TOM YMcie B apXMBax
C HeM3BECTHbIM (HOPMATOM.

NMone3Hble CCbNKMN

Onucanwe: http://products.drweb.com /gateway /gbik
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e

> Dr.Web Mobile Security Suite

3awmTa MOOUNBbHbBIX YCTPOMCTB
m  Dr.Web gns Symbian OS

= Dr.Web ong Windows Mobile
= Dr.Web gna Android

AHTMBUPYC + AHTUCNaM  AHTUBMPYC AHTUBMPYC

-— =+ -—

Windows Mobile 2003 /

Symbian Series60 2003SE/5.0/6.0/ Android OS: 2.1-4.2
6.1/6.5
- + +
+ + +
+ + +
- + +
+ + +
+ + +
+ - -
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+ +
+ +
+ +
+ +
+ +

JinyensunposaHue Dr.Web Mobile Security Suite

Dr.Web ons 3alwimTbl MOOUABHBIX YCTPOWCTB  NIMLLEH3MPYETCS MO YMCY 3aLUMLLaEMbIX MOOUIbHbBIX
YCTPOWUCTB.

BapuaHTbl NIMLEH3VN

m AHTMBUPYC + AHTUCNAM m AHTMBUPYC + AHTUCNAM
u AHTMBMPYC + AHTUCNaM + = AHTVBMPYC + AHTVCNaM m AHTVBUPYC + AHTUCNaM +
LleHTp ynpaBneHns LleHTp ynpaBneHns

Dr.Web ana Windows Mobile MoxHO nprobpecTi oTAeNbHO MW B COCTaBe rpynnbl npoayktos Dr.\Web
Enterprise Security Suite. B nocnegHem cfiydae OONONHUTENbHO NULEH3MpyeTcs LieHTp ynpaBneHus
Dr.Web Enterprise Security Suite.

Tak>ke npoaykTbl Dr.Web ans MobunbHbIX YCTPOMCTB AOCTYMHbI B COCTaBE 3KOHOMUYHbLIX KOMMJIEKTOB
Dr.Web ans manoro 1 cpegHero busHeca.

CneumanbHoe npepno)XxeHvie

becnnaTtHaa nuueHsma Ha Dr.Web Mobile Security Suite npegoctaBnsieTcs 3aperncTpMpoBaHHbIM
nonb3oBatenam Dr.Web Security Space n AHTrBMpyc Dr.\Web.

% NMone3Hble CCbINKN

OnucaHwe: http://products.drweb.com /mobile
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i

Dr.Web Retail Security Suite.
MpoaykTbl ANA PO3HULbI

KomnnekTtbi Dr.Web

B coctaB KOMMNNEKTOB BKJTOHEHDI npoAYKTbl Dr.Web ANA 3allnTbl BCEX TUTOB 0ObEKTOB.

BAYKHO! Ha kKoMnnekT He pacnpoCTpaHSIoTCA HKaKMe CKUOKM, B TOM 4MUclie Ha npogfieHne. Yro-
Obl NPOAOIKNTE MOMb30BATLCS KOMMIEKTOM, HEOOXOAMMO NPUOOPECTM HOBYIO NNLEH3MIO 33 MOJTHYIO
CTOMMOCTb. [TpefocTaBnfeTcs CKMAKa Ha NPOANeHME Npu nepexone C KOMMJIeKTa Ha OTheNbHble MPo-
AykTbl Dr.\Web.

KomnnekT Dr.Web «YHuBepcanbHbIin»

JocTynHas KoMnneKcHas 3awuTa enterprise-knacca gns npeanpusaTMn Manoro u cpegHero
MacluTaba

Hebonbluve KOMMNaHMK 3a4acTylo He WMMEeKT BO3MOXHOCTM BbIOENNTb 3HA4MTeNbHble CPeaCTBa
Ha KOMMeKCHYI0 MHDOPMALMOHHYIO 3aLLMTY. IMEHHO Ha HUX paccimTaH komnnekT Dr.Web «YHuBep-
CanbHbINY» — 3KOHOMUYHOE NpeasiIoxXeHne ana opraHmsaumm ¢ Yucnom MK ot 5 go 50.

[Monb3oBatenu
3awuaemble [Monb3oBatenu MobunbHble
Paboune cTaHumm CepBepbl MOYTOBbIX W _
06beKTbl noYyThI yCTpOnCTBa
VIHTEPHET- L0308
KomnnekcHas AHTUBKPYC +
JNnueHsnsa AHTUBUPYC Py AHTUBUPYC AHTUBUPYC
3awmra AHTUCNAM
PaBHsieTCS KONK-

PaBHsieTCS KONK- - PaBHsieTCS KONK-
KomnnekTauus Ot 5 no 50 1 - YecTBy CTaHLMN -
YecTBY CTaHLMM (oT 25) YecTBY CTaHLMM

% NMone3Hble CCbINKM

Komnnektsl Dr.Web: http: //www.drweb.kz /products /complects
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KomnnekT Dr.Web gnsa wkon

JalMLAEMbIE 0BbEKTHI Dr.Web Desktop Security Dr.Web Server Security Dr.Web Mobile Security
Sk Suite Suite Suite
JNnueHsns KomnnekcHas 3auwmta + LY AHTUBMPYC
Komnnektauus 10 — 200 1—38 10 — 200

Nevawme ytmunutbl Dr.\Web npegHasHayeHbl 418 AMArHOCTUKIA 1 SKCTPEHHOTO NeYeHus B cilydae He-
obxoanmocTin. OHM He 0OecnedYmnBatoT MOCTOSHHOWM 3aLLIMTbI KOMMbIOTEpPa.

Dr.Web CureNet!

LieHTpann3oBaHHOe Nle4eHUe NloKanbHbIX ceTen noboro macwtaba, B TOM Ynciie ¢ yCTaHOB-
NeHHbIM aHTUBMPYCOM Apyroro npoussoaunTens

[MoTeHUuanbHbIe
nosb3oBaTenm

Maneble, cpengHwne, KpyrnHble M 04eHb KPYynHble npearnpunaTia, B JIOKallbHbIX
CeTAX KOTOPbIX YCTaHOBJEH aHTMBMPYC O0Yroro npon3BogmTend.

Pewaemble 3agaun

= YOaneHHoe LIeHTPann3oBaHHoe fneveHne paboyuix CTaHLMI 1 CEpBEPOB
Windows.

m [1poBepKa Ka4ecTBa aHTVMBMPYCHOW 3aLUMThI PYroro NPOV3BOAMUTENS.

OCOBGEHHOCTU YTUNUTDI

= He TpebyeT oenHcTannaumm aHTMBMpYyca ApYroro Npon3BOANTENS Nepes
NPOBEPKOW U leYEHNEM.

= He TpebyeT Hanuyms cepeepa UM yCTaHOBKW gononHutensHoro MO.

m MOXeT NCMosb30BaTbCH B CETAX, MOMHOCTbIO MN30JIMPOBAHHbIX OT VlHTep-
HeTa.

= Macrep Dr.Web CureNet! MoxHO 3anycTtiTb € MtoOOro BHELHero HoCu-
Tend, B ToM ymcne ¢ USB.

OnuncaHne npopykTa

http://products.drweb.com/curenet

Moppepxxneaemblie OC

MS Windows 8,/2012/7 /2008 /Vista/2003 /XP Professional /2000
(32- 1 64-6UTHbIE CUCTEMBI).

YT1o Takoe «Mown Dr.Web
CureNet!»?

T0 NIUYHBIV KAOWHET, B KOTOPOM B TEYEHME BCEMO CPOKA AeNCTBISA
NNLEH3WN XPAHNTCH MHOMBMAYANbHAsA CCbINKA AN CKaYMBaHNS OOHOB-
NeHHOro AMCTpUbYTMBA. TakKe Yepes NUYHbIM KADWMHET MOXHO CBS3aThCs
CO Cny>kboK TeXnoaaepP kKM, OTNPaBUTb MOA03PUTENbHBIV haln, BOC-
MOJIb30BaATLCS APYTVMU CEPBUCAMMU.

JlnueHsmposaHue

YTURmMTa NULEH3MPYETCS MO KONMYecTBY cTaHumm, Ha 10, 30 1 365 aHen
1CMonb30BaHMs. TakxKe NpefyCcMOTPeHbl 0COOble CEPBUCHbIE NIULLEH3UM
Ha 30 1 365 gHen. OHM AAlOT MPaBO OKa3blBaTb YCYIM MO NEYEHNIO
KopropaTMBHBIX ceTel ¢ nomolbio Dr.Web CureNet! cropoHHWM opraHu-
3aUMAM.
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HdemoBepcusa

be3 pyHKUMM neveHus.

CucTeMHble TpeboBaHMS

Mactep

= Jliobon MK nop ynpasneHnem Windows.
m He meHee 36 MbB cBODOAHOrO MecTta Ha XXeCTKOM AMCKeE.

= [octyn B VIHTEpPHET A1 OOHOBNEHUS BUPYCHbIX 633 1 KOMMOHEHTOB
Dr.Web CureNet!.

m JlokanbHas cetb TCP/IP.
CkaHep

m He meHee 17 Mb cBoOOAHOIO MecTa Ha XeCTKOM AMucKe.

» K nog ynpaeneHnem OC MS Windows 8/2012/7 /2008 /
Vista/2003/XP Professional /2000 (32- 1 64-6UTHble CCTEMBI).

Dr.Web Curelt!

SKCTpeHHoe neveHne MK 1 cepsepoB nog ynpaeneHnem Windows, B TOM Y1Ce C YCTaHOBNEHHbIM
aHTUBMPYCOM A pyroro Npom3BoaUTeNs

NMoTeHuManbHble
noJjib3oBaTesn

Marnble v cpefHne npeanpnAaTng, Ha KOMIMblOTEPaX N CePBEPaX KOTOPbIX
YCTaHOBJIEH aHTUBNPYC A PYrOro npoun3BOANTENA.

Pelwlaemble 3apa4mn

= DKCTpeHHoe nedeHre paboumx craHummn 1 cepeepos Windows.
= [TpoBepka Ka4ecTBa aHTVBMPYCHOW 3aLLMTbI IPYrOro MPOV3BOAMTENS.

OcobeHHOCTU YyTUNUTDI

m He TpebyeT ycTaHoBKM, He KOH(AVKTYET HU C OAHUM aHTUBUPYCOM,
a 3Ha4uT, Ha BpeMs CKaHUPOBaHWS He TpebyeTcs OTKIIIoYaTb YCTaHOB-
NeHHbIV aHTVUBUPYC [ PYroro Npov3BOANTENS.

u [MOBbILLIEHHAA CAMO3aLLMTa 1 YCUEHHBIN PEXMM A5 SPHEKTUBHOTO
NPOTUBOAENCTBUS OnokmpoBLmKkam Windows.

= OOHOBREHUSA OOMH TN HECKOJIbKO Pa3 B Hac.

] yTl/IJ'Il/ITy MO>HO 3anyCTinTb C Moboro BHELLIHEro HOCUTENA, B TOM Hincre
c USB.

OnuncaHne npopykTa

http:/ /free.drweb.com /cureit

MNopnepxmeaembie OC

MS Windows 2000/XP/2003/Vista/2008/7 (32- 1 64-6uTHble cucte-
Mbl).

YTUnmnTa NULEH3MPYETCA MO KONMYeCTBY CTaHLmK, Ha 10, 30 1 365 aHen
NCMonb30BaHMs. Tak>Ke NpedyCcMoTPeHbl 0CODble CEPBUCHbIE NNLIEH3UM

JInueHsmnposaHue -
t P Ha 30 n 365 gHen. OHW JatoT MPaBO OKa3bIBaTb YCIyry no nedyeHuio MK
1 cepBepoB ¢ nomolubto Dr.Web Curelt! cTopoHHMM opraHm3aumsm.
OcobeHHOCTU
Yrunuta becnnatHa Ans neveHus cobcrBeHHoro gomatuHero MK.
NNLEH3MPOBaHMA
HdemoBepcua OrtcyTcTBYeT.
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Cknpgo4vyHasa NnonMuTUKa

CknaoyHble KO3IMDOULMEHTbI MPUMEHSIOTCS K LieHe NLeH31K1 Ha 1 rog, (cornacHo npanc-nmcty).

Ecnn nonb3osartens meet MpPaBoO Ha HeCKO/bKO BMOOB CKMOOK, TO OHWN HE CYMMUPYIOTCA, a Nnpenoc-
TaBNSeTCH HaMOONbLLIAs N3 HNX (3a ncKoYeHneM CKMO oK and I/IHTepHeT-I'IpOBaVIﬂ,epOB).

[encrBre CKMAOK pPacnpOCTPaHAETCSH TONbKO Ha NMPanCoBble pelleHns. PacnpocTpaHeHve 4enCTBAS
CKUIOK Ha 3anpancoBble pPeLleHNsi HEODXOAMMO COrfacoBbIBaTh C MeHemxkepamu TOO «[JokTop
Beb — LleHTpanbHas A3us».

CKMaKm 3a KOnnm4ecTeo JIMUEH3MpPYyEeMbIX NMPpOoAYKTOB

CKMaKM 3a Konm4ecTeo ﬂl/ILI,eHBI/IpyeMbIX npoayKToB (TVIHOB MUEeH3NPyeMbIX O6beKTOB) Ha4YMCIAoT-
CA OT CYMMbI LieH 0a30BbIx J'II/ILI,@H3I/II/I W ueH J'II/ILl,eH3I/II/I Ha OOMNonHWTEeNbHble KOMMOHEHTbl — OTAeSIbHO
AON1A Ka>Xa0ro npoaykTa. DTV CKUOKN NMPNMEHAIKOTCA B KaJlbKyNATOPE aBTOMaTN4eCKU.

Konnyecreo nuueH3npyemMbIX NPOAYyKTOB Ckmnpka
4 30%
3 25%
2 20%
OrpaHuyeHus

CKnakm He NPNMEHAIOTCA, edin:

m  KOJIN4eCTBO CepBepPOB COCTaBlIAET MeHee 10% oT konmn4ecTBa CTaHLWM, Nob30oBaTeNen Moyl
M L0308,

= KONMYeCTBO NOb30BaTeNer NoYThl UK LWMO30B MeHbLLE KONMMYecTBa CTaHLI,I/IIZ;
= KOMWYeCTBO MOJb30BaTENEN LLMIO30B MEHbLLIE KONYECTBA NOfb30BaTeNen NoYyThl U HaO60pOT.

Tabnuua cknaok

Tun KNueHTa OcHoBaHue pns CKupkun HoBasi nuueH3usa MpoaneHne Mwurpaumsi*

1ron | 2ropa 3roma 1roa 2ropma 3roma 1roa | 2ropa  3roaa

HenbrotHele [ns cknakv Ha npoafieHne — KJilo-
Kareropum 4YeBoW hain Unm CEpUNHBIA HOMEepP
Dr.Web cpokom He MeHee 6 MecsiLieB
Ha aHanornyHbIM NpoaykT Dr.Web.

- 1,6 2,2 0,6 1,17 1,72
[lns CKUAKM Ha MUTPaLMIo — OpUrn-

Han nuueHsun / knioyeson amn /

MUCbMO-MOATBEPXAEHME O MOKYTKe
3MeKTPOHHOW BEPCUM aHTVBMpPYCa 05 1 15
Lpyroro npovi3BOAWTENs.

YyebHble

3aBefeHus, Konus nuueH3nm o6 obpasosatenb-

6ubnuotekun, | HoV OesTenbHOCTY / CBUAETENbCTBA

My3en u 0 perncrpaumn / nuueHsnm Mux- 0,5 0,85 1,2 0,35 0,7 1,05

yypexaeHus | 3gpaBcoLpa3BuTig PO 1 3anonHeH-
30paBoOXpa- | Has aHKeTa.
HeHus

YcnoBusa npoaneHus
1. MpoAnuTb CO CKUAKOW MOXHO KakK AEMCTBYIOLLYIO, TaK 1N UCTeKLWYo NuLeH3no. Cpoka JaBHOCTY
NS npoaneHns nnueHsur Dr.\Web He cyuiecTtByer.

2. MpoanuTh CO CKMOKOM MOXHO NIULIEH3MIO HAa @aHANOMMYHbIN NPOAYKT UnK pellerHme Dr.Web. Cpok
[encTBUA Takon NMLEH3UM OOMXKeH COCTaBNATb He MeHee 6 MecCsL,eB.
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Ckmaka Ha npopJieHe NpefoCTaBAAETCS NPU YCIOBUM NPUOOPETEHUS NNLEH3MM Ha 1, 2 1nu
3 rofia Ha aHanorMYHbIM NPOAYKT Unn pellerme Dr.\Web.

JlnueH3ng npoaneHuna co ckmakom npeaocraBsiaeTcqa Ha YMdio 3allllaeMbIX O6beKTOB, He rnpe-
BblllatoLlee 4o 3alimilaeMbliX O6beKTOB, YKa3aHHOE B npe>KHe17| (l'lpO,D,ﬂeBaeMOPl) JIMUEH3UWN.

OcHoBaHMEM A5t NONyYeHUs CKMOKM Ha NPOASIEHNE SBASETCS KIOYeBOW ann Unu CepUmnHbIv
HomMmep Dr.Web, koTopble MOryT ObITb NPOANEHbI TONBKO OAMH Pas.

Ins nony4eHus CKUOKM Ha NpoAseHne Nonb3oBaTeNb AOMXEH NPeaoCTaBITh NPOLABLY Cepun-
HbI HOMep 1K KitoyeBor dann (B Tom Yncne OEM).

«lMepexoamn Ha 3eneHbIn! »

Mporpamma nbrotHom murpauunm Ha Dr.\Web gna nonb3oBaTenen aHTUBUPYCOB APYrnx Npouns-
BOgUTENEN.

1.

[laHHoe cneuanbHoe NpeanoXeHne PacnpoCTPaHAETCA TONbKO Ha NpofyKTbl Dr.\Web. Komnnek-
Tbl, YTUAUTbI, NPOrPAaMMHO-anmnapaTHble KOMMIEKChl, CEPBUCHI U PeLLeHMs He y4acTBYIOT B MPO-
rpaMme NIbroTHOM MUTpaLLMK.

. Ckmnpgka He npenocraBiaeTca 4HaCTHbIM JIMLAGM. Ee MOTYT NONy4UTb TOJIBKO OpraHmn3au 1 KOMrMa-

HUW 1 TONBbKO OAMH Pa3.
Ckuaka npuy nepexofe He NpeaoCTaBnseTcs nonbosatensM OEM-nnueH3nm.

Mpw nepexofe Ha rofoByto nuueHsmio Dr.\Web npepoctasnsetcs ckmaka 50%. Mpu nepexope
Ha OBYX- W TPeXrognyHble NMUEH3VM AN pacdeTa CTOMMOCTY NPUMEHSeTCH KOIDMDUUMEHT 1 mnn
1,5 COOTBETCTBEHHO, KOTOPbLIV YMHOXAETCS Ha LieHY rOA0BOM NuLeH3mm Dr.\Web.

. Cknaka npum nepexoge C Apyroro aHTMBMpPYyCa NpenoCcTaBiAeTCAa TOJIbKO Ha AHaANOrNYHbIN npoaykKT

cemenctea Dr.Web (no tmny v yncny 3auimiiaemMbix 0ObEKTOB).

. Ona nony4eHna CKMOakm Ha nepexom rnosfib3oBateslb O0MXeH npeoCtaBnTb OPpUTMHan NnMueH3nu,

KntoyeBom ann Unm NMCbMO-NOATBEPKAEHME O NMOKYMKe SMeKTPOHHOW BEPCUM aHTUBMPYCa APy -
roro NPOV3BOAMUTENS C PErUCTPALLMOHHON NMH(POPMAaLMEN.

. Cknaka npenocCraBigeTca Nonb3oBaTeidM J'II/ILLGHBI/I?I, CpOoK ,D,GI;ICTBI/IFI KOTOPbIX 3aKOHYUTCAHE MNO3-

e yeM Yepe3 30 aHen co aHA obpatlleHms kK naptHepy TOO «[lokTop Beb - LieHTpanbHas A3ns».

Ecnn CPOK NMNUEH3NWN Ha aHTMBWPYC O0Yroro npon3soomTesida Ha MOMEHT OrnJiaTbl JINLEH3WNI Nepe-
XO[a He NCTekK, oCTaBLLUeeCd BpeMd DecnnatHo ,D,O6aBJ'IF|eTCF| K CPOKY HOBOW TNLIEH3U.

. HanbHerllee npofaJieHne NULIEH3MI nepexoaa Npon3BoanTCS C 0DbIYHOM CKMAKOW Ha Npofne-

HNe.

10.CKMAKN MUTPaLMK He CYMMUPYIOTCA HI C KaKMMK ApYTrMU CKUOKAMU.
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OGOwume ycnoBua Npogax

1. MNapTHepbl 0bs3aHbl NpofdaBaTth Nporpammel Dr.\Web KOHe4YHbIM Mosb3oBaTensiM CTPoro B COOT-
BETCTBMM C KOMMJEKTaLMeN 1 COrNMacHO PEKOMEHI0BaHHbIM LieHaM, 3achMKCMPOBaHHbIM B Mpalic-
nucre.

2. [ns Bcex npomykToB Dr.Web ctaHAapTHOM KOMMNEKTaUMn B LieHax npanc-nmcra CTouMocTb 00-
HOBJIEHUI NMPOrPaMMHbIX MOAYNEN 1N BUPYCHbIX 0a3, a Takxke 6a3oBas TexHMYeckas NoaAep KKa
4epes BebO-chopMy Ha cTpaHuue http://support.drweb.com, BKNOYEHbI B CTOMMOCTb NIULIEH3MM,
OTPaXKeHHYI0 B MPaNC-NINCTe, Ha BeCb CPOK ee AeNCTBUS.

3. Mpw 3akase NUUEH3UA B PUPMEHHOM KOPODKe LieHa YBEeNMYMBAETCS Ha CTOMMOCTb Meauva-
komnnekTa (KpoMe BKnaaku «Kopobky —MeamnakoMniekTb»).

4. Ecnu nokynatento TpebyeTtcs pellenHme Ans 3awmTbl 6onbluero Konm4ecrsa 00bekToB, YeM yKa3aHo
B MpaKnc-nncre, napTHep 00s3aH 3anpocnTb LieHbl y KOMNaHum «[lokTop Beb - LleHTpanbHas A3msa»
HanpaBMB 3anpoc No agpecy sales@drweb . kz cnegytoLme gaHHbIe O NoKynaTene:

= Ha3BaHWe opraHv3aumy;

= eeajpec;

= e-mail;

= TenedoH COTPYAHMKa TEXHNYECKOM CIY>XObl KNIMeHTa, OTBETCTBEHHOMO 3a aHTUBMPYCHYIO 3a-
LTy,

®  KOHTaKTHble AaHHble CNy>Obl TEXHUYECKOM NoAAepXKM NapTHepa.

Bce BMAbI CKMOOK NPW NOKYMKe TakMX peLleHU NPefoCTaBNfioTCa KOHeYHOMY MOJb30BaTEeNO TOTbKO
MO COrMacoBaHMio C koMmnaHmen «[Joktop Beb - LieHTpanbHas A3us».

5. LleHbl Ha pelUeHus, He yKa3aHHble B MPanc—nmcTe, onpeaensioTcs NULEH3MOHHbIM JOrOBOPOM,
KoTopbIn 3aknodaetca TOO «[okTtop Beb - LieHTpanbHas A3uns» HeNnoCpeacTBEeHHO C NOCTaBLN-
KOM TakMX PELUEHNI KOHEYHOMY MOSb30BATENIO.

PaclumpeHue nuueH3Inun

Ecnv nonb3oBaTesib XenaeT cMeHUTb 0a3oBylo NULeH3Mo (Hanpumep, ¢ AHTMBMpPYCca Ha Komnnekc-
HYIO 3alUMTy) v gobaBuTb K CylLecTByiollen 6a30BOV NULEH3UM AOMNOMHUTENbHbIE KOMMOHEHTbI
(kpunTorpad, aHTMCNam unu SMTP proxy), NpeanaraeTcs NbroTHbIM NepPexom Ha HY>XKHYIO NNLEH3MIO
no LeHe nuueHsmm npognerus. C MOMeHTa onnaTbl NNLEH3MM NPoASieHMs U akTMBaLMN HOBOTO ce-
PUIMHOrO HOMepa NoJb30BaTeSb MNOSy4aeT BO3IMOXHOCTb UCMOJb30BaTb BCE AOMOSHNTENIbHbIE KOMMO-
HEHTbI, @ CPOKW MPEXHEN 1 HOBOW NINUEH3MM CyMMUPYIOTCS. [aHHble YCIoBMS NbrOTHOMO paclumpe-
HUS MNLEH3UM PacnpOCTPaHSAIOTCS TakKe Ha IMLEH3MM C UCTEKLMM CPOKOM ENCTBUS.

[lo3akynka

1. |_|pI/I yBenm4eHnm KonmyecrBa 3alljiiaeMblX 00BEKTOB B TeYeHMe CpoOKa ,D,QVICTBI/IFI JIMUEeH3nnm CTo-
MMOCTb A03aKyMnaeMblX NNLEH3UN PacCHNTbIBaeTCA MO TeKyLLeMy I'IpaI;IC-J'Il/ICTy Oe3 CKMAOKn, npo-
NMOPUNOHAaJIbHO OCTaBLLUEMYCA BpEMEHU OEeNCTBUS NNLIEH3NN.

2. OcTaBlLUeecs BpemMs AeNCTBUS NNLEH3UMN PACCHMUTLIBAETCS MCXOAS U3 YCTa MECALEB, OCTaBLLMXCA
[10 VICTeYeHMst CPOKa paHee NprobpeTeHHOM NULEH3MM (NP 3TOM HEMOHbBIN MecsiL, OKpyrseTcs
0o 1 mecaua).

3. MuHMManNbHO BO3MOXHbIN CPOK NINLIEH3UM NPpW [03aKyrnke — 6 Mecsaues. MakcuManbHbin — 30
MecsiLIeB. B NpOTMBHOM Cryyae paclumpeHme NULEH3MI NPOM3BOAMTCS MO NPaBUiaM 003aKynku
+ npoaneHus.

4. CToMMOCTb O03aKymnaeMblIX J'Il/ILI,eH3l/II;I paccHnNTbIBaeTCA NCXodqa M3 ANaNna3oHa CYMMapHOro KoJin-
4eCTBa 3allMlaeMblX 0OBEKTOB.
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[lo3aKynka + npoajfieHue

Mpy o4HOBPEMeHHOM NpoAneHn 1 go3sakynke crommocts JO3AKYMAEMbIX nuueH3nm paccinTbl-
BAeTCs UCXOAS U3 LieHbl Avana3oHa CyMMapHOro KOnM4ecTBa Npuobpetaembix NULEH3MI (Npoaiesa-
eMbIx + fo3akynaembix). Ctoumocts NMPOOJTIEBAEMBbIX nnLEH3MIM pacCHUTbIBAETCS MCXOOS U3 LieHbI
AranasoHa cyMMapHoro konuyectsa MPOLJTEBAEMbIX nuueH3mn.

Koabl npoaykroB, komnnekroB n ytunut Dr.Web

NMpaBuna dbopMmupoBaHUa KOQOB

1.
2.
3.

Kopn Bcerga coctout 13 5 rpynn.
Kaxxpas rpynna koga oTaeneHa ot Apyrov rpynnbl 4edrcom.

Koz nnueH3unm ans kateropmm «IMpoayKTbl» opMmUpyeTcs ANns KaxkLoro KOMMepyeckoro npoayK-
Ta Dr.Web otgenbHo (cm. pasgen «MpoayktoBas nnHerika Dr.Web Security Suite»).

B Kofge nuueH3nm «003aKyMnKa» yKa3blBaloTCA 2 CpOKa: O6LLI,I/II;I CpOoK ,D,OBaKyI'IaEMOPI nMueH3Inm n —
Hepe3 gBoeto4mne — OCTaBLUMINCS CpoK OencTBums MPNNO>XEHHOTO (,EI,eI?ICTBy}OLLI,EFO) KJTtO4a.

B Kofe NMLeH3nM «j03akyrnKa + NpoAaneHme» yKasbiBaloTca 2 Cpoka: 0OLLIMI CPOK A03aKynaemMoi
1 NPOASIEBAEMON JIMLEH3MM U — Yepes [BOETOYME — OCTaBLUMIACA CPOK AENCTBUS NMPUOXEHHOIO
(NnpoaneBaemMoro) ko4a.

B kofe NULLeH3NM «103aKyrka» ykas3blBaloTcs 2 KoNM4ecTsa 3allmiiaeMblix 0ObekTos: obliee Ko-
NINYECTBO NIULIEH3WI C Y4ETOM 033Ky MKMW 1 — Yepes ABOeTo4ME — KONNMYeCTBO 0ObEKTOB AeNCTBY -
toLLer (MPUIOXEHHOWM) NLEH3NN.

B Koge nuueH3nm «go3akynka+npoasieHme» yKasblBaloTCs 2 KONMYeCTBa 3allyiiaeMbix 00bek-
TOB: 00LLIEee KONMYECTBO NNLEH3UM C YHETOM A03aKYMNKW M NPOANEHNs 1 — Yepes ABoeTo4me — KO-
NNYeCTBO 0OBEKTOB [ENCTBYIOLLEN (NpoaIeBaeMOoN) NULEH3NN.
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35 Dr.WEB?®

AHTHBMpYC
1 rpynna
MpopykToBas
Komnnekrauus poay
Kateropus
L- NpoAyKT Ans
3K3eMNAsApP Npo- BusHeca
rpamMmbl (MpoaykT), H
3arpy>kaemsbin ¢ -
BeO-canTa NPOAYKT AN
noma
3K3emMnaap npo- X-
rpamMMmbl B KapTOH-
_ 3K3emMnnap
HoW Kopobke
nporpaMmsl,
A — rnocraBnse-
SK3EMANS MbIl1 B COCTaBe
P Dr.Web Office
nporpamMmbl Shield
B aKLMOHHOWM yna-
KOBKe
KapTo4Ka CO CKpeTy-
nosiocou ymnnta
3K3emMnaap npo- Z-
rpammebl B DVD- KOMMeKT

yraKoBKke
3K3eMnnsp
nporpammbl

B IMUEH3NOHHOM
rnakerte

3K3emMnaap Npo-
rpaMmbl Ha up-

MeHHOM aucke (B
ToM 4ncre, OEM)

3K3emMnAsp npo-
rpamMMmbl B CEpTU-

PULMPOBAHHOM
MefmanakeTe

3K3eMnasp
nporpammbl

B MefuanakeTe ans
OEM-nnueH3nm

2 rpynna
OMOoJNIHN-
3awm- A
basoBas nuueH- TenbHble
uaemMbie
3us KOMMOHEH-
0bOBbeKTbI
Tbl
nonb3oBare-
AHTUBMPYC AHTUCNaM
NN WAo3a
MobOunbHble  KomnnekcHas LleHTp
yCTponcTBa 3awnTa ynpaBneHns
* — nnuUeH3nK ons K-
P- HeCKOMBKMX MPO- piat nomon-
nonb3osate-  AYKTOB (mpume- HUTENbHbIX
. HAETCA TONbKO ANA o MMoHEH-
Komnnektos) -
cepBepbl Kpunrtorpad
pabouve
SMTP proxy
CTaHLMN

BCe 0OBbEKTbI

Y Bac ecTb 4TO 3awmwaTth? Y Hac ectb Dr.Web®!

3 rpynna

Cpok
NULEeH3UN

XXM -

roe XX —
4YMUCNo Mecsi-
Les

XXXD -

roe XXX —
4YnCno gHen

4 rpynna

KonuyecrtBo
3awmuae-
MbIX
0bBbEeKToB

Jroboe
4mcno

UL -
unlimited
(ans 6es-
JIMMUTHOWN
JIMLEH3MN)

5 rpynna

Tvin
JINLLEH3UN

HOBagd InLeH-
314

npoaneHne

C-

[103aKyrKa

npoaneHue c
[,03aKynKom

F-
OEM-
nnueH3na

cepBucHas
JIMLEH3MS

Jlbrota

1 -

y4ebHoe 3aBefe-
HVe, yypexae-
HVie 34paBo-
OXpaHeHus,
oubnmnoreka,
My3en

2 — akumsa

3 —
HET NbroThbl

4 —
MUrpaumna

5 =
NFR nuueHsns
OJ19 mapTHepa

6 —
NFR- nuueH3usa

(memo) gna
KIIVieHTa

7 —
Hy>bl MapKe-
TWHra,/00y4eHus

8 —
6J'IaI'OTBOpI/|TeJ'Ib-
HOCTb

9 —
pa3buBka ofHO-
ro Kio4a

10 —

obbenmHeHue
HECKONbKMX
Kntoyen

11—
3aMeHa Kno4a



Y Bac ecTb 4TO 3awWmILaTh? Y Hac ectb Dr.Web®!

Mpumepbl
an/IMepbl KogoB J1I/ILI,EH3I/II7I Anga Kateropuun ((npOAyKTbI»

3akazyuky — y4ebHomy 3aBefeHmio Heobxoamma 3atmTa 200 MK ¢ LieHTpom

1. ynpasnenus, KomnnekcHas 3awmta + bpaHamayap, Ha 12 Mecsues, 3NekTpoHHas  LBW-BC-12M-200-A1
nnueHsms. Dr.Web nprobpetaertcs Bnepsble.

Y 3aKa3umka — y4eOHOro 3aBefleHNs UMeEeTCs AeNCTBYIOLLas NLEH3MS ANs 3aluThl
2 200 MK ¢ LleHTpom ynpasneHus, KomnnekcHas 3awwmTa + bpaHomaysp, Ha 12
’ MecsLEeB, NeKTPOHHAA NNLEH3MS, A0 OKOHYaHWS AeNCTBUS KOTOPOW 0CTanoch 6
MecsLeB. EMy HeobXxoLMMO AOKyNUTb 3aLnTy ans 10 cTaHuMA.

LBW-BC-6M-210:200-C1

Y 3aKa3ymka — y‘-le6HOI'O 3aBefieHna MMeeTcs JILeH31a 13 nprMepa 2, [0 OKOHYa-

3. HVS OeNCTBIS KOTOPOK OCTanoch 7 Mecaues. EMy HeOOX0AMMO AOKYMUTL 3aLUmTy LBW-BC-31M:7M-210:200-D1
ansa 10 craHumi 1 0GHOBPEMEHHO MPOANNTL JIMLIEH3MIO eLLe Ha 2 rofa.

Mpumepbl KOQOB NULLEH3UI Ana KaTeropumn «KomnnekTbi»

3aka3uuky Heobxoaum komnnekT Dr.Web «YHuBepcanbHbIn», 3awmTa 50 MK

1. ¢ LleHTpom ynpaBneHus, KomnnekcHas 3amta, Ha 12 MecaLeB, 31eKTPOHHan LZZ-*C-12M-50-A3
JINLEH3KS.
2. 3akasunky — y4ebHomy 3aBefeHuio (Lukona) Heobxoamma 3awmTa ans 100 K. LZZ-*C-12M-100-A1

an/IMepr KOAO0B NINLLEH3UN gns KaTteropuum «YTUNUTbI»

1. 3aka3unky Heobxogmmo nposecty nedeHrie 100 MK B TeyeHre 10 gHen. LYW-AC-10D-100-A3
MK 06beavHeHbl B KOPMOPATUBHYIO CETb.

2. 3aka3unky Heobxoammo nposectu nedeHvie 10 MK B TedeHve 30 gHeNn. LYW-AK-30D-10-A3
MK He 0ObeAnHEHbI B KOPMOPATUBHYIO CETb.
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