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Dr.WEB®

Enterprise Security Suite

dannoBble cepBepbl — OCHOBA YCTOMYUBOMN PaboTbl KOMMNAaHUN
M MMLLEHb B CJly4ae LiefieBoM aTaku

or yCTOPI‘-WIBOFO beHKLLl/IOHI/IpOBaHI/IFI cepBepoB U pa60Ta|ou_u/|x Ha HNX CePBNCOB 3aBUNCAT BCE 6I/I3H€C-I'IpOLLE‘CCbI KOMMaHnW.

B CJlyHae 3apaXXeHnd KOMMNboTEPOB U yCTpOI;ICI'B nosib3oBartenen UMeHHO cepBepbl CTaHOBATCA CJ1ieAyOWKMM 3TaloM aTaku
3JTOYMbILLNEHHNKOB — B34B X Mo cBomn KOHTPOJIb, 3JTOYMbILLNEHHNKN MOTYT ANKTOBATb KOMIMaHNK CBOW YyCJTOBUA.

YcTtaHOBKa aHTMBUpYca Dr.Web no3BonnT UCKNOYNTb CUTYaLUMK, KOTLa CEPBEP CTaHOBUTCS UCTOHHUKOM 3apakeHNN.

Ob6HapyxeHue 3awmTa pasgens- MpoBepka TOMOB MOHUTOPUHT Bbicokas npowus-

Hen3BeCTHbIX B MO- eMbIX KaTanoros NSS (Novell Storage annosomn BOAMTENbHOCTb

MEHT aTaku yrpos Samba Services) cncTeMsl N CTabUNbHOCTb
paboTbl

MNMoppepxka cMcTeM MOHUTOPUHTA
Dr.Web ons dannoBbix cEpBepPOB
Unix MOXeT ObITb MHTErPUPOBaH
NOOBIMK CUCTEMaMU MOHUTOPUHTa
OT JIOKaNbHO PACMONOXEHHbIX

B CETW KOMMaHWM U1 [0 CUCTEM
ueHTpoB MocCONMKA.

JNlokanbHoe obnako
Bo3amoxxHocTn Dr.Web gns
annosbix cepepos Unix
MO3BONAIOT KOMMOHEHTaM
peLleHms ObMeHMBaTbCS
0BHOBRIEHMAMM, pe3yNbTaTaMu
npoBepku hannos, nepenasarb
APYr ApYyry Ha NpoBepky ansbl,
a TakXe NpefoCTaBnATb YTy
CKaHupyloLero agpa.

MpocToTa ycTaHOBKM

N rMBKOCTb HacTpoek,
aBTOMATU3MPOBAHHOE 1 NErKo
KOHTpONMpyeMoe pa3BepTbiBaHMe
Dr.Web, Bo3MOXHOCTV rnMbKoro
KOH(UIYpUPOBaHNS Hepes KOHCOSb
aAMUHUCTpaTOpa.

PacnpepeneHHas npoBepka
3almiLaeMble JaHHble MOTyT
nepenaBaTbCs Ha NMPOBEPKY
Ha yOaneHHble cepBepbl UK
Pa3nMYHbIE Y3bl KIIACTEPHbIX
cUcTeM.

Bo3mMOXHOCTb NpoBepKM
YAANeHHbIX YCTPOMCTB

Dr.Web ons dannoBbix cepeepos
Unix no3Bonset BbINOAHNUTb
YAANEeHHYI0 MPOBEPKY He TONbKO
00bIYHbIX KOMMbIOTEPOB, HO

1 YCTPOWCTB, 0Opa3yioLLIMX Tak
Ha3blBaeMbIV «/IHTEpHET BeLLen»,
— poyTepos, TB-npucrasok.

Yno6cTBO aAMUHUCTPUPOBaHNS
ALMUHUCTPATOP CETU MOXET
YNpaBnsATb 3aLLMTON C

nomolLLblo BebO-nHTepderca,
YTUAKUT KOMaHLHOW CTPOKM,
KOHTPONMPOBaTh PaboTy 3alLmThl 13
BHELUHWX CUCTEM.

3awmTa oT paHee Hen3BeCTHbIX
BPEeAOHOCHbIX MpOorpamMm

Bce 3awmiaemble hannsl

1 LOKYMEHTbI MPOBEpPSIOTCS

B MOMEHT 0DpaLLEeHNs K HUM

C NCNOJb30BaHMEM TEXHONOTUN
0bHapyXeHMsA HEM3BECTHbIX
BPeOOHOCHbIX 0ObEKTOB HOBEMLLIMX
TUMNOB, B TOM YMCIe CKPbITbIX
Hen3BeCTHbIMY YNaKOBLLMKAMN.

Bbicokas CKopoCTb CKaHUPOBaHUs
M aKTyanbHOCTb B 060N MOMeHT
BpeMeHu

KomnakTHble BUpYCHble 6a3bl,
TEXHOMOMNA HECUIHATYPHOrO
Momcka Hem3BeCTHbIX BMPYCOB
Origins Tracing™ n pa3BuTbIn
3IBPUCTNHECKMNIA aHaNM3 NO3BONSIOT
0obHapyXuTb Mobble, gaxe
HeW3BeCTHble BPEAOHOCHbIE
nporpamMmbl —

B MOMEHT aTaku.

OTaenbHble HaCTPOWKK Ans
pa3nMyYHbIX 3aLliMLLaeMblx o0nacTen
1 TMOKNIN BbIOOP TUMOB MPOBEPKMU.
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Ans nepexoaa Ha UHblE NOYTOBbIE CEPBEPbl UM ONMEePaLUOHHbIE CUCTEMbI CMEHa UNU A03aKymnKa
NULEH3UN He TpebyeTca!

imnopTrozameuieHne He A,OCTaBUT BaM np06neM.

NuueHsnposaHune Dr.Web Server Security Suite

Buabl nuueH3nmn BapuaHTbl IMLIeH3UM

= [lo 4ymcny 3almMiLaeMbIx CepBepoB = AHTUBUPYC
= AHTMBMpPYC + LleHTp ynpasneHus

LleHTp ynpaBneHus nuueH3npyetcs 6ecnnaTHo.
Bce yCnoBuWa NMLIEeH3NPOBaHUS

= becnnatHoe TeCTMpoBaHWe NpoaykTos Dr.Web — = KpyrocyTo4HO — Mo TenedoHy 1 Yyepes popMy
B CETW 3aKa3ynKa U yaaneHHo https://support.drweb.ru

= Pa3BepTblBaHMe, MOMOLLb NPW BHeApPeHUM (No Tene- = B Poccuu, Ha pycckom A3bike
POHY 1NN C BbIE3A,OM Ha TEPPUTOPUIO 3aKa34dmKa = becnnaTHble ycnyrv nogaepxkn 1 becnnatHas pacumd-
(Tonbko B Mockse) POBKa OT TPOSIHLIEB-BbIMOTraTene ans NMLEH31N B npam-

= [Npe3eHTauus, BebMHap, cCEMUHap COBOM [i1anasoHe

= [lomMolLLpb B HaNMCaHNM UK NPOBEPKE HAaNMCaHHOMO = CTOMMOCTb NMOAAEPXKKN A9 3anparicoBbIX N 03NMMUNTHBIX
TEXHNYeCKOro 3afiaHns TINLEH31N OroBapuBaETCs 0CO60

MnatHasa VIP-nogoepxka

Yanyrn v cepBuchl
Dr.Web vxCube

= ObnayHbIN I/IHTeﬂﬂeKTyaﬂbeIﬁ VIHTepaKTVIBHbII?I aHanu3atop noao3puTesibHbiX 00bLEKTOB Ha BpeAOHOCHOCTb
= HemepneHHoe N3roToBneHue nevawien yTUNuTbl NO pe3ynbraTaM aHaniun3a
= Jnsa cneunanuncTos no VIHCIJOpMaLI,VIOHHOVI Ge3onacHoCTU U KMGeprVIMVIHaHVICTOB

He3aMeHVMbIM CPEACTBOM B CUTYaLIMAX, KOTAA BPEAOHOCHBIV (an npobpancs BHYTPb 3alLMLLaeMOro aHTUBMPYCOM Nepu-
MeTpa Wnn y BaC NOSIBUNCb 06OCHOBaHHbIE, Ha BaLl B3MNsA, NMOLO3PEHNS, YTO B CETU 3aBEJICS HYXKOW», SBASETCH 00na4HbIN
WHTepaKTMBHbIV aHanmn3atop Dr.Web vxCube.

Dr.Web vxCube B Te4eHMe 0QHON MUHYTbI OLEHWUT BPEAOHOCHOCTb (Daimna U U3roTOBUT fedallyto YyTUAKTY AN YCTpaHeHs
nocneacTBuii ero paboTbl. MpoBepka 3aHMMaeT OT 0HOW MUHYTHI! [0 pe3ynbTaTaM aHanu3a npegocTaBnseTcs oT4eT. Ero
MO>HO NMPOCMOTPETb B NINYHOM KabunHeTe nonb3osatens Dr.Web vxCube nnu ckavaThb B BUAe apxmBa.

Ecnv 0ObekT 0gHO3HaYHO NpeCTaBnseT yrpo3y, Nofb30BaTelb HEMEASIEHHO NOJyHaeT CreumanbHyo cOopKy nevallen ytu-
nuTbl Dr.Web Curelt! (ecnv 370 BXOAMT B TMUEH3MIO) ANS OHULLEHWUS CUCTEMbI OT [IeNCTBUM, NPOM3BEAEHHbIX NPOaHann3npo-
BaHHbIM (haNIOM.

3To AaeT BO3MOXHOCTb MaKcMManbHoO ObIcTpo obe3BpeanTs HOBENLUYIO Yrpo3y, He AoXnaascb OOHOBNEHUIN UCNONb3y-
€MOoro aHTuBMpYyca.

Bnaropaps yHnBepcansHocT yTunuTel Dr.Web Curelt!, cnocobHon paboTaTb Oe3 ycTaHoBKM B NioOon cucteme, rae uc-
nonb3yeTcs apyron aHTmBmMpyc (He Dr.Web), 310 Oyaet ocobeHHO None3Ho KOMMaHKsaM, Noka He ncnonb3ytowmm Dr.\Web B
Ka4ecTBe OCHOBHOMO CPeACTBa 3aLLUMUThI.


https://company.drweb.ru/compatibility/
https://license.drweb.ru/mss/
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Hemopocryn:
MoppobHee o Dr.Web vxCube:

AHanus Bpef,0HOCHbIX (halinoB creunanmcTamMmm aHTUBUpYcHom na6opartopun «Jloktop Be6»
HV 0MH aBTOMAaTU3MPOBaHHbIN CEPBUC HNUKOTAA HE 3aMEHIT OMbIT 1 3HaHWUS BUPYCHOTO aHanuT1ka. B cnyyae ecnv ep-
AnkT Dr.Web vxCube o npoaHanunsnpoBaHHoM danne OyaeT He 04HO3HAYHO BPELOHOCHbIN, HO Y BaC OCTaHYTCS COMHeHUs
B 3TOM peLleHuu, NpeafiaraeM BOCMOb30BaTbCs yCIyraMu CneLmanmcToB aHTUBMpPYCHoM nabopatopun «loktop Beb»,
MNMEIOLLMX MHOTOMNETHMI OMbIT BUPYCHOTO aHanm3a.
Ycnyrin BKOYaloT aHanm3 BpefoHOCHbIX halinoB Mtobo COXHOCTK, Mo pe3ynbTaTaM KOTOPOro BbIAAETCs OT4HET,
copepXallni:

on1caHme anropuTMoB paboTbl BpeaoHocHoro M0 1 ero Moaynen;

KaTeropmsaumnio 00beKToB: OAHO3HAYHO BPEAOHOCHbIN, MOTEHUMANbHO BPEAOHOCHBIN (MOA03pUTENbHbIN), AP.;

aHanm3 ceTeBOro NPOTOKONA U BbisIBNEeHNe KOMaHOHbIX CEPBEPOB;

BNMSIHME HA 3aPaXKeHHYIO CUCTEMY 1 PEKOMEHAALIMN K YCTPAHEHMIO 3apaxeHus.

3asBKM Ha AHTMBUMPYCHbIe NCNefoBaHNA MPUHKMMALOTCA MO aApecy:

Ecnuv Balla KoMnaHus nocTpagana oT AeUCTBUS BPeAOHOCHOTO MO 1 TpebyeTcs KBanudULMpOBaHHas 3KCNepTn3a
BMPYCHbIX aHAIUTUKOB, BOCMONb3YNTECh YCIyraMu CrielmansHOro NoapasaeneHs KoMnanmm «[Joktop Bed».

06 akcnepTm3e BKU:
3asBKM Ha 3KCMepPTU3y:

Barl © 000 «[okTop Beb», 2003-2020

A\l d «JJokTOp Beb» — poccuMmcKkmnin npon3BoamnTeNb aHTUBMPYCHbBIX CPEACTB 3alMTbl MHOPMaLMK Nof,
Mapkou Dr.Web. MpoaykTsl Dr.Web pa3pabatbiBatoTcs ¢ 1992 rofa.
125040, Poccmsa, MockBa, 3-4 ynuua AMckoro nons, Bn. 2, kopn. 12a
Ten.: +7 495 789-45-87 (MHOrokaHanbHbiin), hakc: +7 495 789-45-97




