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1. 9kocuctema Android

Y100bI NOHATL, NoYeMy Ans Android CyLlecTByeT Tak MHOIO BPeAOHOCHbIX MPOrpamMm,
HY>KHO 3HaTb 0COOEHHOCTU onepaLMoHHOW cncteMbl Android.

1. B OC Android, kak 1 B Kakaom nporpaMmmMHoM obecneyeHun, ectb
YyA3BUMOCTU — «[blpbl» B 6e30nacHoCTM. OOHUM 13 HanpaBAEHUI PAa3BUTUS
BMPYyCOMMCATENbCTBA ABASETCS MOMCK BO3MOXHOCTEN MPOHUKHOBEHMS
BPEeAOHOCHbIX MPOrpaMM B CUCTEMbI Yepe3 ya3BUMOCTU. HekoTopble U3 HUX
LINPOKO PACNPOCTPaHEHbI.

Mo ctatnctke Dr.Web (a 310 faHHble ¢ 6onee 4yem 100 MUNIMIOHOB YCTPOMCTB):

" Ha 56,4% ycTponcTB NpucyTcTByeT ys3BMMOCTb ObjectinputStream Serialization;
= Ha 41,85% ycTponcTB NpUCYTCTBYET yA3BMMOCTb Fake ID;

= Ha 37,7% ycTponCTB NpUCYTCTBYET ys13BMMOCTb Pendingintent.

A elLle yS3BMMOCTM eCTb B MODUIbHbIX MPUIIOXEHUAX AN YCTPOMCTB Ha 6asze OC
Android. Mx pa3paboTtyrkm MOryT NoAAep>KMBaTb TOMbKO YCTPOWCTBA Hanbonee
NONyNAPHbIX Npou3BOAMTENEN N (DU3NYECKIN HE CMOCODHBI MPOTECTUPOBATL PaboTy
cBoero 10 Ha Bcex cMapTMOHax M MiaHLweTax.

MporpamMmbl Ans MOOUbHbBIX YCTPOMUCTB MULLYT MPOrPaMMMNCTbI, KOTOPbIM,

Kak 1 Niogam mobbIx Apyrx Npoheccmnin, CBOMCTBEHHO oLlwnbaTbcs. o cTaTucTmKe
Kaxxgas natas nporpamma gns OC Android — ¢ ys3BMMOCTbIO (UnU, MHBbIMI
CI0BaMM, — C «ObIPOW» ), YTO MO3BOSAET 3M10YMbILLNEHHMKAM YCNeLWHO BHEAPATb
MOOWMNBbHbBIX TPOSHLEB Ha YCTPOMCTBA M BbIMOMHATb HY>KHble MM OeNCTBUS

TeopeTnyeckn abconoTHO NoOYIo OLIMDKY B MporpaMme MOXHO VCMOb30BaTb
NS NPUYNHEHMS Bpeda cucTeme B LienioM. He cyutectsyet MO, B KOTOPOM He
ObINo Obl yA3BUMOCTEN. Pa3paboTyrkm NporpaMMHOro obecneveHms npurnaraot
YCUNNS MO 3aKPbITUIO YA3BUMOCTEM, 0CODEHHO KPUTNYECKMX, HO BUPYyCOonMcaTenm
4aCTO y3HAlOT 00 YA3BMMOCTAX paHbLUe, YeM pa3pabotymkin 3toro MO (3710 Tak
Ha3blBaeMble yA3BUMOCTW Hynesoro AHa — Oday exploits, ya3BrmMocTu,

O KOTOPbIX MOKa M3BECTHO TOSTIbKO BUPYCOMMUCATENIO MU AJ1S1 UCMPABNEHUS
KOTOPbIX Npon3soanTens MO noka eLle He BbIMyCTUN «3annaTkmny»).
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MopasnstoLlee OONbLUMHCTBO COBPEMEHHbBIX «YCMELIHbIX» MOBUIIbHBIX TPOSHLEB
MPOHMKAIOT B CUCTEMbI MPENMYLLIECTBEHHO Yepes YSI3BMMOCTM, B TOM YMUCIe Yepes
YS13BMIMOCTM HYIEBOIO AHSA. AHTVBMPYC MbITAETCSA 3aKPbIBATh TaKUM TPOSHLLAM
NyTV NPOHNKHOBEHWS Yepe3 yS3BMMOCTK, HO 3TO Yalle BCcero bopbba

C NOCNeacTBUAMIN — 00 ySA3BMMOCTU paHblLLE Y3HAOT BUPYCOMMCATENMN.

Dr.Web pekomeHayeTt

YT100bI YCTPaHSTb YI3BMMOCTU (3aKpbiBaTh bpeLLy 6e30rnacHOCTI), Nob30BaTesio
Ha/l0 CBOEeBPEMEHHO OOHOB/IATL YCTaHOBIEHHOe Ha MobubHOM ycTporcre [10 —
BCe b6e3 UCKITIYEHMS MPOrpaMmbl, @ He TOJIbKO aHTUBUPY/C.

2. B Android oTcyTcTBYeT LleHTpanu3oBaHHas cMcTeMa BbinycKa
W pacnpocTpaHeHnst o6HoBeHU 6e3onacHocTy Ans Android.

e b

-EE‘!L'.' ll_l =
IIII

Jlonu pblHKa pa3nnyHbIX YCTPOWCTB Nof ynpasneHnem Android

KomnaHus Google pa3pabatbiBaeT HOBble Bepcum nnatdopmbl Android OS

M NPefoCTaBNSET ee CBOMM MapTHEPAM, KOTOpble A0pabaTbhiBatOT ee Mo CBOU
Hy>bl. B pe3ynsraTe He CylecTBYeT eAnHOW OnepaLmoHHOMN CUCTEMBI,

1 NtoGas nporpaMma noaaepXXnBaeT He KOHKpeTHble Bepcuin Android,

a BEPCUM onpefeneHHbIX Mpovn3BoAnTeNen YCTPOUCTB.

BHumaHune!

= [lo npuymHe parmMeHTapHOCTY Android HEBO3MOXHO pearnn30oBaTb eAuHYIO /151 BCEX
YCTPOMCTB CUCTEMY PACTPOCTPaHEHMS OOHOBEH M 6E30MacHOCTU, 3aKPbIBAIOLLMX
YA3BUMOCTU: KaXKAbIV MPON3BOAMNTESTb BbIMYCKAET X CAMOCTOSATENbHO.

= K coxaneHuio, Helb3s1 PacCYMUTbIBaTh, YTO KyMeHHOe YCTPOMCTBO byaeT NoAAepXKMBaTbCS
ero npovssoguTesieM beckoHe4yHo. Kak npasusio, 0OHOBMIEHMS BbiyCKaktTCs TObKO 151
nocnenHux sepcu OC, a Mob30Batev Crapbix (OTHOCUTeIbHO!) yCTporcTB ocTaroTcs
C HE3aKPbITbIMU Y3BUMOCTAMU — BO3MOXHOCTL fepexofa Ha HoBble Bepcun OC 44
HWX 3@BUCUT OT MPOM3BOAMNTENIS UX YCTPOUCTBA.

= Google fgocrasser 06HOBIEHMS TObKO [/15 M0/b30BaTesier COBCTBEHHbIX yCTPOVCTB.
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Pe3ynkrat nevaneH: He nony4as yBegoMIeHUn o HeoOXo4MMOCTU YCTaHOBKM
0OHOBMEHWI BE30MaCHOCTM, MOJSIb30BATENN MOJIArAOT, YTO U YA3BUMOCTEN Y HUX
HEeT. A 3TO coBepLUeHHO He Tak! Takxke CHMTAETCS, YTO OCTOPOXKHOCTb HYXKHA TONBKO
MNpW YCTaHOBKE CaMOro NPUITOXKEHWS, @ YCTaHOBKA OOHOBMIEHWM K HEMY BrOSHe
De3onacHa.

BaskHo! OnHuM 13 cnocoboB BHEPEHMS BPEAOHOCHOM MpOorpaMmbi Ha
YCTPOWICTBO MO/Ib30BATENIS CTasl MOMEHT OOHOBNEHMS NpuIoxXeHus! Yxe
3aUKCMPOBaHbI Crilydam, Korga rnporpamma MOXeT MoMeLLaTbCs B Mara3vH
npunoxeHn 6e3 BpeqoHOCHOro yHKLUMOHaNa — v MoJy4arb ero BMecTe
C 0BHOBIEHMSMM.

. AAnga OC Android cyuiecTByIOT Tbica4U NpunoXKeHUn. OTKpbITasi 3KOCUCTEMA

nnatdopmbl Android gana BO3MOXHOCTb NNI0OOMY pa3paboTymKy co3aaBaTh A
Hee NpunoxeHus. Mpoluenypa pa3MeLLeHNs MPUNOXEHNA B CNeLanim3npoBaHHbIX
Mara3mHax MakcMMarnbHO YNpOoLLEHa, 1 B pe3ynkTaTe KoM4ecTBO NporpaMm ans
«aHOPOUOOBY NCHNCAETCS COTHAMM ThICAY.

MouTn YeTBEPTb BPEAOHOCHbIX NPOrpamMm co3faeTca UMeHHO
ansa nnardpopmbl Android.

OcobeHHOCTbIO BpedOHOCHbIX MporpaMm ana Android aBnsieTcs To, 4To, 3arpy3mB
BpenoHocHoe MO Ha CBOe YCTPOMCTBO, Bbl OTAAETE €r0 B MOSTHOE PacMnopsiKeHMe
3N10YMbILLNIEHHWKY.

Haubonee pacnpocTpaHeHHble
HewenaTeneHele W NOTEHUWaNEH O ONAacH ble Npor paMMel

COrNacHo CTaTHCTUKE [EeTEKTHPOBaH Uil aH THBM pycHbIX NpogykToB DrWeb gna Android

Adware. Jiubang.1 3.43%
Adware.Adpush.7 1,27%
Adware. Airpush.31l.origin 0,53%
Adware.Leadbolt.12.origin 0,47%

Adware.Patacore.2 0.37%

Tpu¥ 13 NATU TPOSHUEB — 3arpy34nKM NHbIX BPEAOHOCHbBIX MporpamMm. To ecTb
3I0YMBbILLSIEHHKKM, MOMAB Ha Balle YCTPOWCTBO, MOTYT MPOaHanM3npoBaTh
OTKPbIBLUMECS Nepen HUMM BO3MOXHOCTM 1 MCNOMb30BaThb X MaKCMManbHO

[Monaswme Ha Android-ycTponcTBO BpeAOHOCHbIE MPOrPaMMbl MOTYT OTCbIN1aTh

nnatHble CMC, oTKpbIBaTb YAaneHHbIN 4OCTYN, KPacTb AeHEXHble CPpeacTBa,
LIMPOBaTh AaHHble Ha YCTPOMCTBE U Tak Janee.
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llone3Ho 3HaTb

B 0bbieHHOM peym BCe BPeqOHOCHbIE MporpaMmMbl Ha3bIBAOTCS BUPYCAMM.
Ho Bupycbl — 3TO ellje v orpeneneHHbin TUI BPegoHOCHbIX Mporpamm,
OT/INYAIOLLINNCS TEM, HTO €ro rnpeactaBuTeni (Hapsay C YepBsIMiu) MOryT
camum pacripoctpaHsaTecs. na Android BupycoB — BpefOHOCHbIX
nporpamMm, KoTopble pacripoctpaHstoTcs camm, — HET. OcHoBHou

TWIM BPEAOHOCHbIX porpamm a8 Android — TposiHLbl, MporpaMmel,
yCTaHaB/IMBaeMble B pe3yribTate 4enCTBUM CaMmX Mosib30Baresiem.

M wincowseC [ Android Other
V3 goknana Nokiainfo-icon 06 yrpo3ax
3a nepsoe nonyroane 2016 roga

http://resources.alcatel-lucent.com/asset/200492

Aymaerte, 3170 noBoa paccnabutbcsa?

bonee 1 000 000 Bnagenbues Android-cMapTeOHOB 1 MNAHLLIETOB
3arpy3unm n3 Google Play npunoxernune c umeHem «Multiple Accounts:
2 Accounts», KoTopoe Ha caMoMm fesie gBrsercs TposiHom Android. Mul-
Drop.924

HoBocTb
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2. He ctponTe nnniosunu:

UX uejlb — BOPOBCTBO

B «[lokTOp BeO» npoaHanmninpoBanu, kakon hyHKLWOHAI 3aknaablBatoT
3TI0YMbILUSIEHHWKM B TPOSIHCKME nporpamMmMbl gns Android, OCTUXEHMIO KakuX
Lenew cyy>aT 3TV onacHble NPUIoXeHus. 1 BOT 4TO Mbl yBUOENN.

BoNbLWMHCTBO BPpeAOHOCHbIX nporpamm ana Android cosparorca
C Lefiblo HE3aKOHHOrO 3aBJIafeHUA YY)KMM UMYLLLECTBOM
M nony4eHusa nHcgpopmMmaum — NONpPocCcTy BOPOBCTBA.

PacnpoctpanuTen Android-TposHUEB KpaayT BCE, YTO MOXHO YKPaCTb C MOBWIIbHOIO
yCTPOWUCTBa:

[eHbrn — 370 Hanbonee BaXkHbIN BEKTOP aTak BMpyconucatenen. [ns storo
3M0YMbILINEHHNKIM CO34at0T Tak Ha3bIBaeMbIX TPOSHL,EB-0aHKEPOB — O HUX
noapobHee pacckaxkem Aanbliue.

JIorviHbl 1 naponu.

Nexopsuwme CMC — TposiHLbI CMUCIBAOT AeHbI C MOBUIIBHOIO CHeTa B MOSb3Y
NPeCcTynHMKOB nyTem otnpasku goporocrosiinx CMC ¢ TenedoHa XXepTBbl BTanHe
OT Hee.

Bxopsawwme CMC — HanpumMep, NOATBepXAatoLLMe UK CnpaLlmBatoLLme
pa3peLLeHs Ha NoAKITOYEHME K MOBUSIbHBIM MPEMUYM-CEPBMCAM N KOHTEHT-
ycnyram. TposfHLbl CKPbIBAIOT MX OT BfIAAENbLA M TaKXe CKPbITHO Hanpasisior
noaAenbHble OTBETbI A5 TOr0, YTOObI XepTBa Kak MOXHO [0fbLUE He y3Hana

O NOAMMUCKE Ha TakKMe CEPBUCHI U He NpeanpuHana AeNCTBUN K NPeKpaLleHmnto
LeAaTeNbHOCT TPOSiHUA. Takxke B 30He pucka — CMC ¢ coobLeHNMM OT CUCTEM
«DaHK-KMMEeHT», cogepkallme nposepoyHbie MTAN-koab.

3BOHKU — MOJb30BaTeSb NaTUT 38 3BOHKM Ha JOPOrocTodLLme npeMmymM-HoMepa,
KOTOpble coBepLuatoTcs 6e3 ero Beoma.

CoobLEHMS 2NEKTPOHHOM MOYTHI.

doTorpadumn.

3anncm neperosopos.

KoHTakTbl.

KoopaunHaTtbl yCTpOMCTBa.

TexHunyeckasn MHpopMauus ob yCcTponcTse.

u n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu! 7
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PacnpocTpaHeHHbIV Cpeav Nonb3oBaTenen yCTponcTB Ha ocHoBe Android Mud rmacuT,
4TO NPW onpeaeneHHOM OCTOPOXHOCTU MOXHO M30eXaTb 3apaxxeHnst. YBbl, 3TO He
Tak — CTaTUCTMKA CKaYBaHMS BPeOOHOCHbIX MPOrpaMM M3 MarasmHOB NMPUIOXKEHNM
NONMHOCTLIO onpoBepraet MUd. MNMpu 3ToM AencTBMe Hanbosee ycnellHbIX TPOSHLEB,
HamnpPaBNeHHbIX Ha KPaxy, B OONbLUNHCTBE Clly4aeB MOXHO ODHapPY>XMTb TONbKO TOrAa,
KOr[a BCE y>e ykpadeHo. MHoraa cnycra Mecsubl Nocse 3apaXeHus, Koraa nogenatb
y>Ke HNYero Henb3s.

llone3Ho 3HaTL

ABTOPbI TPOSHCKMX MPOrpamm, a Takxke Bce, KTO 384€MCTBOBAH B UX
PaCrpOCTPAHEHUM U [eiexXe JOXOL0B OT Takou MPeCTynHOW AesATe/IbHOCTU
(T. €. KaXXAbIn y4aCTHUK MPECTYHbIX rPYNMMPOBOK), B TOW U MHOU MeEpe
MOryT MoAnaaarsb rof AencTBme Takmx craten YronoBHoro kogekca P@,
Kak cT. 272 (HenpaBomepHbiv 4OCTYN K KOMIbIOTEPHOM MHGBOPMAaLn),

ct. 273 (Co3znaHume, NCroib30BaHMe 1 PacrpoCTpPaHeHNe BPEAOHOCHbIX
KOMIbIOTEPHBIX riporpamm), cT. 158 (Kpaxa), ct. 159 (MolueHHun4ecTBo
B Chepe KOMMboTEPHOU MHpopMaLm), cT. 163 (BbiMoratesibCTBo),

ct. 165 (MpuymHeHmne umyilectBeHHoro yuepba rnytem obmaHa uam
3n0ynotpebneHvs gosepvem). lpuydem yronoBHas OTBETCTBEHHOCTb,

Mpy HaJIM4u COOTBETCTBYIOLLMX MPU3HAKOB, MOXET HacTynatb v rno
COBOKYMHOCTU MPECTYMIIEHUM C YaCTUYHBIM U TOTHLIM CJI0KEeHeM
CPOKOB nniLeHMs1 cBobosbl (He bosnee 25 neTt).

Y3HaviTe 60bLue!
O BO3MOXHOCTSAX TPOSIHCKMX rporpamm 475 Android pacckasbiBaet
MHGBOPMaLMOHHbIV MPoekT «MobuibHoe BOPOBCTBOY.

=
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3. baHKepdbl

Kaxxabiv yBaxkatoLLmi cebst baHK MMeeT B CBOEM apceHare cneuyanbHoe MobUnbHoe
NPUNOXEHNE OHNAWH-0aHKMHIA U CTUMYNUPYET CBOMX KITMEHTOB MOJSb30BaThCs

ero cepBrcaMu. Ycnyr MobunbHoro 6aHkmMHra, JOCTynHble BnaaenbLam An-
droid-ycTponcTs Yepes cneumanbHble KMMEHTCKME MPUNOXEHWS, 415 MHOTMX
nonb3oBaTeNnien JaBHO CTanu NPYBbLIYHOM U yAoOHOM hopMon ynpaBnieHms
NepCcoHanbHbIMU PUHAHCAMK. [1eNCTBUTENBHO, KOHTPONMPYS CBOM CHETA U COBEpLLIAs
nnaTexu B NporpaMmme, BMECTO TOro YTOObI KaX bl pa3 MATY B OTAeNeHre baHka
NN UCKaTb DNMXaMLLIMIA BaHKOMAT, MOXHO COKOHOMUTL YMY BPEMEHW 1 NOTPaTUTb
ero c ropasgo 0osbLUen Nob3on. Pa3BuTrE MOOUIbHBIX TEXHOMOTMIA OaHKamy byaet
TONbKO HapacTaTh!

[ToHMMaAIOT 3TO 1 KMbepnpecTynHUKN. CMapTdOHbI 1 NNaHLWETbI, NCNOoMb3yeMble s
NpoBeaeHVs AeHeXHbIX onepaLnm, aBHO ABASIOTCS OOHOW 13 M3N0ONEeHHbIX Lenem
3/T0YMBbILLINIEHHKOB, KOTOPbIE OHM aTaKyIoT C MOMOLLIbIO TakK Ha3blBaeMbIX OaHKOBCKMX

TposHUEB (baHKepoB).

; ' MPOHUKHOBEHWA TPOAHLEB-
_‘Le GankepoB Ha MOBUNbHBbIE
®  Android-ycrpoiicrsa 8 2016 roay

Beceroe 2016 rogy — 1663 930
B 2015 ropy — 898 450

‘ Android.BankBot
‘ Android.Banker
N\ Android.Obad

& HoswHka 2015 ropa!
Cemencreo Android.ZBot

m © Doctor Web, Ltd,, 2003 — 2017

BaHKOBCKMe TPOSIHLUbI A1 MOOMNbHbIX YCTPOWCTB — CEMENCTBA (T. €. MHOXECTBA
BPEAOHOCHbIX MPOrpaMM, MMeLMX OAMHAKOBbIE MPU3HAKM) KOMMbIOTEPHbIX
BPEeAOHOCHbIX MPOrpaMM, OCHOBHOM LiefIblo KOTOPbIX ABNAETCA XMLLIEHWE AaHHbIX
ANs 4oCTyna K MOOWNbHbIM OaHKOBCKUM MPUNOXEHWSIM C LIENbIO NOCeayioLLen
KpaXku CpeAcTB 1X BNAAENbLEB C OAHKOBCKMX CHETOB, B TOM YMCIE Yepes 3T Xe
MOOMNbHbIE DAHKOBCKME MPUNOXEHUS,

u n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu!
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[MepBble baHkepbl Ans Android nosBunucs ewle 8 2011 roay. B BupycHom 6a3e Dr.Web
CEerofHs HacynTbiBaeTca bonee 270 3anncen o NpeacTaBUTENAX Pa3NINYHbIX CEMENCTB
GaHKepoB, HO elle Honbluee VX KONMYeCTBO BbISBASETCSH C MOMOLLbIO TEXHOMOMN
Origins Tracing™.

TonbKo ¢aKTbl
BaHkoBckum TposiHel, Android.SpyEye. 1. lNpy oOpalleHnm K pas3nmyHbIM
DaHKOBCKMM CariTaM, afipeca KOTOpbIX MPUCYTCTBYIOT B KOHMDUIypaLMOHHOM darine
TposiHUA, B MPOCMaTPMBaEMYIO MoSb30BaTeNIeM BeO-CTpaHMLYy OCyLLLECTBNAETCS
MHBEKLMSA MOCTOPOHHEro coaepXMMoro (TekcT nnm seb-popmbl Ans BBOAA
[aHHbIX). H4ero He nogo3peBatoLLas xXepTBa 3arpyxaeT B bpay3epe Beb-CTpaHuLy
GaHka, B KOTOPOM Y Hee OTKPbIT CHET, 1 0DHapyX1MBAET COODLLEHNE O TOM, YTO
DaHKOM BBefeHbl B eNCTBME HOBbIe Mepbl be3onacHocTn, 6e3 cobnioaeHms
KOTOPbIX NOfb30BaTENb HE CMOXKET NONYy4YUTb AOCTYN K CUCTEME «DaHK-KITUEHT», C
NpeanoXeHneM 3arpy3mTb Ha MOOUIbHbIN TeneoH cneunanbHoe NPUNoXeHe,
coepXkallee TPOSHCKYO MPOorpamMmy.
Mporpamma pna nepexsara CMC-coobweHun Android.Pincer. BpegoHocHas
NnporpaMma pacnpocTpaHsaeTca noa BUaooM cepTundrkaTta beaonacHocTy,
KOTOpPbIN AKODObI TpebyeTcs ycTaHoBUTbL Ha Android-ycTponcTBo. B cnyyae ecnm
HEOCTOPOXHbIV MONb30BaTESNb BbIMOMHNT YCTAHOBKY M MOMbITAETCS 3aMyCTUTh
TposiHua, Android.Pincer.2.origin NpoaeMOHCTPUpPYET NOXHOe coobLeHre 06
ycnelHow yCcTaHoBKe cepThduKaTa. [pn odepegHOM BKTIOHEHUM MOOUBHOIO
yctponcTea Android.Pincer.2.origin nogkmo4aeTcs K yaaneHHoMy cepBepy
310YMBbILLINIEHHKOB W 3arpy>KaeT Ha Hero psg ceefeHuin 0 MobUNbHOM YCTPOWCTBE.
Android.Pincer.2 gaeT BO3MOXHOCTb MCMOMb30BaTh BPEAOHOCHYIO MPOrpaMMy Kak
MHCTPYMEHT AN NpOoBeAeHUs LIeNEBbIX aTak, B TOM YK1CIe KpacTb cneupmduyeckme
CMC-coobLeHus € yka3aHHbIX HOMEPOB, HanprMep COOBLLIEHMS OT CUCTEM «DaHK-
KNWeHT», copepxatume nposepodHble MTAN-koabI.
C KaxablM OHeM nossnseTcs Bce bonblue «yMHbIX» Android-TposiHLEB, KOTOpble
nocse 3apaxeHnst MODUNbHbIX YCTPOMCTB NPOBEPSAIOT, Kakoe DaHKOoBCKOe
1O ycTaHOBNEHO B CUCTEME, U XAYT MOMEHTa, KOrAa XepTBa 3anyCTuT
COOTBETCTBYIOLLLEE NPUNOXEHME. KaK TONbKO OAHa 13 TakMX NPOrpaMM HadnHaet
paboTy (a TPOSHLbI MOTYT KOHTPONMPOBATL NPUNOXEHMS AECATKOB M Aaxe
COTEH KpeaUTHbIX OpraHu3aumnmn!), BpeaoHoCHas nporpaMma BbIBOAWT Ha 3KpaH
anblIMBOE OKHO BBOAA NOMHA M Napons 4ns AoCTyna K Y4eTHOW 3anmcum
nonb3oBaTens MobunbHoro baHkMHra. lNocne Toro kak 0OMaHyTbI Bnagened
YCTPOMCTBa 1OOPOBOSIbHO NPefoCTaBseT TPOSIHLY CBOM KOHMDUAEHLIMANbHbIE
[aHHbIE, OHM TYT XXe OTMPaBASIOTCA 3M10yMbILLNIEHHMKAaM. B pe3ynbraTe
KnbepnpecTynHMKK NoNy4atoT NOMHbIN KOHTPOSb Ha, BCEMU CHETaMM XXePTBbI
M MOryT BecnpensTCTBEHHO NepeBOANTb AeHbr cebe — [0 Tex nop, Noka XXepTBa
He 3aMEeTUT 3TO 1 He 0bPaTUTCS B OaHK 3a GNOKMPOBKOW CHETA UMM KapTbl.
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OnucaHHbIM dyHKLIMOHANOM 00MnaaatoT, HanprMep, MHOMOYUCTIEHHbIE
npencrasuteny cemencts Android.ZBot, Android.Banker v pag TposiHLEB
cemenctea Android.SmsSpy.

A BOT co3gatenu TposiHua Android.BankBot.65.origin nownu eule ganblie. OHU
B3A/1M OAHO U3 OPULIMANbHbIX BAaHKOBCKMX MPUNOXEHUIA KPYMHOM KPeanTHOM
OpraHmM3aLmn 1 y>ke HenoCpPeaCcTBEHHO B HErO BHeAPUIIN BPEOOHOCHYIO
HaACTpowvky. MNpr 3TOM CamMa NPorpaMmMa NOSHOCTbIO COXPaHMA CBOIO
paboTocnocobHocTb! MNMocne Takom XUTPOYMHOM MOoAUMDUKALLIMIA 3N10YMbILLINEHHWKMA
3arpy3unm 3ToT OAHKOBCKIM KIIMEHT Ha OAMH 13 MONYNAPHbIX MHTEPHET-
pecypcoB, rae pacnpoCTPaHsANM NporpaMmy Nof BUOOM ee OOHOBNEHHOM

BEPCUY C paCLLUMPEHHBIM PYHKLMOHANOM, YCIY>XMBO COBETYSI MOTEHLMANbHbIM
XepTBaM yaanuTh «Crapyto» Bepcumio MO nepen yctaHOBKOW «HOBUHKWY. [1onas
Ha MobunbHoe ycTponcTeo, Android.BankBot.65.origin noxuiian nHdopmaumio
13 TenedOHHOM KHUTM NONb30BaTeNs, a Takxxe Mor nepexsatbiBate CMC ¢
OJHOPA30BbIMM MAPONAMK, KOTOPbIE NOCTYyNanm XepTBe, 1 aBTOMATUYECKM
oTnpaBnaTb oTBeTHble CMC, 4TOObI NOATBEPAUTL MOLLEHHWYECKE NepeBOAbI
LeHer.

y n B 3HaHKWs becueHHbI. Modenntec MK C Apy3bsmu! 11
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4. MobwunbHble bOT-ceTu

OpQHO 13 HanpaBNeHNI pPa3BMUTUS BUPYCONMCATENBCTBA — 3apaxeHe MOBUIbHbIX
Android-ycTponcTB TposHLAMM C LIeNbio BOBEYEHNS Ux Be3 BeoMa BnagenbLa
YCTPOMCTBA B MPECTYMNHYIO AeATENIbHOCTb OOT-CeTU.

[Tocne TOro Kak 3M10yMbILNEHHWKM NOMYy4aloT KOHTPOMb Hag, MOBUbHBIMU
yCTPOMCTBaMM, OHU MOTYT «MPMKa3aTb» VM BbINOMHUTb N0O0e AencTBie.

CaMbIMV NONYNAPHbIMI BPeOOHOCHBIMU (hYHKLUMAMKN «MOOUbHBIX» OOTHETOB
ABNAIOTCA:

= paccoinka CMC-cnama,

= Kpaxka KOHDUOeHLUManbHOW NHGOPMaUmMK,

= KMOepLnMoHax,

= MOKa3 HeXesnaTenbHOW pekiambl,

= ocyulectBneHmne DDoS-aTak Ha Beb-canTbl.

Dr.Web npegynpexgaet

Bce nepeyucieHHble Bbillie 4eNCTBUS SBJISIOTCS YroOBHO Haka3yeMbIMu
BO MHOIMX CTPaHax, 1 OTBETCTBEHHOCTb 3@ HUX HECET B TOM YUCIie

v BriafeneL 3apaxkeHHOoro yCTpoOUCTBa.

B HEKOTOPbLIX CNyHadAX YMCJIO 3apPa>XeHHbIX yCTpOI;ICTB, BXOOALLNX B «MODOWNbHbIEY
6OTHeTbI, MOXXeT COCTaBJIATb AeCATKN TbICAY.

Tonbko dakTbl

= TposiHel, Android.SmsBot.120.origin B nioHe 2014 roga Obin oOHapy>KeH
cneumanunctamu Dr.\Web Ha 6onee 4em 670 000 ycTponcTB. ITa BpegoHOCHas
nporpamMMa Morna oTnpaBNaThb, NnepexsaTtbiBaTh U yaansTb CMC-coobueHus,
OTKPbIBaTb B Opay3epe 3aaHHble BEO-CTPaHMLbl, NOMyYaTb KOOPAMHATI
3apaxxeHHoro Android-yCTponcTBa 1 4axe Npou3BOANTb YOaNeHe onpeaeneHHbIX
npunoxeHmn!

g n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu! 12
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Bce Oonee pacnpocTpaHeHHbIMI CTAHOBSATCA «MOOUIbHbIE» DOT-CETU, KOTOPbIE
CTPOATCSA Ha ocHoBe Android-cMapThOHOB U NNAHLLETOB, 3aPaXXeHHbIX OaHKOBCKMMM
TPOAHLAMN.

TonbKo ¢aKTbl

= B Hos0pe 2014 roga BUpPYCHble aHanUTUKK «[JokTop Beb» obHapyxmnnm
MHOrOMYHKLIMOHANbHOro baHkoBckoro TposiHa Android.Wormle.1.origin,
KOTOpbIV 3apa3un bonee 15 000 cMapThOHOB M NIAHLIETOB NOSb30BaTeNemn
M3 MHOTMX CTPaH. [1o koMaHae KMbepnpecTynHUKOB TPOSIHEL, MOT HE TONBbKO
He3aMEeTHO NepeBecT UM AeHbr C NPUHaANeXaLUMX XepTBam 0aHKOBCKMX
CHETOB, HO Tak>Ke Dbl CNOCODEH BbIMOMHATE MHOXECTBO APYrUX HEXenaTebHbIX
JEenCTBUN.

= C 1CNonb30BaHMEM PA3NNYHbIX MOAMMDUKALMN OpYroro 0aHKOBCKOMO
TposiHua, Android.SmsSpy.88.origin, 310yMbILLNEHHVKNM C KOHUa 2015 roga
cchopMMpPOBanmM AecAaTkM DOT-ceTer, obLas YNCIeHHOCTb KOTOPbIX NPeBbICa
40 000 yctpoucTs. [NaBHOE NpeAHa3Ha4YeHMe STOro BPpegoHOCHOMO
NPUNOXEHNA — NOXMLLEHWE NOTVMHOB 1 Napofen aAna 4ocTtyna K y4eTHbIM
3anMcamM MobunbHoro baHkmMHra
M Kpaxka JaHHbIX O KpeOMTHbIX KapTax. O4HaKo TpoaHeL, TakxXe MOXET KpacTb BCe
CMC-cooblieHus, paccbinatb Cnam no Homepam 13 TeneoHHON KHNATU 1 Aaxe
ONOKMPOBATh 3KPaH 3apPaXKeHHbIX YCTPOWCTB, BbIMOras y Nofib3oBaTenen AeHbrn
3a pa30bIoOKNPOBKY.

n B 3HaHKWs becueHHbI. Modenntec MK C Apy3bsmu! 13
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5. Bbimoratenu

BNOKMPOBLLUMKM 3KPaHa 1 UMD POBANbLLMKIM TakxXe NpefacTaBeHbl cpeam
BPEAOHOCHbIX Nporpamm ana Android. Hago nprsHate, 4TO B OTAMYME OT
aHaNOrMYHbIX TPOosHLEB Ans Windows OHKM Moka eLle He Tak CUbHO PAacnpPOCTPaHEHbI.
BrnosiHe BO3MOXHO, Y4TO OMMCAHHbIV H/XE MPUMEP — NLLb NepBas Nactoyka.

TposiHel-BbIMoraTenb Android.Locker.387.origin, obHapyXeHHbI B KaTanore Google
Play 1 pacnpocTpaHasLunmcsa nod BMaoM nporpamMmel Energy Rescue, kotopas KoObl
ONTMM3MpPOBaNa PaboTy akKymMynaTopa, ONokMpoBan 3apakeHHbIN CMapTHOH

WUNW NNaHLweT, Tpebys BbIKyM 3a ero pa30nokMpoBKY.

IHTepecHo, 4To pa3paboTyMKI BbIMOraTeNsa NomnbITanuch 3aLlUTATL ero oT
obHapyXeHWs cnelyanbHbIM YyNakoBLLMKOM. HECMOTPS Ha 3TO OH yCnewHo
0OHapyXMBAETCS aHTUBMPYCHbIMK NpodykTamu Dr.Web ans Android kak Android.
Packed.15893.

Momumo bnokmposkm Android-yctponcrs, Android.Locker.387.origin kpan
NHMDOPMaLIMIO 06 UMEIOLLIMXCA B TeneOHHOWM KH1Me KOHTaKTaxX 1 BCe AOCTYMHble
CMC-coobLueHuns.

HoBOCTb

Momosxketr Dr.Web

Dr.Web Security Space ans Android pa3biokupyet yCTponcTBo,
WHGULIMPOBaHHOE TPOSIHLAaMU-OT0KUPOBLLMKAMM.

= [laxe npwv rnosHov 6/10KMpoBKe TenecoHa

= [laxe ecniv 6/10KMPOBLLMKE eLLe HET B BupycHou base Dr.Web
= be3 HeobXoaMMOCTM BbIMaThl BbIKYa 3/10YMblLLIEHHUKAM

CMOTPpUTE BUOEO O TOM, KaK NIerko n3BaBUTLCH OT TROAHLIA-OI0KMPOBLLMKA
c nomMmollbio Dr.\Web

g n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu! 14
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6. TpoAHLbI B NpoLlMBKaXx

Kak npasuno, TposiHueB ana Android nonb3oBateny Nony4atoT Ha CBOW YCTPOMCTBA
CoBepLUeHHO becnnaTHo. Ho ecTb cnocob, Koraa nonb3oBaTenb peanbHO NAaTuT (T. e.
akTM4eckm NokynaeT) TposiHUA. MNpryieM NpoaaBLOM BbICTYMNAET ... NPOM3BOANTENb
YCTPOWCTBA, @ HEBOJIbHBIM «COYHACTHUKOM» 3TOrO MPECTYyMNAeHUs — TOproas CeTb.

B oTKpbiBLUEMCS OKHe HacTpowku BbibepuTe MyHKT KOMMOHEHTbI 3aLL/Tbl

" fanee [NpeBeHTVBHAA 3aLLMTa.

Tonbko dakTbl

= fHBapb 2016 roga — cneumanncTbl KOMNaHWK «JokTop Beb» obHapyXunm pyTkuT
Android.Cooee. 1 B npotumske Android-cmapTdoHa 13BeCTHOro NPOU3BOAMTENS.
HoBoCTb

= MapT 2016 roga — Ha bonee 4em 40 Mogenax cMapTdOHOB Obin HaMAEH TPOsHeL|,
Android.Gmobi. 1, KOTOpbIV LWNNOHWA 3a NOIb30BATENAMM, BOPYS adpeca
NX 31EKTPOHHOW NOYTbI 1 OPYTYIO NPUBATHYIO MHMOPMaLMIO, NOKa3bIBan pekriamMy
1 0e3 paspelleHnsa yCTaHaBAMBan pasnuyHoe MO.
HoBocCTb

Momoxxer Dr.Web

Dr.Web Security Space ans Android BbissBUT rpenycTaHOBAEHHbIE B CUCTEME

BPeLOHOCHbIE MporpamMmel. s 3Toro Hago 3aryCtuTb Mo/IHOe CKaHWpPOBaHue

M JOXKAATbCs PE3Y/IbTaTOB rpoBepkiu. Eciiv byaer HavaeH Kakon-nmbo TposiHeL,

Dr.Web cmoxer ero ynanuTb, oqHako 47151 3TOro notpebyercs Haav4vme root-[ocTyna.

= Ha pyTtoBaHHbIX ycTpovicTBax Dr.\Web ynanuT Takoro TposiHLi@ — HO TO/IbKO
ecsv 3anmcb 0 Hem B base rnomeyeHa BUpPYCHbIMU aHaInTkaMmm «[JokTop Beb» kak
be3zonacHas ans yaaneHuvs. To eCTb nocae 3Tou npoLenypbl TerepoH He npeBpaTmuTcs
B 6eCrionesHblv KupmH.

= Ha HepyTOBaHHbIX yCTPOUCTBAX (T. €. Ha NoAaB/IsoLLEM OOMbLUMHCTBE YCTPOMCTB)
Dr.Web ans Android pabotaert ¢ npaBamu 0b6bIHHOMO MPUIOXEHMS. B TaKOM pexiume
OH MOXET 0OHapPyXXMBaTb BPEAOHOCHbIE MPOrpamMmMbl, rNofnaBLUMNE B CUCTEMHbIV
katasior Android, HO He MMeeT rpaB Ha uX yaaneHuve.

MHorga Android-TposiHLbl B MPOLLIMBKAaX «OKanblBaOTCA» Tak ry0oKo, YTO yaansiThb
NX CTAHOBUTCS O4eHb OMacHo. [pu 3apaxkeHn TPOSHLLEM HePYTOBAaHHOMO YCTPOMCTBA
y Nonb30BaTeNs BbIOOP HEBENUK: UMM AaTb MOBbILLIEHHbIE NPaBa CBOEMY 3aLLMTHIKY
(pyTOBaTb YCTPOWCTBO CAMOCTOATENBHO), UM 0OPATUTLCA K MPOV3BOANUTENIO
YCTPOWMCTBA M NOTPeDOoBaTh BbIMyCTUTL HOBYIO MPOLLIVBKY, O4MLLEHHYIO OT TPOSIHLIA.
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OAVH 13 CNocoboB NOAYYMTb root-npaBa — YCTaHOBUTb CNeuyanbHOe NpUnoXxeHme
LNsi pyTOBaHWS yCTponcTBa. C TOYKM 3peHuns aHTuBmpyca Dr.Web Takue
YyTUNUTbl — NOTEHLMANbHO OMNacHble UM Xakepckue NporpamMmbl. [1py 3Tom
Dr.Web He GnokupyeT Takie NpunoxeHus no yMon4aHuto, NpocTo AeMOHCTpUpYeT
npenynpexaeHune. No3ToMy B MecTax pacnpocTpaHeHs Takx NporpamMm

MULLYT, YTO Nepef CKa4MBaHMEM U YCTAaHOBKOW YTUAUTbLI PYTOBaHMS HEOOX0AMMO
OTKJIIOYUTb aHTUBUPYC, HTOObI OH He MeLlasn. BbinonHMBLUME 3Ty peKoOMeHAALUIo
nonb3oBaTeNn HepeaKo CKAYMBaOT Ha YCTPOWCTBO TPOSIHLL.A BMECTO YTUNUTbI
pyTOoBaHusS.

BHumaHume! B cucreme koopavHar Android nonydeHue root-npas

B 0MepaLiOHHOV CUCTeME OTKPbIBAET MOYTN HEOrPaHUYeHHbIV JOCTYI

K MCIMO/Ib30BaHUIO BCEX ee BOIMOXHOCTEV — B TOM Yuncie 6e3 Begoma
BflajenbLa yCTPONCTBA.

A elLje rosy4eHme root-rnpas MOXeT 03Ha4arb MoTepto MpPaB Ha TEXHUYECKYIO
MOAAEPXKKY MPOU3BOANTENS.

Dr.Web pekomeHayeTt

= Ecm root-nosiHOMOYMM Ha yCTPONCTBE HET, HEOOXOAMMO CBSI3aTbCsl

C rpovi3BoauTesiemM 1iv aBTopr30BaHHbLIM CEPBUCHbBIM LIeHTPOM U 3arpoCcuTh
Y HUX YUCTYIO BEPCMIO MPOLLNBKIM BE3 BPpeqoHOCHOM rporpammsi.

Caenavite pe3epBHYIO KOMMIO BCEX M0/1b30BATENIbCKMX AAHHbIX, 3aTEM
BbIMOJIHUTE orepaLmio cbpoca HaCTPOEK [0 3aBOLACKMX 1 YCTaHOBUTE HOBYIO
MPOLLMBKY YCTPOWCTBA, MOJTYYEHHYIO OT MPOU3BOAMTESS, OTKyAa TPOSIHEL|
Obi/1 yaaneH caMym rnpon3BoanTeIeM yCTPOUCTBA.

Ecnv npoLumBka He byaet rnpenocraBneHa, nyyiumm petieHmem bynet BEpHYThb
Kyr/IeHHOEe yCTPOUCTBO NpoAaBLy. [10/1630BaTbCs TakuM yCTponcTBoM HEJTb35.

BHumaHue, orpaHnyeHune! becrinatHas sepcus AHTuBMpyca Dr.Web ans
Android Light — ¢ orpaHmn4YeHHbIM pyHKLMOHaIoM. OHa No3BOJISET TOIbKO
0bHapyxunTb BpegoHocHoe 10, ycTaHOBMBLLIEECS] B CUCTEMHbIX Kataaorax
VI BHEAPSIOLLeecs: B CUCTEMHbIE MPOLeCChl, HO 0b6e3BpeamnTb 1 yaaanTb
Takoe 10 MoxHO TosbKo ¢ nomMolibto Dr.Web Security Space ans Android.

Pacckaxxet Dr.Web
O npu4mnHax rnornagaHuvs TPOSHLUEB B MPOLUMBKU HAN1CcaHo B BbIrycke
«BLUNTO-CKDLITO» MPOCBETUTENILCKOIO MPOEKTa « AHTUBUPYCHas npasAl».
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7. TposiHUbI B MarasnHax npuinoXXeHNm

nnga Android

[ns ynobcTea NOKynKM U yCTaHOBKM NporpaMm Ha Android-ycTponcTBa AencTBytoT
ouLManbHble MarasuvHbl MPUIOXEHUN — Tak Ha3blBaeMble MapkeTbl. CaMbli
N3BECTHbIV cpeaun HUx — Google Play.

o CpaBHEHMIO C APYTMMU UCTOYHWKAMM CKAYMBaAHMS MapKeTbl CHMUTaOTCS Hanbonee
6e3zonacHbIMK. OHM CTapatoTCa He AoMyCcKaTb NOSBEHWS BPeAOHOCHbIX MPOrpaMm
Ha CBOWX «BUTPUHAX», AN Yero NpoBepsioT Noy4aemMble OT pa3paboTHMKOB
ONCTPNOYTMBSI.

OpHako cerofHsa Aaxe Ha Google Play MOXHO BMeCTe C NpUIoXKeHEM CkadaTb
TposiHua. «[lokTop Be6» BCe Yallle BbIIBASET TakMe BPeAOHOCHbIE MPOrpaMMbl —
HEKOTOpPbIE 13 HMX MOJIb30BATENM YCNEBAOT CKa4aTb COTHW ThiCAY pas.

TposiHeL, KonnyecrBo ckaumBaHumn Ccbinkn
c Google Play

Android.Spy.277.origin 3200000 HoBocTb

Android.Spy.305.origin 2 800 000 HoBocTb

Android.MulDrop.924 1000 000 HoBoctb

Kak nporpamMmbl ¢ TposiHLLAMUY nonagatoT Ha MapKeTbl?

Jliobow YenoBek M KOMMAHWS MOXET 3aperncTpupoBaTtb B Google Play akkayHT
pa3paboTymKa 1 3arpy>kaTb B MarasuH nobble NpunoxeHns. Bce 3arpy>xaemblie
NpOorpaMmbl MPOXOAAT HEKYO MPOBEPKY, HO BUPYyCOoNMcaTenm 130bpeTatoT BCe
HOBbIE YSIOBKW, 11 OTCEB BPEMS OT BPEMEHW He CpabaTbIBaeT. B ciydae BNoKMpoBkM
aAMuHucTpaumen Google Play akkayHTa, C KOTOPOro ObI10 3arpy>KeHO BPegoHOCHOe
NPUNOXeHWe, 3N10YMbILLUNIEHHUKW NMPOCTO CO34at0T HOBYIO YYETHYIO 3aMnCh.

Kak u noyemy nonb3oBatenu ckaymsaloT TposiHUEB ¢ Google Play?
BBoas Nofib3oBaTenien B 3a0ny>KaeH1e, 310YMbILLIIEHHNKM NPUMEHSIOT HECKOMbKO
METOA0B, YTOObI TPOSIHLIA CKaYanu Kak MOXHO BosbLLe Nofib30BaTeNew.
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MaHunnynauma MHeHVueM — Yyepes3 HaKpy4YeHHbIN PENTUHT MPUSIOXXEeHNS
BbiGupasi, 4To ckayvaTb, MHOrVe NoMb30BaTENN OPUEHTUPYIOTCA B TOM YMCIIe
Ha PEUTUHT 1 OT3bIBbl NONb3oBaTenen. KnbepnpecrynHmMkm Hay4Mnmcb NPoABUraTh
CBOW M3[eNusa Ha MapKeTax, Hakpy4MBas UX PENTUHTI.

B sHBape 2017 roga BUPYCHble aHanUTUK KOMMNaHnK «JJokTop Beb» obHapyxunnm
TposiHua Android.Skyfin.1.origin, KOTOpbIN BHEAPSETCS B aKTUBHbIM NPOLLecC
nporpamMmebl Play MapkeT 1 He3aMeTHO HaKpy4MBaET CHETHYMK YCTaHOBOK
onpefeneHHbIX NpUNoXxeHUn B katanore Google Play.

TposiHU@ B «TOME» PEUNTWHIA FAPAHTUPOBAHHO CKAYatoT COTHW ThICAYM pa3 BCEro
3a Napy-TPOUKY OHEW.

MackupoBka — nop nonesHble yTUINTbI
na MackMpoBKM TPOSHLbI MOTYT CHAOXaTbCs 1 MOe3HbIM QYHKLVNOHAMNOM.
CaMbIM ipKMM BO BCEX OTHOLLIEHMSX NprMepoM cTan Android.Toorch. 1.origin,
NPUTBOPUBLLNNCS «DOHaprKoM». KpomMe opurLmanbHO 3asBNEHHOO MyHKLMOHaNa
OH MOT HE3aMETHO BbIMOSHATb YCTAHOBKY W YAaNeHne NPUNoXeHnm, OONONHUTENbHO
CKa4MBaTb HEODXOAMMble KOMMOHEHTbI, NepeaaBaTh KMOepnpecTynHKamM PasfnyHyio
KOHMUAEHUMANbHYIO MHMDOPMaLUMIo, BKNtoHas GPS-KoopamMHaTbl 3apaXkeHHOoro
yCTPOWNCTBa.

baHkoBckui TposiHel, Android.BankBot.80.origin mackrpoBancs nog «baHk-
KIIMEHT» OOQHOM U3 KPyNHeWLKnX B POCCnM KpeauTHbIX OpraHu3aumm. locne 3anycka
OH TpeboBan NpaBa aAMUHUCTPATOPA Ha YCTPOWCTBE A0 TeX NOp, MNOKa NOSIb30BaTENb
Ha cornawancs ¢ TpeboBaHKeM, a MOC/e 3TOro NPUCTyNan Kk CBOe BPeOHOCHOM
OEeATENbHOCTN,

MumMukpusa — nog NpPUNoXeHNsa Apyrnx paspaboTymkoB
[pUNOXeHNs 310YMbILLNEHHUKOB MOTYT BU3YyanbHO HanNoMMHaTb M3BECTHble
nporpaMmbl — yTUNUTBI, (DoTopenakTopbl, rpadmyeckie 00oNoYKN, aHMMUPOBAHHbIE
obowu paboyero ctona 1 apyrve NpunoxeHuns. Nonb3oBaTenn AyMaloT, YTO CKa4YMBakOT
3HAaKOMOE 1M N3BECTHOE NPUNOXEHWE, HO Ha [ene 3TO He Tak.

BonbLWMHCTBO NporpaMM, B COCTaBe KOTOPbIX pacnpocTpaHsetcs Android.Spy.277.
origin, npencraBnsioT cobon noaaenbHble Bepckm nonynapHoro MO, Ha3BaHMe

1 BHELUHWUW BU[, KOTOPOTO 310y MbILLNIEHHMKW NO3aUMCTBOBANM A5t NPUBIeYeHus
BHVIMaHUA Mosib30BaTenen 1 yBenuyeHus Konm4ecTsa 3arpy3oK TPOsHLA.
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= [NepenakoBKa NPUNOXXEHUN APYrux pa3paboTynkos

LIpyrov MOLLIEHHUYECKMI METOS, — «TMepenakoBka» yXKe CyLLEeCTBYIOLLMX MPOrpaMm C
no06aBneHnemM B HUX BPeLOHOCHOro Kofa. J1erutMHoe npunoXeHue 3aBopadmBaeTcs
B «00epTKy», Cofep>Kalllyto BPeAOHOCHbIV KOf, U Pa3MELLAeTCa B MarasmHe.

TUNVYHBIM NPeACTaBUTENEM TaKMX YMAKOBAHHbIX TPOSHLLEB MOXHO CHMTaTb
Android.Packed.8677. Takon ynakoBLLVK MOXET COAEPKaTb MHOXECTBO Pa3NYHbIX
TPOSHLEB, OT/IMYAOLLMXCSA NO PYHKLIMOHANBbHOCTI, KOTOPbIe 3anakoBaHbl 415 3aLLUTbI
OT aHanm3a 1 0OHapPYXXeHUS M Kak pa3 Mo ynakoBLLMKY 1 OOHapY>KMBaIOTCS.

= BomMObl 3amMepIeHHOro OencTBns

C Google Play MOXHO cka4aTb nporpaMmmy 0e3 BpedoHOCHOro dyHKLMOHana,

HO C MOTeHUMAaNbHO ONacHbIMK 0COBEHHOCTIMU. Yepe3 HekoTopoe Bpems nocsie
aKTUBALIMW Takas N3Ha4anbHO 6e306mnaHas NporpamMmMa 4oKa4vaeT Ha YCTPOMCTBO
TPOSAHCKME KOMMOHEHTbI U HAYHET BPeAOHOCHYIO JeATeNbHOCTb.

TposiHel, Android.Cooee.1 Obin pa3paboTaH Tak, YTOObl Ha4MHAaTb BPedOHOCHYIO
NesTenbHOCTb He CPa3y Noc/e NepBoro BKAYeHUS MHMOULMPOBAHHOM CUCTEMBI,

a NLLb MO NPOLIEeCTBMUI onpeaeneHHoro neproaa, 3a4aHHoro 3f10yMblLLNIEHHUKAMN.
Bnagenblibl YCTPOWCTBA Mosaranu, YTo NpUYnHOM NoaBrReHns peknambl ctanm
NpPOrpamMMmbl, KOTOPbIE OHM YCNenn YyCTaHOBUTb 3@ BPEMS NCMOSIb30BaHMA CMapTdoHa,
N HACTOALLIMIA UCTOYHWK HABSI34MBbIX YBEOOMIIEHMIN OCTAaBaNCs HEODHaPY>KEHHbIM

[10 NonafdaHuns B BMPYCHYto Nabopatopuio «[lokTop Beb».

Dr.Web pexkomeHayeTt

Laxe cka4mBasi urpy m3 marasviHa rpuaoxeHuii Google Play, Bbl He MoxeTe
ObITb yBEPEHHBIMM, YTO BMECTE C HEW Bbl HE CKa4asin TPOsIHLAE. [TpoCTo MOMHUTE
006 3TOM 1 BHUMATE/IbHO YUTanUTe, Ha YTO MMEHHO 3arpaLLmBaeT npasa
ovepenHas UrpyLLKa. Eciivi Bbl He noHumaere, 3a4em urpe B KapTbl 4OCTYI

K CUCTEMHbIM 06/1aCTSIM YCTPOWCTBA MW BaLLa reo/1I0KaLmsl, JyHLLUe OTKaXXMTeCh
OT ee yCTaHOBKMU.

K coxxaneHwuio, TOT hakT, HTO MapKeTbl ToXe Hebe30MacHbI, Mano KOMY M3BECTEH.
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8. [Ina yero nokynatoT Android-yctpoucrea?

= Y700bI 1 AOMA, U 33 PabOYM CTONOM, U 3a pyfeM MallWHbI, U Ha BCTpeYe B
KOMaHOMPOBKe ObITb Ha CBA3W.

= YT0ObI MFTHOBEHHO OMMAYMBaTb TOBAPbI U YCIYTU.

= Y100bI B Nt0OOOM MOMEHT KOHTPOSIMPOBATL CBOU PACXOAbI.

= YT10o0bl BCErAa Nof pyKom Obina Hy>KHas MHbopMaLms.

= YT100bl, NONaB B HE3HAKOMbIW FOPOA, MOXHO ObINO ObICTPO HaMTK cebs Ha KapTe U
NPONOXNTb MAPLLPYT K HY>KHOMY MecTy.

= YT00bI 00WATLCS B pEXXIMME OHNAMH C LefbiIM MUPOM B COLIMANbHBIX CETSAX 1 YaTax.

= YT00bI B N0OOOM MOMEHT B CNMCKE KOHTAKTOB ObINN BCE HY>Hble TenedoHbl —
cKopasi, Nonnums, cnacaTenm.

= YT00Obl CNeanTb — 3a HOBOCTAMM, XXEHOW/CbIHOM/...*

= YT100bI (hoTOrpachMpoBaTh BCE AOPOrMe CepLy MOMEHTbI XN3HU — M HOCUTb
cdotorpacum npu cede.

= YT00ObI p1COBaTb — NCMONbL3Ys rpacmyecKme NNAHLIETbl — W XPaHWUTb Ha HUX CBOW
pPaboThbl.

= YT0ObI KOHTPONMPOBATbL B IOOON MOMEHT BPEMEHM YCTPONCTBA «YMHOIO AOMa».

= [1na nmmoxa.

 3TO He ncyepnbIBatoLLMIA CMINCOK.

* KomnaHusa «[loktop Beb» He noaaepXXmMBaeT naeko Cnexkn 3a kem-nnbo. He cobunpaet naHHble,
No3BoNsoLLMe UOEHTUMULMPOBATL CBOVX MOJSIb30BATENEN, 1 HE MOMOTaeT KoMy-nnbo B coope
NOAOOHbIX OaHHbIX.

MobunbHble YCTPOMCTBa NCNONb3YIOTCA NIOABMU U AN paboTbl. COTPYAHMKM
paboTaloT B opore 1 IoMa, XpaHAT KOPNopaT/BHbIE AaHHbIE Ha NINYHbIX YCTPOMCTBAX,
3aX0[4AT Ha KOPMOPATUBHbIE PECYPChI C INYHbIX YCTPOMUCTB, COXPaHsAs Naponm AOCTyna
K HM Ha MOOUMbHbIX YCTPONCTBAX.

g n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu! 20
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A BOT gns 4yero He nokynatoT Android-ycTtponcrea

= YT1OObI XaKep rpencs Ha 3aMOoPCKMX KypopTax C MOAENSMW NOCe Kpaxki BaLLMX
LeHer.

= YT10ObI BHE3AMHO OCTaThCS OE3 YCTPOMCTBA B Yy>KOM FOPOAEe UK CTpaHe.

= YT1OObI YCTAHOBUTH MOLLIEHHMYECKOE NMPUIIOXEHME SKODbI A5 ONaThbl MAapKOBKM B
MocCKBe CO CKMAKOW, a MOTOM MOMy4aTh CHETa Ha WTpadbl 33 HEONNATY CTOAHKYM OT
HaCTOALLMX BNadenbLEeB NapKOBKU.

= YT10ObI Cneucny>obl U Xakepbl YUTaANM NepPenmcky.

= YT1OObI BOPbI CNeAMM 3a NepemMeLLeHNSIMI Mo ropoay M 3Hanu, Koraa Bac TOYHO
HeT AoMa, Y4ToDbl OrpabuTb KBAPTUPY.

= YT10ObI HE NNATUTb 3a Nepepacxof Tpadurka B pOyMUHre No BO3BpaLLEHUN OMOM
NN He OKa3aTbCs C OTKITIOYEHHbBIM TenieOHOM MO TOW Xe NMPUYKMHe.

= YT10ObI OKa3aThCsA YacTbto OOT-CeTU 1 y4acTBOBaTb B DOS-aTake Ha canT npe3naeHTa
/ LIPY / TenTaroHa / NASA / Ball BapmaHT.

Cny4au pasHble ObIBaIOT.
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9. lnueHsnposanHune Dr.Web ana Android

Korga B 2007 roay komMnaHus «JokTtop Beb» BhInycTiia NepBbI aHTUBMPYC

175 MODOUINBHBIX VCTPOMCTE, BUPYCOB AN MODUMbHbIX ObINIO Tak Mano, Y4To Mbl
TBEPAO PeLLVnM He OpaTb 3a 3TOT NPOAYKT AEHbIM C MOMb30BaTeNen — MNOTOMY HTO
ObINO HE3TMYHO BpaThb NNaTy 3a 3aLLUMUTY OT BO3MOXHbIX OYaYLIMX Yrpo3, NOYTU He
CyLLIECTBOBABLLIMX TOrAa. [1py 3TOM B TOM, YTO Yrpo3bl A1 MOOUIbHbLIX OYayT, 1 4TO
nx OyaeT Hemarno, — Mbl He COMHEBANNCb — MHaye Mbl Obl He CTanu BKNaabiBaTb
cpencTsa B pa3paboTKy 3TOro NpoayKTa. 3a HaMu nocnefoBany (no3gHee)
NPOU3BOANTENN HEKOTOPLIX OPYIMX aHTUBUPYCOB.

C 2007 ropa v po cux nop komnaHusa «JJoktop Beb6» npepocraensier
nokynatensam npoayktos Dr.Web pgns 3awmntbl pomawHux MK npaso
G6ecnnatHoro ncnonb3oBaHus Dr.Web Mobile Security n He coGupaeTcs
MEHSATb 3TY NOJSINTUKY.

Konunyecrtso becnnatHo NpegoctaBnsemMblx nnueH3nm Ha Dr.\Web Mobile Securi-
ty paBHO Konm4dectBy MK B KynneHHOM NULEH3UX Ha NPOAYKT AN 3aLLUMTbl TMYHOro
KOMMbtoTepa.

MnaTHble nuueH3uu Ha Dr.Web ansa Android
[pacbrK pocCTa KonmMyecTBa 3anmcen BpedoHOCHbIX nporpamm ansa OC Android
B BMpYycHoWM ba3e Dr.Web:

g n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu!
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B mione 2012 roga, koraa KonM4ecTBo yrpo3 ans MobunbHbix OC AOCTUTNO OFPOMHOWN
Lndpbl U CTaNo ACHO, YTO KOMMEPYECK OPUEHTUPOBAHHbIE BUPYCOMMCATENN CHUTAOT
3TOT CEMMEHT Cepbe3HbIM, KOMMNaHMs «JJokTop Beb» Havana npoaaxu oTaenbHbIX
nuueHsnn Ha Dr.Web Mobile Security.

lMone3Ho 3HaTb

Dr.Web Mobile Security — 370 Ha3BaH1e KOMMeEPYECKOro rpoAyKTa A5 3aLnTbl
MOBUIIbHbIX YCTPOUVCTB, KOTOPbIV BKITIOHAET B Cebsi HECKO/IbKO MPOorpaMmMHbIX
npoaykros Dr.Web: ans 3aimtsl Android v BlackBerry,.

lokynasi oaHy nuueH3uio Ha Dr.Web Mobile Security, nonb3oBatesib MOXeT
MCMOo/Ib30BaTh €€ TO/IbKO Ha OAHOM yCTPOMCTBE Ha CBOM BbIOOP. Mo yrpaBaeHNeEM
Android vinn Blackberry. Ecnivi B Te4eHme Cpoka AenCTBUS INLIEH3MM [10/1b30BaTe b
cHayvana ycraHosun Dr.Web Ha Android-ycTpovcTso, a 3aTem npuobpesn yCTponcTBo
non BlackBerry, emy He Hafo MoKynaTb HOBYIO JINLEH3MIO — JJOCTAaTOYHO NepeHecTm
ee Ha ipyroe yCTpoUCTBO.

Tonbko ¢akTbl

= AHTMBMpYC Dr.Web ona Android Light nosisuncsa B asrycre 2010 roga.
= Dr.Web Security Space gns Android 6bin1 BbinyieH 8 2011 roay.

= Dr.Web ans BlackBerry Bbiwen B cBeT B Hoss6pe 2016 roaa.
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Buabl nuueH3sun

PekomeHpyem!
AHTUBMpYc Dr.Web Dr.Web Security Space Dr.Web Security Space
Ansa Android Light Ansa Android (shareware) ansa Android (life license)
Cka4mBaHme TONbKO Cka4mBaHwue ¢ canTa «[JokTop Beb» okyrnka 1 cka4mBaHme ToJSIbKO
B Google Play 1 obuLMaNbHbIX MapPKeTOB B Google Play
NI ER Sl SRSV VISIOM [1/15 paOoThl TPEOyeTcs cepuinHbIi [ns pabotbl Tpebyetcs
He TpebyeTcs SIOIVIT O eI VIVIE IS @ N7 /B EIVIOM  KOMMEPHECKNA CEPUNHBIN HOMEP
Be3 BO3MOXHOCTM NepeHoca Bo3MOXHOCTb nepeHoca Bo3MOXHOCTb nepeHoca
Ha Apyroe yCTpoMCTBO Ha Apyroe yCTpoMCTBO Ha apyroe yCcTpouCTBO

becnnaTtHo lD,O(:TyI'IHaFI LleHa ,D,oporaﬂ JMueH3na

beccpoyHasa nuueH3ua Jemo 14 gHen. Bo3MOXHOCTb beccpoyHaa nuueH3sua
NOKYMKW NLUEH3UM Ha 1 unun 2 roga

Tonbko aHTMBNpPYC Bce KOMMOHEHTbI 3aLLTbI Bce KOMMOHEeHTbI 3aLLUThI

STOW NNLLEH3UW HeJOCTaTO4YHO Tonbko B Google Play!
AN4 3aLLNTbI OT BCEX Yrpo3 ANs

MOOUbHbIX yCTponcTB!*

* OHa nofonAeT Ans Toro, YToObl MPOBEPUTb YCTPOMCTBO Ha BMPYChl M NoHabntoaath, kak Dr.Web Haxoont
HOBbI€ YIrPO3bl, HO A MOCTOSHHOWM 3aLLMThI YCTPOWCTBA, OCODEHHO ecrv C HEero Nosb3yoTCs MHTEPHEeT-

6aHKl/IHFOM, 3TY IMUEH3UIO NCMOJIb30BaTb Mbl HE peKOMeEHYEM.

Buabl noctaBkun

JInueHsnm Ha Dr.Web ona Android noctaBnsitoTcs B aneKTPOHHOM BUAe (cepuimHble
HOMepa), B COCTaBe BCeX KOPOOOUHbIX MPOAYKTOB M Ha CKpeTy-kapTax B Buae OEM-
NWLEH3MM B pO3HMLE, B Tapudax ycnyrn «AHTrBMpyC Dr.\Web».

MpoaykToBas rpynna | Kommepyeckme nuueH3nu Yro 3awmiiaer?
= Dr.Web Security Space = 3awwmTta NK/Mac + 3awwmta gng
= Dr.Web Security Space + MOOUNBHOroO
Kpunrtorpad = 3awwmra NK/Mac + kpuntorpad Ang
3n. nNueH3nun = AHTMBMpPYC Dr.Web Windows + 3aLmTa ong MobmnbHoOro
= Dr.Web Mobile Security* = AHTMBMpYC MNK/Mac+ 3awmTa ans
MOOWNBHOIO
= TofbKO 3aLLmTa 019 MODUMBHOMO
Kopobkn = 3awwmTta NK/Mac + 3awmta ang
= Dr.Web Security Space MOOWNbHOIO
= Dr.Web bactmoH** = 3awwmra NK/Mac + kpuntorpad Ang
MpoayKTbi = AHTUBUPYC Dr.Web Windows 3awimTa g4 MobUIbHOIro
NSt PO3HMLBI = DrWeb <<l\/|anb||/| 6|/|3lHec>> = AHTMBUMpYC MNMK/Mac+ 3awmrta ong
= Dr.Web Mobile Security* MOOWNBbHOIO
ON. NUUEH3nd = 3awmTa pabo4mx cTaHumMM 1 damn.
= Dr.Web Security Space ana Android cepBepa ¢ LleHTpom ynpaBneHusa +
B COCTaBe CEePBMCHbIX NaKeTOB 3aLmTa ona MOBUMbHOMO

*  ToJfbKO 3aLLmTa 019 MODUMBbHOMO
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OEM-npoaykKTbl Dr Web OEM MobubHbIN = TonbKo 3aLLmTa 41 MODUIIBHOMO
Dr.Web (He pns ON. NNLUEH3UM Ha 3 Mec.
npopaxn KoHeyHbIM | =  CKpeT4y-KapTbl Ha 3 NN 6 Mec.
nonb3oBaTtensam)
= Dr.Web Mpemnym — 3atumta MK/ = 3awwmTta NK/Mac + 3awmTta gng
v Mac + becnnaTHo 3aLmTa o MOOWNbHOroO
cnyra «KAHTUBUPYC
MOOUNBHOO = TonbKo 3aLLmTa 41 MODUIBHOMO

Dr.Web» = Dr.Web MobunbHbI —

TOMBbKO 3aLUMTa 4519 MOOUIIBHOMO

* B kopobKe NOoCTaBNSeTCs NULIEH3MOHHbIV CepTUMUKAT C OQHUM CEPUMHBIM HOMEPOM s 3aLLNTbI
BBYX MOOUbHbIX YCTPOWCTB B TeveHKe 2 neT. CpoK AenCTBUS 000MX CEPUMHBIX HOMEPOB HaYNHAETCA
O[IHOBPEMEHHO, C MOMEHTa perncrpauum.

** 310 aHanor an. nnueHsnm Dr.Web Security Space ¢ kpunTorpacom.

NpopneHue
[MpoOnTb CPOK AencTBns NnueH3nm Ha Dr.Web Mobile Security MoxxHO aBymS
cnocobamu: MPUOBPECTM INEKTPOHHYIO NNLLEH3MIO NN KOPODOYHbIN NpoaykT Dr.\Web.

= [naTHoe npopaJieHne 3aWnTbl AN MOOMNbHOro

Y10bbI NPOANNTL CPOK AencTBus Dr.\Web, npoaante nokynaTenio HOBYIO
nuueHsnio unu kopobky Dr.Web Mobile Security Suite. [1ns 3toro npoaykra
CKMOOK Ha NpOoASieHMe HeT.

= BecnnaTHoe npoasieHue 3aWuTbl A MOOUIIbHOIO

Bbl Tak>xe MOXET NpeasioxXnTb NpuLledllemMy 3a NpoaneHnemM nokynaTtesto
npmnobpectn Dr.Web Security Space. B ero coctaB BxoguT 6ecnnaTHbim
Dr.Web ons Android. To ecTb OH CMOXET He ToNbko 6ecnnaTHo NPoanUTbL
CPOK OeNCTBUS 3aLLMTbI A1 MODUIBLHOrO, HO ellle 1 0becneYmTb 3aLmTy
[MK/Mac. Bnocnecrsmm nonb3oBatesib CMOXET NPoL41eBaTh 3Ty JINLEH3MIO
co ckmnakow ot 40% Ha rog, v bonee.

= Camoe BbIroHO€e npoaJieHne — Kopobkomn
Ecnu B BallemM MarasunHe npoaatotcst kopoboyHble npoaykTbl Dr.\Web Security Space,
NoKyMKa Takoro NpoAyKTta OyaeT caMomn BbIrogHOM A5 Nonb3oBaTens.
= [lpn nokynke kopobkm B komnnekTaumm 2 MK Ha 2 roga 1 nocnegoBaTelbHOW
perucTpaLnm obonx cepmnHbix HoMepoB K3 Kopobku Ha 1 MK, cpok gencrams
NVLLEH3MK N8 HOBOrO nokynatensa coctaBut 4 roga 1 300 OOHYCHbIX OHEW.
 BCe 310 BpemMs 3alimTa MoOOUNbHOro byaeT ana Hero becnnaTtHoM — AN
nByx(!) ycrponcrs.
= Ecnu kopobka B komnnekTaumn 2 MK Ha 1 rog, npyv nocnenoBaTenbHOM
perucTpaLmnm oborx CepmnHbIX HOMEPOB K3 KOpobku Ha 1 MK cpok aencrams
NVLIEH3UK N8 HOBOrO NokynaTens coctaBuT 2 roga 1 150 OOHYCHbIX OHEeW.
3aumTa 1 MODUNbHOMO YCTPOWCTBA OyaeT OecnnaTHOM Ha 3TOT Xe neprog.
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A ecniv nokynatesb paHee nosb3osancs Dr.Web Security Space, K Cpoky 3Tix
nuueH3nn byayt nobasneHsbl ewle 150 aHew.

Dr.Web HarpaguT 3a kaxxayio npoaaxy

MNocne npofaxu perucTrpupymre Koabl

C KOpobOK B NporpamMmMe Ans NpoaaBLOB
po3HuMLpbl «KOL Dr.Web». 3a kaxayto Kopooky
BbINAAYMBAOTCS OOHYChI.

Perncrpauns B nporpamMme:
https://www.drweb.ru/kod _drweb

HanomuHaHus o npoaneHun

B ctaHgapT obcnyxxnBaHus knreHtoB Dr.Web BxoanT cnuctema cepBMCHbIX e-mail-
CoobLLIeHNI, OTNPaBNseMblx Ha e-mail nonb3oBaTens B Te4eHme Cpoka AencTBUS
NULEH3MK. B TOM Ynce oTnpaBRsioTcs HAaMoOMMUHAHWA O MPOANEeHNM NNLEH3NN.

HanoMmnHaHua o0 npoafieHnn KoMmepyeckux nuueHsmnm Dr.\Web Mobile Security
oTnpasnsiotcsd 3a 30 AHeM L0 OKOHYaHUSA NTMLEH3UN, a TakXe B JEHb ee OKOHYaHUA
nyepes 20 1 40 gHeM Nocne OKOHYaHWSA NNLEH3NN. TeKCTbl STUX COOOLLEHMI TaKXKe

XpaHATCs B cepBumce «CoobLEHMA» NMUYHOIO KabuHeTa nonb3osatensa «Mow Dr.\Web».

HanoMmnHaHMa 0 NpoaneHnn AeMONMLEH3MI OTNPABIIAIOTCA B A€Hb 3aNpoca AeMO,
a Takke 4epes 10 n 13 gHew nocne Bblgadv OemMo.

Jo3akynka

Ecnu nokynatenb cHadana nprobpen oaHy nuueH3uio Dr.\Web, a 3atem 3axoten
3aLLUTUTD eLlle apyrve yCTpomncTea, eMy HeobXoaMMO NPMoBPeCTM HOBYIO NNLIEH3MIO
0e3 cknaku. Ha 3ToT NpoayKT HET HUKAKMX CKUOOK, B TOM YMCIE 3@ KONMYeCTBO
NLEH3NN.

4 n B 3HaHKWs becueHHbI. Modenntec MK C Apy3bsmu!
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10. Kak ckayaTtb Dr.Web ona Android

MbI pekoMeHayeM ycTaHaBnmBaTk Dr.Web Tonbko ¢ Halllero cavra nnu ns Google Play —
3TO rapaHTXs Toro, 4To BMecTe ¢ Dr.\Web Ha MoOUNbHOE YCTPONCTBO He NonafeT TPOSIHELL.
OdmumanbHbI MapkeT pa3padotynka OC Android — Google Play.

Dr.Web pekomeHayer

CkaymBatb Android-npunoxeHus nnbo mz Google Play, nnbo c cavita
pa3paboTymKa npuIoXeHus — camas bezornacHasi npakTka B OTHOLLEHW
J106bIX porpamm 418 Android.

Dr.Web pekomeHgyer

[Nepen ckadymBaHueM v yCTaHOBKOW npunoxeHns Dr.\WWeb o3HakombTeCh

C TEKCTOM JINLIEH3MOHHOIO COMAaLLIEHMNS] — ero MOXHO Cka4ark B LeHTpe
nLeH3npoBaHus Dr.Web. Takxe 3TOT TeKCT JeEMOHCTPUPYETCS B MPUSIOKEHNN
BO BpeMs yCTaHOBKM. B c/iydae HeCormnacums C ero rosIoXXeHusMm yCTaHOBKa
byner npepsBaHa.

Kak ckauatb Dr.Web n3 Google Play

B MapkeTe gocTynHbl cnegytolye nuueH3snm Dr.\Web:

= Dr.Web Security Space ans Android (shareware)

= Dr.Web Security Space ans Android (life license)

= Antmsumpyc Dr\Web nna Android Light (freeware) — becnnaTtHas ¢ orpaHUYeHHbIM
yHKLIMOHaNoM beccpodHas NnuUeH3us. B ee coctaB BKIIOYEH TONbKO aHTUBUPYC
(11 OTCYTCTBYIOT BCE OCTaNbHble KOMMOHEHTbI 3aLLUTbI MOTHOM BEPCUN).

Moka)xeT Dr.Web
060 Bcex cnocobax ckavmBaHMa 1 yctaHoBKK Dr.Web pacckaxxyTt oby4datoLme
BUOEOPONKMN.

llone3Ho 3HaTh

lomumo Dr.Web gns Android B Google Play ectb nporpamma Dr.Web gns
CUCTEMHbIX aAMUHUCTPATOPOB KOMAaHM — N OOUIbHLIV LIEHTD VITPaBAEH S
Dr.Web 15151 aAMWHUCTPUPOBAHWNS @HTUBUPYCHOM CETU, MOCTPOEHHOM

Ha ocHoBe Dr.Web Enterprise Security Suite vnm Dr.Web AV-Desk, —

M cneumanbHoe npuoXeHme 415 NapTHePoOB, PEAN3YIOLLIMX KOPODOYHbIE
npoayktsl Dr.Web, — CkarHep KO/ Dr.\Web.

g n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu! 27
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Kak ckauatb Dr.Web c canta komnaHuu «Jloktop Be6»
= Ecnny Bac HeT cepumnHoro Homepa Dr.\Web — Ha cTpaHuue ckavmBaHmS

npunoxenus http://download.drweb.com/android BbibepuTe yaoOHbIN A1 Bac

CNocob ckaymBaHua — vepes apk-harn nnm QR-koa. Bo Bpems yCTaHOBKM MOXKHO

OyneT 3anpocuTb Aemo Ha 14 aHewn.
= Ecnuny Bac ecTb AeNCTBYIOLMI CEPUMHBIM HOMEP — YKaXuTe ero B Macrepe

CKaumBaHnY 1 ckadanTe Dr.\Web B ynobHom gns cedbsa opme. Nnu ckadamte Dr.Web

c http://download.drweb.com/android v BBEANTE CEPUMNHBIN HOMEP

NpW yCTaHOBKe.

. BHumaHue! Ha canite «/[Joktop Beb» becrinatHow Light-sepcu Her.

Dr.Web pekomeHayeTt

CTpaHuLy cka4YmBaHus Ha cavte «[JokTop Beb» HauT o4eHb rpocTo. OTKPOUTE
raBHYyIO CTpaHuLy hitps.//drweb.ru — HaBeauTe MbILLKY Ha pa3aes CkadyaTtb —
KITMKHUWTE 10 CCbl/IKe BO3s1e MKOHKW Android.

Ecnv Bbl 3aLL5m Ha canuT C MOBUIIbLHOIO YCTPOMCTBA — repenamnTe B pasaen
Cka4darb 11 Yepes f1eBoe MeHio [lemo Ans goma — [ MobusibHbix — Dr.Web
4719 Android oTkpouite cTaHuLy ckadyvBaHWs MpPoAyKTa (aaanTMpoBaHa rnosa
MOBUIIbHBIE YCTPOWCTBA).

lTone3Ho 3HaTh

Y7106bI Mporpamma pabotana, evl He0bXoanUM CEPUNHBI HOMEP —
KoMmepyeckni nnm gemo. CpoK AenCTBUS INLEH3UM HAYNHAETC C MOMEHTa
aKTUBaLMV CEPUMNHOIO HOMepa — oKy natTesaemM v COTPYAHNKOM MarasmvHa,
MpoOV3BOASLUMM yCTaHOBKY Dr.\Web Ha yCTpouncTBO noKynaresis.

3anpeLLeHo perucTpupoBarb cepuiiHble Homepa Dr.Web Ha e-mail-aapeca,
He npuvHaanexatyme saagensLy amueHsnm. B cnyydae obpalleHvs B
TEXHMYECKYIO MOAAEPXKKY MM MOXET ObITb OTKa3aHo B 0O6C/TyKMBaHMM.

Kro aBnserca Bnaaensuem avueHsnm Dr\Veb?

Dr.Web pekomeHayeTt

KnuneHT, cornacuLumnicsl Ha yctaHoBKy Dr.Web, MoXeT 3aaTb BaM BOMPOC
0 pabote npunoxeHus. YTobbl PaMOTHO OTBETUTL Ha BOMPOCH! KITMEHTa,
cKavauite u yCTaHoBUTe Ha CBoe ycTpowucTeo Dr.Web.

D n B 3HaHKWs becueHHbI. Modenntec MK C Apy3bsmu! 28
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11. Kak nony4unTb gemo

[MpennonoXmnM, 4To Balll KIMEHT He BO3PaXaeT, 4To 3alimTa ans Android HyxHa.

Ho oH MoxeT ObITb He yBepeH, nogonaeT N Dr.\Web ans ero ycrponctsa 1 He byget
NV NporpaMmMa TOPMO3UTb PabOTY; OH MOXET KonebaTbCsl, Kakyto nuueH3uno Dr.\Web
BbIOpaTh, MM NMPOCTO He XOYET NMOoKyNaTb Cpa3y BMecCTe C yCTPOMNCTBOM KOPODKY Mnu
NNLEH3MIO. B Takom CUTyaLMM BaXKHO B MarasmHe yxxe npu npogaxe MobunbHoro
yCTPOWCTBa yOeauTb KIMeHTa YyCTaHOBMUTL NPOoOHYto Bepcuto Dr.Web.

= Cnoco6 1 — ckavaTb AeMo NMosiHoM Bepcuu Ha 14 pHen
Caenatb 3TO MOXHO C carita pa3paboTymka nporpamMmbl — KoMriaHum «[loktop Beb»
NN C 0PULMANbHOW CTPaHULLbI NpunoxerHusa B Google Play.

Mone3Ho 3HaTh
Cpok AencTBmS AEMOTTNLIEH3UN HAYMHAETCs] C MOMEHTa 3arpoca AeMO.

= Cnocob 2 — camMbiv BbIrOAHbIN U AN KIINEHTa, N ANis npoaasLa
Mpennoxute knneHTy nprobpecti Dr.\Web Security Space Ha 1, 2 nnm 3 roga

1 NoNb30BaTbCA 3aLmTon ana Android 6GecnnatHo. ECnm KNMeHT cornacmnTcs Ha
MOKYMKY, MPSIMO B Mara3unHe YCTaHOBUTE KITIMEHTY MOJHYO NPOOHYI0 BEPCUIO Ha

14 ngHen (cM. cnocob 1). KnreHT CMOXET yKa3aTb CePUMHbBIM HOMEP No3xXe, nocne
aKTVBaumMu ero Ha MNMK/Mac. IHCTpyKUMIO O TOM, Kak 3TO CAenatb, OH NOay4yuT

B NM1CbMe C KJTII0HOM MOC/e aKTUBaLMM CEPUMHOIO HOMEPA.

[MpoBeauTe NPOOHOE CKaHMPOBaHME YCTPOMCTBA 1 MPOBEepLTE ero AyanTOpPOM
Ge3onacHOCTM NPAMO B Mara3uHe. 4Y1o MoxeT obHapyxuTb Dr.Web gaxe
Ha HOBEHbKOM YCTPOWCTBE, Bbl Y>Ke 3HAeTe 13 NnpeablayLmX rnaB Kypca.

g n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu! 29
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12. KomnoHeHTbI 3awmTbl Dr.\Web Security

Space ans Android

[penctaBbTe OM, B KOTOPOM, Hanpumep, Tpy ABepu. X034MH NOCTaBM 3aMOK TOSbKO
Ha OAHY 13 HMX (YCTaHOBM aHTMBMPYC Ha MOBKIIbHOE YCTPOWCTBO), a ABE ApYrme
OCTaNMCb He3anepTbIMK (HanprMep, He UCNoNb3yeTcs aHTKUCNaM 1 bpaHaMay3p).
CTaHeT N Bop nomaTtb 3aMok (aHT1BMpYC)? KOHEeYHO, HET — OH BOMET B HE3AMEPTYIO

LBEpb.

BecnnatHbin AHTUBUMpPYC Dr.Web ansa Android Light — 3to pom
TOJIbKO C OAHOMN 3aKpPbITON ABEPbLIO.

OH 3alWUTUT OT BUPYCOB M BPEAOHOCHbIX MPOrpaMm, B HaCTHOCTU TPOSIHLLEB.
Ho cerogHs 3Toro y>xe HeLOCTaTOYHO A1 3aLLUTbI OT BCEX CNOCOGOB
NPOHUKHYTb Ha YCTPOMNCTBO B apceHarne BpeaoHOCHbIX Nporpamm gnsa Android.

Pa3yMHbIV XO31H 3aNpeT BCe ABEPU M He OCTaBUT BOPAM HW OAHOTO LLAHCa
BecnpensTCTBEHHO MPOHMKHYTL BHYTPb AOMA.

3awmTa Android-ycTponcTB AOMKHa CTPOUTLCS MO TaKOMY XXe MPUHLKMMNY: HeobXoanMOo
3aLLMTNTL (3aKpbITh) NOObIE Nazerkn (OTKPbITas ABePb — 3TO naserika, bpelub, Abipa)
LNst KNOepnpecTynHNKOB.

Kakune npopexu B 3almTe MODUNBbHbBIX YCTPOMCTB UCMOb3YyeT KNOEPKPUMUHAN
1 KakoW KOMMOHeHT nonHom Bepckm Dr.\Web Security Space ans Android ot Yyero
3almaet?

= AHTUBMPYC — 3aLLUMTAT OT BPEAOHOCHbIX MPOrpamMMm, CO3[aHHbIX A8
NHDULMPOBAHMS MODUIbHbIX YCTPOMCTB.

u n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu! 30
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Ounbrp 380HKOB 1 CMC — 3aLLUMTUT OT HEXeNaTeNbHbIX 3BOHKOB
n CMC-coobLeHMN C DULLMHIOBLIMM CChINIKaMK. A 3Ha4KT,
NOMb30BaTeSb HE NepenaeT Mo TakKom CCbIfIKe Ha (PULLIMHIOBbLIN
NN BPeAOHOCHbIN canT. PaboTta aHTMCNaMa BO3MOXHaA U Ha

yctponcTBax ¢ AByms SIM-kaptamu.,

O6nayHbiv URL-dunbrp Dr.Web orpaHnymt goctyn kK
HeXenaTenbHbIM 1 MOTEHLMANbHO ONaCHbIM caTaM. OH 0COOEHHO
NoneseH, ecniv yCTPOMCTBOM MOJb3YyeTCs pebeHOoK, KOTOPbIN ellle
MOKa He OCO3HAET OMACHOCTM NOCELLEHUS TEX UMK MHbIX PECYPCOB.
KoHTponb AocTyna K pecypcam B cetu MIHTepHeT obecnevmBaeTcs
Yyepes BCTPOeHHbIN bpay3ep Android, a Takke Hanbonee
nonynsipHble bpay3epbl: Google Chrome, Google Chrome Beta, Fire-
fox, Opera, Opera mini, Next, Amazon Silk, iHoekc.bpay3ep, Boat
Browser 1 Boat Browser Mini, Adblock Browser, Dolphin Browser,

CnyTHuK, UME bpayzep.

AHTMBOpP Dr.Web — nomMoxeT HanTy MODUIIbHOE YCTPOMCTBO B
CNy4ae ero yTepu Unm kpaxu, 3abnokmpoBaTb YCTPOWCTBO U Npwn
HeobXoANMMOCTY yaaNeHHO CTepeTb C Hero KOHMUAEHLMANbHYIO
MHbopMauuio. MobunbHble YyCTPOMCTBa NOABEPXKEHBI OFPOMHOMY
PUCKY MOTEPU UK Kpaxku. VIHdopmaums (BktoYas naponm 1
NOTMHbI 4OCTYNa) MOXET NoMnacTb B He BCerda ApYyXentoOHble pyku.

[lns 3TOro Hago BKJIKOYNTL U HaCTPOUTb 3TOT KOMIOHEHT.

Hacrpowui-ka Dr.Web!

060 Bcex HacTpovikax AHTHBOPA Dr.\Web 11 ero BO3MOXHOCTSIX pacckaxyT

obyyaroLLme BLAEOPOINKA.

«Kak noAaroroBUTb AHTMBOP K H4acy MKC» — [0/1€3Has CTaThs MpoeKkTa
«AHTUBUPYCHas rpasAl».

lMone3Ho 3HaThb

Ecnv Bbi 3abbinn ko pa3brnokuposkit AHTMBopa Dr.Web, Bbl MoxeTe

CaMOCTOSITE/IbHO BOCCTaHOBUTL €ro Ha CTpaHuLie
https://antifraud.drweb.ru/android_theft

E i n B 3HaHKWs becueHHbI. Modenntec MK C Apy3bsmu!
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= bpaHaMay3p — NPOKOHTPONMPYET CETEBYIO aKTUBHOCTb
MPUNOXEHNI 1 MOMOXET U30eXaTb PaCXO40BaHNS CPeaCTB Ha
HEHYXHbIN TpaduK. OH NpoBepseT Mobon Tpahuk, oTkyaa Obl
TOT HW NepeaBancsa. Bce nonbiTku BHeApeHWs BPeOOHOCHbIX
NPOrpaMmM C HeJOBEPEHHbIX ceTer byayT npeceyeHbl. DTOT
KOMMOHEHT HaZl0 BKIIOYUTb U HACTPOWUTL. bpaHamaysp
paboTaet Ha Android 4.0 1 Bbilwe. 119 €ro Mcnosb30BaHus
Tpebyetcs BkNodeHre VPN ans Android (nogpo0bHee). ins
paboTbl bpaHamayspa Dr.Web He TpebyeTca nonyyeHue npas
cynepnonb3oBaTens (root) Ha yCcTponcTee.

Hacrpown-ka Dr.Web!
060 Bcex HacTpovikax bpaHamayapa Dr.Web pacckaxyT obyyartoLme
BUAEOPOIIVKY.

«YKpoLLeHue rnoxupareney Tpagrka» — rofie3Has Ccrarbs rMnpoekTa
«AHTVBUPYCHas rpasAl»

= AyauTop 6e3onacHOCTM — NPOU3BEAET AMArHOCTUKY YCTPOMCTBA, BbISIBUT
npobnemMbl 0e30MaCHOCTY U NPEeOSIOXKUT PELUEHNS 719 UX YCTPaHEHUS,

TONbKO KOMMJIEKCHOE aHTMBMPYCHOE pelleHme Dr.Web Security Space ans
Android no3BonnT 3aWMLLIATLCS OT BCEX TUMOB BPEAOHOCHOO M0, NCNoNb3yemMoro
MOLLIEHHMKaMM N5 CoBepLUeHusa kKnbepnpectynneHun Ha Android-ycTtponcreax.

A Takxe

= ABTOMaTU4ecKkne 0OHOBNEH NS

= EOnHOe oKHO CObbITUMI 6e30MacHOCTY YCTPOMCTBA
= Pe3epBHasa konuma HacTpoek

= CTaTncTmnka paboTbl KOMMOHEHTOB 3aLLNTD

= KapaHTnH

= MeHepxep nmueH3nm

= JIn4HbIV KabunHeT «Mow Dr.Web»

Tabnuua dyHkLmorHana npoaykTos Dr.\Web ans 3awmTbl MOBUAbHBIX YCTPOMCTB
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KomnoHeHTbI 3awwmTbl Dr.Web Security Space ans Android I

CpaBHuTe npoaykTtbl Dr.Web pns Android

Dr.Web Security
Space ana Android

AHTMBMpPYC Dr.Web
ansa Android Light

MNopnepxneaemble OC

Android 4.0-7.1
Android TV 5.0+

Android 4.0-6.0

Homep Bepcuun

11

10

KOMMNOHEeHTbI 3aLLNThbI

AHTMBKPYC

AHTVCNaM™

AHTVBOP™

URL-cpunerp

bpaHoymasyp

Ayamntop 6e3onacHoCTH

+ |+ +

Pa30nokmnpoBKa OT BpegOHOCHbIX
TPOSIHLIEB-ONOKMPOBLLMKOB

+

* Micnonb3oBaHne AHTMCNaMa 1M AHTUBOPA Ha MNaHLWETHbIX KOMMbloTepax 6e3 SIM-kapT

HEBO3MOXHO.

. 4 n B 3HaHKWs becueHHbI. Modenntec MK C Apy3bsmu!
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13. Dr.Web gnsi «<yMmHbIX» TeN€eBN30POB
Android TV

ona Android TV 5.0+

[MepBbivt aHTMBMPYC ana Android TV

AHTUBMPYC — 3aLUNTUT OT TPOSHLIEB

N APYTrUX BPeOOHOCHbIX MPOrpaMm

= [locTosAHHas NpoBepka ManIOBOM CUCTEMDI
ANS 3aWMTbl OT BPEAOHOCHbIX MPOrpaMm
B PEXMME peanbHOro BPeMEHM.

= bbICcTpoe, MoNHOe 1 BbIBOPOYHOE
CKaHVpPOBaHWe No TpebOoBaHWMIO.

BpaHamMay3p — NPOKOHTPONMPYET CETEBYIO aKTMBHOCTb MPUOXEHNIA.

= 3alUUTNT OT HECaHKLIMOHMPOBAHHOIO JOCTyMNa U3BHE.

MpenoTBpaTUT yTeuKM BaxKHbIX AaHHbIX MO CETW.

[poKOHTpONMPYET NOAKOYEHNS 1 Nepeaadvy AaHHbIX Mo ceTh VIHTepHeT.
3abnokuMpyeT Nofo3puTeNbHble COeAMHEHMS.

AyJJ,I/ITOP Ge3onacHOCTN — npouvssenetr JarHoCTnky, BbIABUT I'IpO6J'IeMbI
De3onacHOCTU U npennoXxumT peweHna and nx ycrpaHeHn4.
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14. NMnyHbIN KabuHeT «Mown Dr.Web»

DTO NepCcoHasbHbIM MOMOLLHMK W NyTEBOAUTENb NO CEPBMCAM AN NONb30BaTENeN,
NepCoHasNbHbIN AOCTYN K YCIyram TeXNOAAEPXKKN U apXMB BCEX 3aMPOCOB, KOTOpbIE
XPAHATCS B TeYeHMe 0enCTBUA NULEH3MM 1 60 OHeNM nocne ee OKOHYaHMs. JocTyn

K KaDWHeTy NpoV3BOAUTCS U3 MPUIOXEHUS UK CO CTpaHULbl http://support.drweb.
com/get+cabinet+link

u n B 3HaHWs BecueHHbI. MoaenuTecs UMK C Apy3bamu! 35
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«KO[ Dr.Web» — 3To npoekT nooupeHms 3a npodaxu npoaaBLoB KOPODOOYHbIX
npoaykToB n OEM-kapt Dr.Web.
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[Mocne akTMBaLMM NokynaTenaMm nuueH3nm Dr.\Web, noctaBnsiembix B KOpobKax
NN Ha CKpeTY-KapTax, NpodaBLaM HauncnaoTcs OBOHYCHI.

Dr.Web «Manbit brsHec» — 90 BoHycoB
Dr.Web Security Space — 75 6oHycoB
Dr.Web Mobile Security Suite — 50 OoHycoB

1 6oHyc = 1 poc. pyonb.
YT00bI NONy4YaTh GOHYCHI, HEOOXOAVMO CTaTh YHaCTHUKOM NpoekTa. YTobbl nonyyaTth

3a npogaxu DrWeb-ku, coznante akkayHT Ha cante «[lokTop Beb» n cesaxmnTe ero
C akkayHToM B npoekTe «KO[ Dr.Web».

= Pa3bnokuposka AHTMBOpa Dr.\Web
= [lamarka ¢ CMC-komangoamm k AHT1Bopy Dr.\Web
= Bupeo o paborte npoaykTa
* YacTble BONPOChI
= Pybpuka «TymaHHOCTL AHOPOVIAE» NPOeKTa «AHTUBMpPYCHasa npasJAl,
a Tak>Ke BbIMYCKM APYrx pyopurk C xelTeramm #AHAPOVA U #MOOUILHBIV
= VIHDbopMaUMOHHbIN NpoeKT «MoburibHOe BOPOBCTBOY

g n B 3HaHWs becueHHbl. Mofenntec MK € Apy3bsmu! 37
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O komnaHuu «JlokTop Beb»

«[lJokTOp Beb» — poCccMmncKknm Npom3BOAMUTENb AaHTUBMPYCHbBIX CPeACTB 3alMTbl
MHbopmauymm nog Mapkom Dr.Web. MpoaykTbl Dr.Web pa3pabatbiBatorcs

¢ 1992 roga. KoMmnaHmsa — KIo4eBOU UMPOK Ha POCCUNCKOM PbIHKe
NpPOrpaMMHbIX CpeacTB obecneyveHns bazoBom NOTPeOHOCT O13Heca —
be3onacHOCTU MHOPMaLLMNA.

«[lokTop Beb» — oaunH N3 HEMHOTMX aHTUBMPYCHbBIX BEHAOPOB B MUpPE,
BNIAAEIOLLMX CODCTBEHHBIMU YHMKAMbHbIMY TEXHONOTUAMM OETEKTUPOBAHMS
1 Nie4eHms BPegoHOCHbIX MporpaMm. KOMAaHWs NMMEET CBOK aHTUBUMPYCHYIO
nabopatopwuito, rnobanbHyo Cryx0y BUPYCHOrO MOHUTOPUHIA U CIyKOy
TEXHNYEeCKOM NoAaePXKN.

CTpaTernyeckom 3aa4en KOMMNaHUM, Ha KOTOPYIO HaLLeNEHbI YCUINS BCEX
COTPYAHWKOB, ABASETCA CO3AAHME NYYLLMX CPeaCcTB aHTUBMPYCHOM 3aLLUTHI,
OTBEYAIOLLIMX BCEM COBPEMEHHbIM TPEDOBAHMSAM K 3TOMY KacCy NPOrpamMmm,

a Tak>ke pa3paboTka HOBbIX TEXHOMOMMYECKNX PELLEHUIA, MO3BOMSIOLLMX
NONb30BaTeNAM BCTPEYaTb BO BCEOPYKMM NIOObIE BUAbI KOMMbIOTEPHbBIX YIPO3.

OGyueHue
Kabutet 3ao4HKKka Dr.Web (Tpebyetcsa permcrpaums)
Kypcbl ans vHxeHepos | Kypcbl Ansg nonb3oBatenen | bpolopei

MpocBelwieHne
«AHTMBMPYCHasa npaBJA!» | BeblQmeTtp | bpouuiopsl

KoHTaKTbI

LleHTpanbHbIn ochmc OO0 «[JokTop Beb»
125040, Poccuda, MockBa, 3-a ynunua imckoro nons, Bi. 2, kopn.12a

TenedoHbl

CxemMa npoes3a

KOHTaKTbl A/18 Npecchl

Odwmchl 3a npegenamun Poccnm

aHTVBMPYC.pd | www.drweb.ru | free.drweb.ru | www.av-desk.ru | curenet.drweb.ru
L]
© 000 «[okTop Beb», E E
2003-2017 %
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https://training.drweb.ru
https://training.drweb.ru/external/
https://training.drweb.ru/users/
http://company.drweb.com/press/booklets/
https://www.drweb.ru/pravda
https://www.drweb.com/web-iq/
http://company.drweb.ru/press/booklets/?lng=ru
http://company.drweb.ru/contacts/moscow/?lng=ru
http://company.drweb.ru/contacts/moscow/?lng=ru
http://company.drweb.ru/press/?lng=ru
http://company.drweb.ru/contacts/offices/?lng=ru
https://www.drweb.ru
https://www.drweb.ru
http://free.drweb.ru
http://www.av-desk.ru
http://curenet.drweb.ru
https://ru.pinterest.com/drwebru/
https://www.instagram.com/drwebru/
https://www.instagram.com/drwebru/
https://www.facebook.com/drwebru
http://vkontakte.ru/drwebuser
https://twitter.com/Doctor_Web
https://www.youtube.com/user/DrWebAntivirus
https://rutube.ru/video/person/691263/
https://plus.google.com/104223188205343467619
https://www.drweb.ru/web-iq/
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