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Important! Before initiating the upgrade procedure, it is recommended that you study the relevant
sections of the product documentation for Dr.Web Enterprise Security Suite 12.
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1. The module’s purpose and configuration procedure

To block malicious files that are known only to be found in mailings, you can use the functionality
of the Application Control module within Dr.Web Enterprise Security Suite's Control Center.

This module monitors the activity of all the processes running on the protected stations in an
anti-virus network. Application Control lets the system administrator (or the security specialist)
allow or deny the launch of applications on stations running Dr.Web Agent for Windows.

The presence of the Application Control module depends on the type of operating system being
protected.
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Important! The Application Control module can only be configured via the Control Center—it's
impossible to configure the module via the stations running Dr.Web Agent.

To configure Application Control, do the following:

1. Create a profile.
The launch of all applications is allowed until you create profiles and assign them to anti-virus
network stations.

2. Designate the stations, users, and groups to which the settings of the newly created profile will
be distributed.

3. Configure the profile.

Important! It is recommended that you configure profiles in the test mode. The test mode imitates

what the Application Control module does, fully logging the activity occurring on all protected
stations in the statistics log, but applications are not actually blocked.

1.1. Configuring the contents of the activity statistics on protected stations

Allow the gathering and sending of information from stations for the Application Control events
section.
Anti-vires Hetwark > Fusrynne > Application contenl suesnts
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1. In the tree in the Anti-virus network section, select the station or group of stations the
Application Control module is installed on from which you want to receive information about
the applications being launched.

2. In the control menu, select Windows — Dr.Web Agent.

3. Inthe General tab, tick the box next to Track Application Control events to monitor the station
process activity detected by the Application Control module and send the events to the Server.

Important! If the box is cleared, process activity is ignored.
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If there is no connection to the Server, events are collected and sent when a connection appears.
4. Click on Save.

Allow the anti-virus server to collect information for the Application Control events section.
1. In Administration — Dr.Web Server configuration, go to the Statistics tab.

Administration > Dr.Web Servar configuration
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2. Select one of the following options:

Application Control statistics on processes activity — to receive and record information
on the activity of all the processes: both those allowed to be launched and those whose
launch is denied by the Application Control module.

When this option is enabled, all the applications on the stations, regardless of whether or
not profiles were created to control the launch of applications, will be added to the catalog.

Important! Selecting this option can significantly increase the intensity with which resources
are consumed as statistics are collected throughout the anti-virus network.

Application Control statistics on processes blocking — to receive and record information
on the activity of all the processes that have been blocked by Application Control.

When this option is enabled, applications will be added to the catalog only after profiles
(whose setting are used to block the launch of applications) have been created and assigned
to the anti-virus network stations.
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3. Click on Save.
4. Restart the anti-virus server.

Administration
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After rebooting, the server will start recording all application launch-related statistics from all the
stations that have Application Control installed on them. The Agent sends information about each

application to the server only once, when an application first becomes active.

Information concerning the launch of applications installed on protected Windows stations and
connected to the Dr.Web anti-virus server is recorded in the Application catalog.
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To view the application catalog, go to Administration — Application Control — Application
catalog.

The catalog can be used to create Application Control module deny and allow rules. The catalog
simplifies the process of creating rules because all application information is auto-filled using data
about the selected known application.

1.2. Creating an Application Control module Profile

Profiles are used to specify the Application Control module settings that will dictate what applications
will be launched or blocked on stations. Profiles define how the Application Control module operates.
In this regard, the first step in configuring the Application Control module is to create a needed
profile — configure what the Application Control module does for the stations, groups of stations,
and individual users to which they can be assigned.

All profiles are placed in the pre-defined group Profiles in the anti-virus network view.
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To create a profile
1. Select Anti-virus Network in the Control Center's main menu.
2. In the newly appeared window, on the toolbar, select Add network object — Create profile.
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3. On the newly appeared panel, enter the Profile name.
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In the future, the profile name can be changed in the General profile properties settings.
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4. Click on Save.
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5. The new profile will be created and placed in the Profiles group.

1.3. Defining the list of trusted applications

Trusted applications — lists of applications that are always allowed to be launched on stations
running the Application Control component. The user can select allowed lists of applications in the
settings of the profile in the Allow mode settings.

To manage trusted applications on Servers that collect information, go to Administration —
Application Control — Trusted applications.
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The table in this section contains alist of all the relevant groups of trusted applications (whitelists) —
applications that have been collected according to a specified criteria from a selected station
or a group of stations.
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To create a new group of trusted applications

1. In the Trusted applications section, click on the toolbar button ® (Creation of trusted appli-
cations group).

2. In the newly appeared window, specify a Group name (the name of the group of trusted ap-
plications you are creating) and a Description (an optional description for the created group).

3. Click on Next and set the rules for adding applications to the list of trusted applications by
selecting the options according to which the applications on the stations will be added to the
newly created group of trusted applications.
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In the Search by specified paths field, you can specify ways to search for applications. Use ";" as
a separator.

4. Click on Next, and in the network tree, select the stations and groups of stations on which
application information will be collected for inclusion in the trusted lists. To select multiple
groups and stations, use the CTRL and SHIFT keys.
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Click on Save to begin collecting application information on the stations according to the set-
tings you specified. This process can take a long time.

Status and updating information for a group of trusted application groups can be viewed both in
the main table of the Trusted applications section and in the additional group information that
is available by clicking on the line corresponding to the group in the main table of the Trusted
applications section.
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To update a group of trusted applications

1

. In the Trusted applications section, in the table, tick the boxes next to the groups that you

want to update.

. On the toolbar, click on & (Restart creation of trusted applications group).

To delete a group of trusted applications

. In the Trusted applications section, in the table, tick the boxes next to the groups that you

want to delete.

. On the toolbar, click on & (Delete trusted applications group).
. If the group is not assigned to the Application Control profiles, the applications in this group will be

deleted from the list of applications allowed to be launched on stations, and no more applications
will be added to the list of applications that are to be trusted according to this group’s criteria.

When you delete groups of trusted applications, a new revision is created in the repository for the
product Trusted applications and distributed to neighbouring Servers. This may disrupt the Ap-
plication Control profile's operation for which this group is assigned on neighbouring Servers.

1.4. Setting an operation mode for the Application Control module Profile

1.
2.

In the Control Center's main menu, select Anti-virus Network.

Click on the profile name in the anti-virus network's hierarchical list (on the right side of the
Control Center's window, a profile properties panel will open automatically), or click on the



35 Dr.WEB®

since 1992

profile icon in the anti-virus network tree, or select the profile and then select Properties in the
control menu (a window showing the profile of the properties will open).

Anti virus Network
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3. In the Profile name field, you can change the profile name.

4. Select Enable profile to start using it. If you select Switch profile to global test mode, all the
profile settings will not be applied to the stations, but activity will be recorded as if the settings
were enabled.

These are the following profile modes:
Disabled — a profile is not active; the profile settings are not applied.
Active — a profile is active; the settings are applied to the objects to which this profile is distributed.
Test (global) — a profile is active, but it works in the global test mode.
Test (for rules) — a profile is active, but only functional analysis settings are distributed to the
objects.
Allow and deny rules work in test mode: their setting are not distributed to objects, but the
operation result is recorded in the activity log (the Application Control events statistics section).
The test mode for rules is enabled and disabled in the settings section containing the allow and
deny rules.

5. In the Functional analysis criteria section, select the criteria that you want to use and specify
the set of predefined rules that are to be used to allow or deny the launch of applications.
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If you are configuring a profile for the first time, when enabling each criteria, the allow catego-
ries will automatically be enabled in the advanced settings. In the future, if necessary, you can
disable these allow categories in the advanced settings.

To specify advanced settings for the selected criteria, click on Edit next to the appropriate crite-
ria. You will see a window with a list of settings.
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The functional analysis settings can be either denying or allowing. Tick the boxes for those settings
that should be applied.

If you enable the use of one of the criteria but do not specify its advanced settings, launch control
will be carried out for all the objects according to this criteria, in accordance with the settings that
allow or deny. For example:

= If the Run script interpreters criteria is specified, but its advanced settings are not specified,
you will be able to monitor the launch of all script interpreters in accordance with the settings
specified for the allow or deny mode.

= If the Run script interpreters criteria and its advanced setting Prevent running of scripts

from removable media is specified, only the launch of scripts from removable media will be
blocked.
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Important! If you specify advanced settings but do not enable the criteria itself, neither the
advanced settings nor the criteria will be executed.

To save advanced settings, click on Save in the window with the list of advanced settings.

Important! If you do not enable a single criterion in the Functional analysis criteria section, the
profile will be disabled.
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Important! If advanced settings are not specified for one of the criteria in the Functional analysis
criteria section, and the allow and deny modes are disabled, the profile will be disabled.

6. To apply the settings specified in the General section, click on Save in the profile settings.

7. In the Allow mode section, in the profile properties window, you can find a general summary
of the mode settings: the number of created allow rules and the groups of trusted applications
assigned to this profile.

The Allow mode assumes that on all the controlled stations, only applications on the list of
Trusted applications and applications that comply with allow rules are allowed. All other ap-
plications are blocked.

To enable or disable this mode and to configure rules and trusted applications, go to the Allow
mode section and then go to the relevant section.
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To use the allow mode

1. In the Allow mode tab, tick the box next to Use allow mode.

2. Specify the settings in the Allow rules and/or Trusted applications sections.
To create a new allow rule

a. In the Allow rules section, click on ¥ (Create a rule) on the toolbar.

b. In the Adding rule window, enter the Rule name and click on Save.
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c. Select the rule from the rules list and specify its settings in the newly appeared property panel:
i. Select Enable rule to start using this rule.
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ii. If you want to check how a rule works without applying it to the stations, tick the box next
to Switch rule to test mode.
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iii. In the Allow the launch of applications on the following criteria section, select the op-
tions according to which applications will be allowed to launch on the stations. You can also
create allow rules from the Control Center's Application Control events and Application
catalog sections based on data received from the stations.

d. Click on Save.
To duplicate an allow rule
a. Inthe Allow rules section, in the rules table, select the rule you want to duplicate for this profile.

b. On the toolbar, click on & (Duplicate rule).

c. A new rule will appear in the rules table; its settings will be copied in full from the rule selected
in step 1. The figure 1 will be added to the name of the rule.

To remove an allow rule, in the rules table, select the rule that you want to delete from the profile,

and on the toolbar, click on & (Delete rule).

To edit a trusted application for a selected profile, go to the Trusted applications tab. The tab's
table contains a list of all the groups of trusted applications (an application whitelist) that are
assigned to that profile. The application whitelist is a list of applications collected from a selected
station or a group of stations according to specified criteria.

These applications are allowed to run on the anti-virus network stations for which this profile
(if working in the allow mode) has been assigned.

If your Server is receiving trusted applications via an inter-server connection, the group table can
contain entries marked with Trusted applications group is absent in the Server repository.
These entries are relevant for groups of applications that were added from the previous revision of
the product Trusted applications, after which a new revision, in which this group is not included,
was received. To prevent the disruption of the profile’s operation, it is recommended that you
remove these groups from its settings.

To add a group of trusted applications to a profile

a. On the toolbar, in the Trusted applications section, click on ¥ (Adding trusted applications
group to a profile).

b. A window containing the list of all the available groups of trusted applications will open.

c. When configuring the allow mode, groups of trusted applications are selected from the list of
groups available in the repository for the product Trusted applications.

d. Tick the boxes next to the groups of applications that you want to add to the profile.

e. Click on Save.

To remove a group of trusted applications from a profile

a. In the Trusted applications section, tick the boxes next to the groups that you want to remove
from the profile.

b. On the toolbar, click on & (Delete trusted applications group).

c. The applications of this group will be deleted from the list of those allowed to run on the stations
for which this profile was assigned.
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When you delete applications from a profile, the group of trusted applications itself is not re-
moved. The group is available in the repository and can be added to this profile and to other
profiles.

To use trusted applications, do one of the following:

a.

If trusted applications are going to be collected on your Server, activate the collection of trusted
applications in the Control Center section Administration — Application Control — Trusted
Applications.

. If trusted applications are sent to your Server via an inter-server connection from a neighbour-

ing Server, specify the appropriate settings in the repositories of the Servers that send and re-
ceive the product Trusted applications.

3. Click on Save.

Important! If neither allow rules nor trusted applications are specified, the allow mode will be
disabled.

8. In the Deny mode section, in the profile properties window, you can find a general summary of

the mode settings: the number of deny rules created.

The Deny mode assumes that on all the controlled stations, only applications that comply with
deny rules are denied. All other applications are allowed.

To enable or disable this mode and to configure rules and trusted applications, go to the Deny
mode section and then go to the relevant section.

1. In the Deny mode tab, tick the box next to Use deny mode.
2. To create a deny rule

a. Click on ¥ (Create rule).

b. In Adding rule, enter the Rule name.
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c. Click on Save.
3. Select the rule from the rules list, and specify its settings in the newly appeared property panel.

tetwork > For main group > Properties
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a. Select Enable rule to start using this rule.

b. If you want to check how a rule works without applying it to stations, tick the box next to
Switch rule to test mode. Otherwise, the rule will work in active mode, blocking applica-
tions on the stations according to the specified rules settings.

13



c. In the Prohibit the launch of applications on the following criteria section, select the
options according to which the launch of applications will be denied on stations.

You can also create deny rules from the Control Center's Application Control events and Ap-
plication catalog sections based on the data received from the stations.
d. Click on Save.
4. Click on Save.
To duplicate a deny rule
1. Select the rule you want to duplicate for this profile.

2. On the toolbar, click on & (Duplicate rule).

3. A new rule will appear in the rules table; its settings will be copied in full from the rule selected
in step 1. The figure 1 will be added to the name of the rule.
To remove a deny rule, select the rule that you want to delete from the profile, and on the tool-
bar, click on @ (Delete rule).
Important! If you do not specify deny rules, the profile will be disabled.
Important! Allow and deny modes can be enabled or disabled together or separately. Func-
tional analysis should always be enabled. If all the rules of functional analysis are disabled,
application launches are not controlled.

1.5. Configuring the Application Control module Profile

To control the launch of applications on stations, at least one active profile must be assigned to a

station or to the user of that station.

Since all profiles are placed in the pre-defined group Profiles, which is accessible in the anti-virus

network view, the objects to which a specified profile is assigned are placed in the anti-virus

network tree as elements of this profile.

1.5.1. Creating a rule based on activity log data

1. In the section Statistics — Application Control events, click on the line with the event about
an attempt to run the application for which you want to create a rule that will monitor its launch.

2. In the newly appeared window containing information about the selected event, click on
Create rule.
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3. In the subsequent window, specify:

a. In the Profile name drop-down list, select the Application Control profile in which the rule
will be created.
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b. In the Rule name field, enter the name for the new rule.
c. Inthe Rule type section, select the type of rule to be created: allow or deny.
d. For the Operation mode option, select the mode in which the created rule will work.

In the Test mode, applications will not be blocked on stations, but activity will be recorded with
the settings enabled. The results of potential application blocking based on the rule you cre-
ated will be displayed in the Application Control events section.

e. In the Prohibit the launch of applications on the following criteria / Allow the launch
of applications on the following criteria section, fields are auto-filled in accordance with
the application data used to create the rule. You can edit it, if necessary.

4. Click on Save. The rule will be created in the specified Application Control Profile.
1.5.2. Creating a rule based on Application catalog data

1. In the Application catalog section, select the line about the application for which you want to
create a rule that will control its launch.

2. When you click on a line in the table, a window showing information about the selected appli-
cation will appear.

Administration » Application catalog
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3. Click on Create rule.
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4. The window for creating a new rule will open. Configure the following settings:

a. In the Profile name drop-down list, select the Application Control profile where the rule is
to be created.
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b. In the Rule name field, specify the name for the new rule.
c. For the Rule type option, select the type of rule you are creating: allow or deny.

d. For the Operation mode option, select the mode for the created rule (this corresponds to the
Switch rule to test mode checkbox when you are creating a rule from a profile). If you want
to check how a rule works without applying it to stations, select the Test mode.

e. In the Prohibit the launch of applications on the following criteria / Allow the launch
of applications on the following criteria section (depending on the rule type selected in
step d), fields will be auto-filled in accordance with the application for which the rule is being
created. You can edit the configuration values if necessary.

5. Click on Save. The rule will be created in the specified Application Control profile.
1.6. Assigning a Profile to protected objects

1. Select Anti-virus Network in the Control Center's main menu.
2. Inthe newly appeared window, select from the hierarchical list the profile that you want to assign.
3. On the toolbar, click on Export Data — Assign profile.
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4. In the newly appeared window, select the object to which the settings are to be distributed.

In the Active Directory tab, you can find lists (similar to the list in the anti-virus network tree)
that are updated according to a Synchronize with Active Directory task from the Server
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schedule. Lists contain identical objects but differ in terms of the type of objects to which the
profile will be assigned:

In the Active Directory stations list, you can select a group of stations or individual stations
registered in the Active Directory domain.

In the Active Directory users list, you can choose user groups and individual users who are
registered in the Active Directory domain.

The same objects should not be chosen in different lists.

In the Anti-virus Network tab, you can select a group of stations (the settings will be applied to
all the user accounts of all the stations contained in the group data) or individual stations within
groups (the settings will be applied to all the user accounts of the selected stations):

Anti-uirus Nabwork
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In the Local users tab, you can select the following objects:

Stations. In this case, the settings will be applied to all the user accounts of the selected
stations.

Individual users on stations. In this case, settings will only be applied to the selected user
accounts on these stations.
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The settings of the Application Control profiles can be assigned not only to stations and groups
of stations, but also to individual users and groups of users. In this respect:

1. If there are custom settings, they have the highest priority.
2. If there are no custom settings, priority is given to the user group settings.

3. If no settings are specified for users and the user group, the inheritance is carried out accord-
ing to the priority of settings that have been applied to stations.

5. Click on Save. All the selected objects will be added to the list covered by the configured profile
and displayed in the tree as nested objects of the configured profile.
To cancel assigning profile settings to an object

1. Select Anti-virus Network in the Control Center's main menu.

2. In the newly appeared window, in the hierarchical list, expand the list of objects attached to the
profile, and select the object for which you want to cancel the profile assignment.
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3. On the toolbar, click on General — Unassign the profile to objects.
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2. Viewing activity statistics on protected stations

1. In the hierarchical list, select a station or a group.
2. In the Statistics section’'s control menu, select Application Control events.

3. A window will appear containing the list of applications that were denied or allowed on the
selected stations.

Statistics for the last 24 hours are displayed by default. To display data for a certain period,
specify a date range with respect to the present day from the drop-down list.
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To specify an arbitrary date range, enter the desired dates or click the calendar icon next
to the date fields.

‘;__J By By ‘I:..J Today v 31-10-2019 00:00:00 = 31-10-2019 23:59:59 | Refresi |
Oectober 2019 |,
o Operation mode " Prosies ™ LR A T n‘

Mo Tu 'We Th Fr 5a Su

Teday Apply

To display data, click on Refresh.

The contents of the displayed information is also configurable. To select what table fields you want
displayed, clickon T .
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If you want to save the statistics table for printing or future processing, click on one of these buttons
EE&&  (SaveasaCSV file, Save as an HTML file, Save as an XML file, Save as a PDF file).

Opening appctl_svents WINT0_RUS_WIN10_RUS_from-20191021.pdf >

You have chosen to open:
|z appetl_events WIN10_RUS_WIN10_RUS_from-20191021.pdf

which is: PDF file (45.7 KB)
from: https://127.0.0.1:9081

What should Firefox do with this file?
ngen with | TWINUI (default) I

(®);5ave File

[]Do this automatically for files like this from now on.

Cancel
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