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1. Introduction

Attention!  The capabilities of Dr.Web AV-Desk are not limited to the features described in this guide. To learn about all the solution’s features, please refer to the documentation about the corresponding Dr.Web products.

Attention! Before you read this document, verify that you have the latest version. The current version can be found on the official Doctor Web site at https://training.drweb.com/external.

2. Controlling protection via the Subscription Control Center
A user controls anti-virus security via the Subscription Control Center (SCC). It should be noted that the SCC can be used by both ordinary users and administrators. With the SCC, administrators can control the protection on all hosts and select a desired level of protection.

The Subscription Control Center (SCC) has the following hierarchy:

1. Aggregator — the owner of a server (a legal entity or an individual entrepreneur) on which the Dr.Web AV-Desk service has been deployed. An aggregator establishes its own network of resellers and sublicenses the SCC to them.

2. Resellers — partners (legal entities or individual entrepreneurs) who integrate the SCC into their respective websites and use it to provide end users with subscriptions to the Service. 
3. Customers — end users / Service subscribers who are divided into Organizations—legal entities or individual entrepreneurs, and Private individuals—natural persons.
Aggregator

	Option
	Description

	Access to the Dr.Web security control center
	Full access

	Access to the SCC public interface
	No 

	Access to the SCC administrator interface
	Yes

	Rights
	To create resellers, view statistics for resellers, etc.


Resellers

	Option
	Description

	Access to the Dr.Web security control center
	Access to their own group only

	Access to the SCC public interface
	Yes

	Access to the SCC administrator interface
	Yes

	Rights
	To create organizations and customers, view statistics for organizations and customers, and to create their own sublicense agreements. 

	Account
	Separate account


Customers—organizations
	Option
	Description

	Access to the Dr.Web security control center
	Access to their own group only

	Access to the SCC public interface
	Yes

	Access to the SCC administrator interface
	No

	Rights
	To create subscriptions, etc., depending on what permissions the administrator has assigned

	Account
	All of the organization’s employees fall under the organization’s account


Customers—Private individuals
	Option
	Description

	Access to the Dr.Web security control center
	No access

	Access to the SCC public interface
	Yes

	Access to the SCC administrator interface
	No

	Rights
	To create subscriptions, etc., depending on what permissions the administrator has assigned

	Account
	Individual account


Important! Access to the administrator and public interfaces is determined by what permissions a user has. Only resellers have access to the Organizations and Private individuals sections in the SCC.
To access the SCC, you need to enter your login and password.

Attention! An AV-Desk service provider can use the standard SCC, as well as create one independently. This document describes SCC features. If a service provider creates its own SCC, the capabilities and appearance of its SCC may differ significantly.

After entering their password, service users get to the subscription management page. Here service users can quickly manage their subscriptions; they can suspend and resume a subscription or replenish their account. SCC features also allow users to check the status of all the subscriptions available to them, view their history of working with the SCC, and download installation files for their specific subscriptions. 

From this page, you can go to a new subscription page and read the installation instructions.
2.1. Logging into the Subscription Control Center
To go to the SCC:

· In the Dr.Web Agent's context menu, select Dr.Web Subscription Control Center;

· Enter the Subscription Control Center URL in the address bar of your browser.
A sign-in page will appear:
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Select your language, enter your login and password, and click Log in.

Attention! The language of the SCC depends on user account settings and does not depend on the language selected for authorization.
You can also sign in with your OpenID. Enter your OpenID, and click Log in. You can also sign in with your OpenID provider by specifying the corresponding address.
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Attention! Since account authorization parameters can be associated with the use of your login and password, as well as your OpenID, and these authorization parameters are not related to each other, if two authorization forms are used, each user can have two different accounts, each with their own subscriptions and settings.
Attention! Authorization via OpenID is only available for personal users and only if this feature is enabled by the SCC administrator.

If you do not have a login and password, click Registration, specify the required parameters and click Register. If someone else is already registered under the same name, you will be prompted to check if the correct name has been specified.
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Fields marked with * are mandatory.

Attention! Registration is only available if this feature is enabled by the SCC administrator. 

If no registration confirmation is required, the user can start working with the SCC as soon as registration is complete. If the administrator uses email notifications, an email containing an SCC login and password will be sent to the user after registration. 

If registration confirmation is required, an email containing a login, password, and confirmation link, will be sent to the user right after registration. An account can be activated by clicking on the link found in the message.
2.2. Configuring the SCC and using it to perform diagnostics
2.2.1. Configuring the general settings of the SCC
You can learn how to configure the SCC’s general settings in the System subsection of the Administrator interface on the pages “Provider”, “General settings”, and so on. Click the button in the upper-left corner of the SCC to access the administrator end. 
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To configure a reseller’s (partner’s) SCC, the reseller’s administrator uses their login and password to sign into the reseller’s (partner’s) copy of the SCC.

To specify parameters:

1. Go to the Provider page, and specify the full and short name of the provider who is delivering the Service, as well as the type of taxation. Once you have finished editing this subsection, press Save to accept all the changes.

Important! Fields marked with * are mandatory.
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This information will be displayed in the Help window that opens when you click on the logo or in the brief information about the provider in the bottom-right corner of the SCC window. 

Important! If the provider’s information is not going to be indicated, the provider will not be able to use some payment systems, particularly the Sberbank.

2. Go to General parameters and:

· in the Application name field, specify the name of the project that is providing the Service. This name will be used in e-mail notifications, financial documents, the browser window’s title bar when the SCC is opened, etc.;

· in the Public URL field, enter a valid IP address; 

Important! An external URL must be indicated correctly to ensure that the payment system module operates properly. 
· in the Redirect URL field, specify the URL address of the page to which the user will be redirected when leaving the SCC;

· check the box next to Allow user registration to enable users who are natural persons  to self-register in the SCC. If the box is checked, the registration procedure will be available directly from the SCC authorization window. If you don’t check this box, the SCC will only be available to registered users, and Registration will not be available in the authorization window. And only the system administrator will be able to create new users via the administrator interface;

· If you need to send a user a registration confirmation e-mail, select Request a confirmation e-mail.

Important! This option is available after you configure e-mail notifications. 

· to log in to the SCC using OpenID, check the box next to Enable OpenID authorization;

· because the application’s functionality can vary depending on which country is involved, go into the field Country and select the country for which your copy of the SCC has been created; 

· in the Default user group list, select the group in which a user will be included after registering (by default, it is the Private individuals subgroup of the Clients group);

· in the TTL session field, indicate the session timeout value (a period of no user-SCC interaction), after which a user must re-login to access the SCC. Valid timeout values are indicated in seconds—from 60 (1 minute) to 3,600 (1 hour);

· in the Visitors statistics code field, enter the JavaScript code used to track website visits. For example, Google Analytics or Yandex.Metrika can provide you with such a code;

· if necessary, restrict access to the SCC public interface by checking the box next to Restrict access to public interface. If you select this option, you can specify the reason why access is being blocked in the field Reason for restriction;

· in the field Welcome message, input the message you want displayed on the SCC login page.

3. Once you have finished editing the subsection, press Save to accept all the changes. 
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2.2.2. Creating a new administrator for a reseller’s SCC
The administrator of a reseller’s SCC manages users (creates users who are natural and legal persons, edits user permissions, and can change a user’s account balance) within the framework of the reseller’s copy of the SCC. 
To create a new administrator for the reseller’s SCC, sign in by entering a login and password in the reseller’s (partner’s) SCC. 
The procedure for creating a group administrator is exactly the same as the one used to create a common user. See the chapter: Creating a user.

To create a group administrator, specify the user type: Application administrator.
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Click on the link Expand list of rights, and allow this administrator to: 

in the Dr.Web AV-Desk section:

· View general statistics;

· View information;

in the Application administrator section:

· Display the list of organizations;

· Create an organization;

· Access information about organizations;

· Edit message settings.
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Once you have specified all the values required, click Create. You have now successfully created an administrator for the reseller’s SCC.

2.2.3. Configuring the notification system
In the Notifications subsection of the administrator interface, you can configure the settings for the user notification system that alerts users about a variety of events.
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Important! Fields marked with * are mandatory.

2.2.3.1. Configuring web notifications
To enable web notifications, in the Notifications subsection of the Administrator interface, go to the Web notifications tab, select Enable Web notifications, and then click Save to accept all changes.
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2.2.3.2. Configuring e-mail notifications
To enable notifications:

1. In the Notifications subsection of the Administrator interface, go to the E-mail tab.

2. Check the box next to Enable e-mail notifications. 
3. In the Project e-mail field, specify the sender’s e-mail address for notifications sent to the system administrator’s e-mail.

4. Check the box next to Use secure connection (SSL/TLS) to connect via the SSL or TLS protocols; if this box is left unchecked, the default is TCP. 

5. In the SMTP server field, specify the domain name or IP address of the external outgoing mail server.

6. In the Port field, specify the port number used by the outgoing mail server. 
7. Uncheck the Authorization required box if it’s possible to access the SMTP server anonymously. Otherwise, specify the authorization settings: SMTP login and SMTP user password for accessing the SMTP server.

8. In the field Message copy recipients, enter the e-mail addresses (separated by commas) to which copies of e-mails will be sent.
9. Click Save to accept all changes.
2.2.3.3. Configuring SMS notifications
To enable notifications:

1. In the Notifications subsection of the Administrator interface, go to the SMS tab.
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2. Check the box next to Enable SMS notifications to send SMS notifications via SMPP Protocol version 3.4.

3. In the field SMSC hosts, specify the domain name or IP address of the SMSC server.

4. In the Port field, indicate the port number used to connect to the SMSC server.

5. Specify the authorization settings used to access the SMSC server: SMSC login and SMSC password.

6. In the field Sender, specify the sender’s ID you want recipients of SMS notifications to see. 

Important! Some SMS gateways ignore this value and instead use the number to which the service agreement was registered.

10. Click Save to accept all changes.

To check whether the notification system is working, click Send test message. A test message is sent to the number specified in the settings for the current profile (if the number was not specified, you will need to enter it).
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2.2.3.4. Enabling notifications using Dr.Web Agent
To use Dr.Web Agent to enable notifications, in the Notifications subsection of the Administrator interface, go to the Dr.Web AV-Desk tab, select Enable Dr.Web Agent notifications, and then click Save to accept all changes.

2.2.4. Configuring the billing system
In the Billing system subsection of the Administrator interface, configure the settings of the billing system.
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The Billing system type field is mandatory. The following values are available:

· No billing — financial operations are not required. Selecting this option hides all the items in the Finances section, except financial reports. In addition, the recharge account balance option is unavailable for users.

· Internal — all financial transactions are conducted within the SCC.

· External — financial management is transferred to the provider’s billing system.

What currency the SCC uses depends on the country for which the application is installed.

If the option Allow quantity discounts is enabled, users can be given additional discounts depending on the total number of objects (workstations and servers) they are protecting under a subscription. These discounts are only available to legal entities.

If the option Allow usage period discounts is enabled users who have been using the service continuously can be given additional discounts. These discounts are only available to legal entities.

The Allow crediting option displays the parameter status (but does not allow any changes to be made to it). Crediting is configured when the SCC if being deployed for a reseller, and from then onwards, it is managed only by an aggregator. 

Credit limit — the maximum credit amount by default. 

Maximum credit period (in days) — the maximum number of days crediting is allowed. 

The prefix all payment documents start with is specified in the Order prefix field.

Tax interest rates are specified in the Taxation types field. To enable the use of tax rates, select the status (Enabled/Disabled) in the drop-down list on the right. To add a new tax rate, click on the “+” button and enter the information about the new rate.

Once you have finished editing the settings in this subsection, press Save to accept all the changes.
2.2.5. Managing tasks using the SCC
For the SCC to operate, certain tasks must be carried out in the background mode. Such tasks include synchronizing groups and stations with Dr.Web Server, auto-renewing subscriptions, sending notifications, etc. 

For Debian and RedHat, as well as for clones of these operating systems, the appropriate rules are automatically added during installation.

If other operating systems are in use, an aggregator who creates a copy of the application must manually add the following rule manually into the system scheduler: php /SCC-instance-path/protected/cron.php. 

Important! When reinstalling the SCC if a task already exists, the task will be deleted and it will not be created automatically.
The rule involves a continuous once-per-minute call and launch of the script http://<SCC-instance-path>/protected/cron.php.

To view information about a scheduled task, go to the Scheduler tab of the Application diagnostics submenu in the Administrator interface, and then click Details to the right of the task. Information about the total number of tasks, incomplete tasks, and errors is available under the table showing the list of tasks.
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To reset the status of the task scheduler, select the required task and press the Reset status button.
2.2.6. SCC diagnostics
General information about the SCC is available in the Information section of the Administrator interface. This section describes:

· Basic information — general information about the system, such as the SCC and database version, currency used, and the country where the application is installed. 

· Database — general information about the database of the SCC in use.
· Statistics — summary information about the number of users, user groups, organizations, and subscriptions to the Service, as well as the growth of the given indicators over the last 24 hours. 

· Finances—summary financial information about received and expended funds for providing Services in general and for the last 24 hours, including total income growth.
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In the Application diagnostics subsection of the Administrator interface, you can verify the SCC system requirements (see the Requirements tab), and view and, if necessary, edit the information about scheduled tasks and the SCC log.
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In the Log tab, you can find the application protocol entries as well as configure the log. 

To view entries in the log: specify filter options (in the Log entry type drop-down list, select the log message status you want to display, and in the Subsystem drop-down list, specify the subsystem for which log data is to be displayed; the Message box allows log data to be filtered according to one or more keywords), and then click Apply.
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To see the log entry, click Details.
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To configure the log, go into the drop-down list Log details level, and select the statuses of the messages that must be recorded in an error report. Then click Save. 

Important! The speed of the application’s performance may depend on the log’s level of detail (the more detail, the slower its operation). For example, if you specify the “debug” level, the application will run more slowly than if you specify the “error” level.

To remove an entry, select Empty log, and then click Save.

2.3. Managing users and user groups
2.3.1. Creating a user
To create a user, click the [image: image19.png]


 button in the upper-left corner of the SCC interface.

You can also create a user via the SCC Administrative interface. To go to the Administrative interface, click the [image: image20.png]


 icon in the upper-left corner of the SCC. 
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Attention! The Administrative interface is only available if you have Administrator or Group Administrator privileges. Group Administrators can access sections opened on these items only if they have the appropriate privileges. Access privileges are defined by the administrator.
To create a user in the administrative interface, click Create user.
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Attention! Group administrators can access this section only if they have the privileges needed to create users. The SCC administrator defines the permissions.

Hover your cursor over the [image: image23.png]


 icon opposite the appropriate setting to get help filling out the fields.

To create a user, you must specify:

User type. If you have to create a common user (not an administrator), in the Type field, select Common user.
User name – a unique account name that later will be used for SCC authorization.

· Password – a password for accessing the SCC.

· Group – the group in which the created user will be included and from which settings will be inherited. Select the group by clicking Select.
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The user can see only objects from their own group and slave groups, as well as subordinate (downstream through the hierarchy) ones.

· Interface language – the SCC language in the field. Later the user can change the language settings on the page for editing settings in the user's SCC.

· User rights – rights that can be granted or denied to a user by using the columns Allow and Deny.

To edit access rights to individual SCC features, click Expand list of rights.
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When editing the list of rights, you can delegate group administrator rights to a user.

To copy the parent group rights of the user specified in the Copy column, leave the settings unchanged. To simultaneously adjust all the available rights or the rights of a selected subsection, click All under the headline of the corresponding column (Allow, Deny, or Copy) or under the header of the required section (Dr.Web AV-Desk, Administrator, Group administrator or User).

In addition, you can fill in the following user fields 

· First name and Last name – the corresponding personal data of the user. 

· E-mail – a unique email address.

· Address – optional.
· Status – the user status: Active, Blocked, Removed, Not confirmed.  Check the Active box if you want to allow the user under this account to work with the SCC.

In the Billing system (this section is only available if the SCC administrator has enabled crediting), set the following parameters:

· Credit limit - the maximum default credit amount.
· Maximum credit period (in days) - the maximum number of days crediting is allowed.

If these fields are not filled in, the values ​​specified in the Billing System will be used or the parent group settings will be used if these values have been set there.

In the Dr.Web AV-Desk settings, select Subscription limit - the maximum number of Service subscriptions the user can have. The value “-1” allows the user to create an unlimited number of subscriptions.

This feature is only available if the user has access to the module for working with Dr.Web Server. Otherwise (e.g., the system does not have a php-avdesk extension or its version does not match the version specified in the system requirements), this functionality will be unavailable. To subscribe to Dr.Web AV-Desk, click Dr.Web Security Control Center in the toolbar.

In External systems parameters, define the following options:

· User name in the external system - the user's login name in the external system.

· ID in the external system – the user's ID in the external system.

· Agreement Number in the external system - the number of the agreement in the external system.

Click Create to create a user with the specified settings.
Group administrators can access the following sections via the SCC administrative side:

· Information: the Basic information and Database blocks, and also the Statistics and Finances blocks for administered groups only.

· Groups and Users: only administered organizations and users can be accessed. The ability to create users only in administered groups.
· Create user: the ability to create users in administered groups only.

· Organizations: the ability to view only administered organizations. 
· Accounts: some payment documents are available. The Personal account manual refresh tab is not available.
· Financial reports: accessible only for administered organizations.
2.3.1.1. Viewing and editing user information
You can view and edit information about users in the Groups and users section of the Administrative interface on the Users and Administrators pages. 

On the Administrators page, you can view and edit the list of SCC administrators.

To view information about a user, go to the Users page, select the user, and click on the Details link. 
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You can also access this page via the Groups and Users page – the link to the corresponding action appears when you place your cursor over a user’s name
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The next page contains the following tabs:

· User information – general information about the user.

· Accounts – the state of the user's account.

· Action log – the list of SCC actions performed by the user. 
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To edit, click Switch to user edit mode. You can also access this page via the Groups and Users page – the link to the corresponding action appears when you place your cursor over a user’s name.

Once you are finished editing, click one of the following buttons:

· Save – to save the changes.

· Switch to user viewing mode – to view information about the user without saving changes.

To remove a user, you can simply change that user’s status to Removed.
2.3.2. Deleting and blocking a user 
To delete or block a user, an application administrator must (after logging into the partner’s copy of

the SCC) go to the administrator interface by clicking on the [image: image29.png]


 icon in the upper-left corner of the

 SCC interface. Next, in the Groups and users section, select User. In the newly appeared window, 

select a user and click Details... To search for a user, use the filters indicated in the Name field.
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In the newly appeared window, you can view the user balance, and information on expenditures/replenishments. 
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To block a user, switch to the edit mode by pressing the button Switch to user edit mode; in the newly appeared window, select the required user status, and click Save.
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2.3.3. Creating a group
Dr.Web AV-Desk includes two group types:
· System – predefined groups created during SCC installation. You cannot set or change rights (they are predefined), nor can you block or delete system groups. 

System groups are as follows: organizations, individuals.

· Users – groups created by the SCC administrator and available for editing according to the general rules. Groups can be nested.

Click on [image: image33.png]


 in the upper-left corner of the Subscription Control Center to create the user group.

Attention!   Group administrators can access Create group and Create user only if they have the appropriate privileges. The privileges are defined by the service administrator.

You can create a group using the SCC Administrative interface. To access the Administrative interface, click on [image: image34.png]


 in the upper-left corner of the SCC. 
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Attention! The administrative interface is only available if you have Administrator or Group Administrator privileges. Group Administrators can access sections related to these items only if they have the appropriate privileges. Access privileges are defined by the service administrator.
To create a group, in the Administrative interface click Create group.
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Attention! Group administrators can only access this section if they have privileges that allow them to create nested groups. These privileges are defined by the SCC administrator.
Place your cursor over the [image: image37.png]


 icon opposite the appropriate setting to get help when filling out the fields.

To create a Group, you will need to specify:

· Name – the unique name of the group.

· Parent group – the parent group in which the created group will be included and from which settings will be inherited. To choose a group, click Select.
A user group can only be created in the Individuals system group.
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· Group right template – you can use the Allow and Deny columns to grant or deny rights to users in a given group and the administrators who manage that group.
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To copy the rights specified in the Copy column for a parent group, leave the rights settings unchanged. To simultaneously configure all the available rights or the rights of a selected subsection, click on All under the heading of the relevant column (Allow, Deny, or Copy) or under the heading of the required section (Dr.Web AV-Desk, Administrator, Group administrator, or User).

The Users who will be created in this group after you install the template will acquire the rights that correspond with the configured rights template.

In the Billing system, which is available only if the SCC administrator has enabled crediting, specify the following options:

· Credit limit – the maximum default credit amount.

· Maximum credit period (in days) – the maximum number of days crediting is allowed.

If these fields are not filled in, the values ​​specified in the Billing System will be used or the parent group settings will be used if these values have been set there.

In Dr.Web AV-Desk options, select Subscription limit – the maximum number of Service subscriptions a user can have. The value “-1” allows a user to create an unlimited number of subscriptions. 

This functionality is only available if the user has access to the module for working with Dr.Web Server. Otherwise (e.g., the system does not have a php-avdesk extension or its version does not match the version specified in the system requirements), this functionality will be unavailable. To subscribe to Dr.Web AV-Desk, click on the Dr.Web Security Control Center button in the toolbar.

Click Create to create a group with the specified settings.

2.3.3.1.  Editing a group
The list of groups is available on the Groups and users page of the Administrative interface.
The list of groups and users contains a hierarchical list of all the SCC users arranged in groups. The list displays all the groups and users that can be managed by an administrator under the account they use to log into the SCC.
Group administrators can only access the list of users and groups if they have permission to view the group tree and manage specific groups.
To edit group properties, select the Groups and users item in the Administrative interface, place your cursor over the name of the group, and click Edit
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Attention!  View and Edit are only available if you have the permissions to access these settings. The permissions are defined by the SCC administrator.
In the next window, you will see the options that were described in the Create group section. In addition, when editing a previously created group, the Rights copying section is displayed below the rights list. This is the section in which you can configure the following settings to propagate rights to a group’s child objects:

· Subgroups – when you choose this option, the group rights templates will be propagated to the child groups;

· Users – when you choose this option, the group rights templates will be propagated to group users;

· Recursively – when you choose this option, the group rights templates will be propagated recursively, i.e., to include all the subordinate objects in the hierarchy. It can be applied for subgroups or users depending on which parameters are selected.
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2.3.3.2. Creating a group administrator
The procedure used to create a group administrator is exactly the same as the one used to create a common user. See the chapter: Creating a user.

To create a group administrator, specify the user type Group administrator.
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Click on the Set limit button, and select the organization to which the user belongs.
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Click on the link Expand list of rights, and allow this group administrator to:

· in the Dr.Web AV-Desk section:

· Access the Control Center;

· View and edit settings;

· View information;

· in the Group administrator section:

· Access the Administrator interface;

· View group statistics;

· Edit users;

· View information;

· Delete users.
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If this individual is allowed to access the AV-Desk Control Center, specify the account name they are to use to log in to the AV-Desk Control Center (in the field Dr.Web AV-Desk user name) and a password for accessing the Dr.Web AV-Desk Control Center (in the Dr.Web AV-Desk user password field).

Once you have specified all the required values, click Create. You have successfully created an organization’s user who has group administrator privileges.  

2.3.4. Creating an organization
There are two stages to creating a new user (a legal person). In the first phase, a new organization is created, and then a user, an employee of the organization. 

To create an organization, select Organizations in the Administrative interface and click on Create organization.
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To create an organization, you need to specify the short and full name of the organization and the taxation rate. The parent division must be specified if the selected organization type is Client. The remaining parameters are optional.

In the Contacts section, specify the contact information and the URL of the copy of the SCC that belongs to the organization.

In the Information about the contract section, specify the contract number and the date of its conclusion.

In the Advanced options section, specify the information about the company, and the legal and bank account details.

Click Save to save the changes.

Attention! When creating an organization in the SCC, the group for this organization is created automatically. You can switch to this group from the mode for editing the organization
2.3.4.1. Editing an organization 

To edit an organization, select Organizations in the Administrative interface, place your cursor over the Organization, and click Edit. 
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You can also switch to the mode for editing the organization parameters from the page containing the organization’s information by clicking Switch to organization edit mode
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To save your changes, click the Save button; the organization parameters will automatically be synchronized with the parameters of the linked user group created for this organization.

To switch to the mode for viewing the Organization’s information without saving changes, click Switch to organization view mode. 

To edit the parameters of the linked group, click Go to linked user group  
2.3.5. Viewing account information
To edit an organization’s properties, select Organizations in the Administrative interface, place your cursor over the name Organizations, and click View. 
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In the next window, go to the Accounts tab.
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2.4. Managing Dr.Web Anti-virus service subscriptions
2.4.1. Configuring settings for a sublicense agreement
To manage the parameters of a sublicense agreement, go to the Administrator interface by clicking on the [image: image52.png]


 icon in the upper-left corner of the SCC interface, and select Sublicense agreement.
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Important! This section appears in the settings if you selected one of the countries (except Russia) on the list of countries available for selection when the SCC was being installed. 

This subsection lets you specify different sublicense agreements for individuals and for organizations, or to select a subscription creation mode without displaying a sublicense agreement.

If you want to specify a sublicense agreement for individuals or organizations, click Browse, and specify a file in the HTML format. 

If you select a subscription creation mode that will cause the sublicense agreement to be displayed, but do not specify the file containing the agreement, a standard sublicense agreement will be used.

To save changes, click Save.

2.4.2. Managing Dr.Web Anti-virus service tariffs
The following tariffs are available for Dr.Web Anti-virus service users:

1. Basic tariffs — the main tariffs provided by Doctor Web.

2. Promotional tariffs — additional tariffs available during Doctor Web promos.

3. Customer tariffs — tariffs created by a Doctor Web provider or partner.
To view a list of available tariffs, go to the Administrator interface by clicking on the [image: image54.png]


 icon in the upper-left corner of the SCC interface, and selecting Store items in the group Subscriptions store.
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To edit tariff settings, select a subscription package, and click Edit.
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Important! Editing built-in tariffs (basic and promotional) is limited to changing a status, period of availability, and cost.

Important! Only SCC administrators can edit the prices of basic tariffs. Remember that it is prohibited to edit prices in rubles and hryvnas.

To save changes, click Update tariff data. To return to the list of tariffs, click Store items.

2.4.2.1. Creating a tariff
To create a tariff, go to the Administrator interface by clicking on the [image: image57.png]


 icon in the upper-left corner of the SCC interface, and selecting Create store item in the Subscriptions store.
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Important! It is recommended that you create separate tariffs for natural and legal persons.

To create a new tariff, specify:

1. Title of the tariff.

2. Price of using the tariff per month.

3. A unique Code that corresponds to that specific tariff.

4. Minimum order — the minimum number of computers when subscribing. Allowed values: 1 or more.

5. Maximum order — the maximum number of computers when subscribing. Allowed values: 0 (value is unlimited) or more.

6. Limit of subscriptions — specify the maximum number of subscriptions an individual user or an organization can take out.

When creating a tariff, you must—in addition to completing the mandatory fields—indicate the following information:

1. In the Status drop-down list, indicate whether the tariff is active. The value Available means the tariff is active as soon as it is created. The value Not available means that users cannot subscribe to the tariff. A tariff’s status can be changed in its settings.

2. Sort order is the ordinal number of an item’s location in the tariff price list.

3. The image is an icon that corresponds to a tariff.

4. Short description and Description of a tariff.

5. Basic tariff on which the tariff will be created. Tariff components and Supported OS are determined by what tariff is selected. A basic tariff determines whether a tariff belongs to natural or legal persons.

When you create a tariff based on Dr.Web Premium, Dr.Web Premium (business) or Dr.Web Premium Server, users who subscribe to the tariff will be given a complementary (free) subscription for the Android OS for the term of a basic tariff.

6. Free evaluation period for a tariff. The value is specified in days.

Promotional tariffs do not come with a free evaluation period. A free evaluation period will be given to a subscriber after they transition to a basic tariff on the condition that this is their first subscription.  

7. Automatic migration — the period, in days, after which a tariff will be automatically changed to the basic tariff upon which the custom tariff was based.

8. Restrict availability period — the period during which it is possible to subscribe to a given tariff. The tariff will be valid until the end of the term specified in the Automatic migration field. After this, users subscribed to this tariff will be switched to a basic tariff.

To finish creating a new tariff, you must click Create. Immediately thereafter, Managing store item will be available. You can use it to configure advanced tariff options.
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To configure advanced tariff options, click Store items in the Subscriptions store, and select a tariff. Click Edit to open the tariff for editing, and at the bottom of the page, click Edit tariff options.
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In the mode that facilitates tariff editing, an administrator can specify:

1. The category of store items in which a tariff must be placed (Basic or Promotional).
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2. A group of users for whom a given tariff will not be available.
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3. Price restrictions (the tariff price) for a particular group of users.
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To save price limits, click the Add preset button. 

Repeat the procedure if you want to add price limits for other groups.

To delete a preset, click [image: image64.png]


 to the left of the title of the group for which a restriction was added.

To save changes, click Save.

To specify a description of a tariff in a language other than Russian, select Store items in the group Subscriptions store. Then select the tariff, and click Edit to open the tariff for editing. At the bottom of the tariff-editing page, click Manage localizations.

Important! The built-in tariffs are already localized.
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Find the section for the language you are interested in, specify a brief and full name and a description of the tariff. To save changes, click Save.

2.4.2.2. Selecting a tariff
To subscribe to a tariff, go to the Administrator interface by clicking on the [image: image66.png]


 icon in the upper-left corner of the SCC interface, and clicking on Store items in the group Subscriptions store.

In the newly appeared window, select a tariff, and click Edit. To search for a tariff, you can use the filter or the search bar by clicking Apply once you have entered all the values.
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In the newly appeared window, specify the tariff status and availability period (the promo period). To apply the changes, click Update tariff data. 
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2.4.2.3. Exporting and importing a tariff
To export a tariff into an XML file, you must:

1. Click the Export/import button in the Subscriptions store group.

2. Select the store items you want to save in the file (press the CTRL and SHIFT buttons simultaneously to select multiple tariffs).
3. In the Compression format drop-down list, specify a file compression format or leave the option No compression.
4. Press Export.
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Fields marked with * are mandatory.

To import a tariff (a tariff added from a file), you must:

1. Click the Export/import button in the Subscriptions store group.

2. Specify a file with the tariff’s parameters.

3. Press Import.
2.5. Signing up for the service. Selecting a subscription package
You can subscribe to the service in the SCC's Subscriptions store. 
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Select the subscription package you need.
[image: image71.png]Subscriptions store > Dr.Web Premium

Dr.Web Premium

' RUB89.00/month

=M. Gomprehensive protection from Infemet threats. Do you vale web-surfing with o boundaries and keeping in touch uith

your fiends via the Intemet? With the Dr. Web Premium protection, active Intemet users uill leave behind Trojans, spam
and fraudulent web sites

Components

oL Subscribing to this tariff you also receive:

« Anti'spam

« Web antivirus

« Parental control « DrWeb for Android OS — Free

gjErewal Always stay connected thanks to your Android device? DrWeb will protect its data from viruses, SMS-Trojans

« The st of companents and spam. The Anti-theft component will protect your confidential information from malefactors

may vary for ifferent
opersting systems. For
more information. point
o the required

Em Quantity*
7 Licensing policy

ing polic

EEm

Compare tariffs





View the information about the package and make sure that all the necessary protection components are compatible with your operating system. You can do this by placing your cursor over component names or by opening the Compare tariffs tab.
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Attention! Some tariffs contain additional free subscriptions—for example, the subscription to protect mobile devices. In this case, once you have subscribed, information about any additional free subscriptions will be displayed on your My Subscription page along with information about the subscription package you have chosen.

If you are a local network administrator and you need to install anti-virus software on several computers, you can specify the number of subscriptions you need and manage them at a later date.

Click the Licensing policy button to learn about discounts. In the Quantity field, specify the number of computers for which you require subscriptions.
[image: image74.png]‘mare information. paint
o the required
‘companent

Quantity*
1 Licensing policy

[ia Lo | coen s

Licensing policy

Dr.Web Premium Dr.Web Classic
Device count  Price. Device count  Price.
1 RUBS9.00 1 RUBB9.00

RUBL19.00 RUBS9.00

RUBL59.00 RUBL29.00

2 2
3 3

i RUB1%9.00 i RUBLI9.00
s RUB239.00 s RUBL69.00
Gandmore  RUBATE0"n Gandmore  RUBE3S0™n




Because the Licensing policy tab’s appearance depends on the role of the current user, legal entities (a group that refers to organizations) will see additional information about discounts in the Licensing policy tab. A discount can be granted for the length of time a subscription has been used as well as for a quantity of subscriptions.
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Attention! The Licensing Policy tab is available only if the service provider offers any discounts.

Place your cursor over the Purchase button and read the terms and conditions of the Dr.Web Sublicense Agreement.
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Click Purchase.

If you have insufficient funds, a corresponding warning will be displayed:
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If all the settings are correct, the anti-virus installer download links will become available to you as soon as you complete the subscription process. 
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For more information about downloading and running installers, please refer to the chapter Installing anti-virus software.
2.6. Installing the anti-virus software
2.6.1. Downloading the Installer
If you did not download the installation package immediately after subscribing, you can download it on your subscription page in the section My Subscriptions.
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Select your tariff and click on it
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Select a subscription with the status Available and click Details.
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Select the appropriate operating system on the drop-down list
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Click on Download Agent… and save the installation file. Make sure that you remember its location. 

The resulting file (drweb_avdesk_installer.exe) can be used on the machine on which it was saved as well as on any other machine. If you saved the file to your desktop, you can double-click on it as soon as the download is complete.

Attention! Since the installer file has a standard name and the distribution for each subscription is designed to be installed only on one computer, when you receive the distributions for multiple subscriptions, you should change the names so that you can easily identify them with the computers on which you will use the distributions to carry out the installation. 

Attention! Since the distribution for each subscription is designed to be installed on one computer only and any subscription includes distributions under different operating systems, only one distribution can be installed simultaneously for each subscription. This limitation is associated with the capabilities of the anti-virus protection’s centralized management.
2.6.2. Installing the anti-virus software for MS Windows

After downloading the package, install it according to the instructions found in the Installation tab. These instructions are intended for inexperienced users.
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Attention! The installation must be run by a user who has administrative privileges on the given computer.
Attention! The service software is subject to constant improvement. The actual installation process may differ slightly from the description provided below.
Run the downloaded file.
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If anti-virus programs are already installed in your system, the Installation Wizard will attempt to remove them. If it fails to do so, you will have to remove your anti-virus software (including other versions of Dr.Web) yourself.

To read the License Agreement, click on the corresponding link. Check the box next to I accept the terms in the license agreement, and click Next. If you do not accept the terms, the installation will be aborted.

In the next window, you will see the full path to the public encryption key (drwcsd.pub). Click Next to continue.
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To change the key's location, you can use the Browse button.
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If necessary, you can change the server connection settings. Click on the corresponding link to open the Connection parameters window.

It is recommended that you do not change these settings without first consulting your anti-virus network administrator.
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You will be prompted to use the Dr.Web Cloud services so that the anti-virus can receive current threat information from Dr.Web company servers in real time. Select the option you prefer, and click Next.
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You will be prompted to install Dr.Web Firewall to protect the computer from unauthorized access and prevent sensitive data from being leaked over the network. If you want to install Dr.Web Firewall, check the corresponding box. Click Next to continue.
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A window will appear informing you that the Installation Wizard is ready to install Dr.Web. To start the installation with default settings, click Install. 
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To choose individual components to install and to specify the installation path and advanced options, click Installation parameters. This option is intended for advanced users; for more information refer to the User Guide.

Click Installation parameters to review or change the installation settings. The Installation parameters window will open.

In the Components tab, you will see the list of anti-virus components that can be installed. Check the boxes next to the components you want to install. Depending on the subscription package you selected, some components may be unavailable.
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In the Installation path tab, you can specify the directory into which you want to install the anti-virus software. The default installation directory is Dr.Web. It is located in Program files on the system disk.

Click OK.
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In the Advanced options tab, you can choose whether you want desktop and Start menu shortcuts to be created for launching Dr.Web.
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To save changes, click OK. You will return to the previous dialogue. 

Click Install. The Dr.Web Anti-virus installation will begin.

[image: image94.png]&' Dr.WEB ® English  ~

Installation

Creating a recovery point ok
Preparing your computer ok
Loading components. 21%

Copying new files
Finalizing





Because a driver will be installed during setup, you will need to perform a system restart and wait until Dr.Web establishes a connection with the provider's anti-virus server.  
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Click Restart now and wait until the system restarts.
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2.6.3. Switching Dr.Web Security Space or Dr.Web Anti-virus into the centralized protection mode
If Dr.Web Anti-virus or Dr.Web Security Space is installed on your computer, the administrator can allow these standalone applications to be switched into the centralized protection mode powered by Dr.Web AV-Desk. 

To switch to the Dr.Web AV-Desk protection mode, you need to run the agent Installer file (drweb_avdesk_installer.exe) on computers protected by standalone anti-virus products. All the adjustments specified for a host via the centralized protection server will take effect as soon as Dr.Web connects to the Dr.Web AV-Desk server.

Attention! Installation and removal must be run by a user who has administrative privileges on the computer.

Attention! The service software is subject to constant improvement. The actual installation process may differ slightly from the description provided below.
Run the setup file. At the beginning of the installation process, the Installation Wizard will warn you that a system reboot will be necessary during the course of the installation. 

Since another anti-virus has been detected in the system, confirm that the Installation Wizard has correctly detected that another anti-virus is present, and accept the terms of the license agreement.
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In the next window, you will see the full path to the public encryption key. Click Next to continue.

Attention! If you need to specify parameters for connecting with the anti-virus server that are different from those stored in a distribution, you must specify a path to the public key of the anti-virus server (the default file name is drwcsd.pub).
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If setup cannot locate the specified server, a warning will be displayed.

Once a connection to the server has been established, the files that are required to install the component are downloaded onto the machine. If the installer detects that a different version of the software has been installed, it will prompt you to confirm your previously given consent to a possible system restart.

The remaining installation steps are identical to those in the installation procedure described in the previous chapter.
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Dr.web Firewall protects your computer from unauthorized access and prevents leak of vital data
through networks.

Install Dr.web Firewall
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Because a driver will be installed during setup, you will need to restart the system and wait until Dr.Web establishes a connection with the provider's anti-virus server.  Click Restart now and wait until the system is restarted.
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2.6.4. Installing the anti-virus software for Linux

After downloading the package (an installer file in the run format), install it according to the instructions found in the Installation tab. These instructions are intended for inexperienced users. 
Attention! The installer’s name contains information about the version and release date of the product, as well as about the intended platform (x86 for 32-bit systems and amd64 for 64-bit systems). 
To automatically install the Dr.Web Anti-virus for Linux components, permit the file to be executed by entering the following command:

# chmod +x drweb-workstations_[version]~linux_x86.run

and then run the file:

# ./drweb-workstations_[version]~linux_x86.run

You can also use the default file manager of your desktop environment to change the file's permissions and to launch it.
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If you did not launch the installation using root privileges, the installer will try to elevate them. 

Depending on the capabilities of the current environment in which the distribution is being launched, the graphical UI or command prompt installer will start. If the graphical installer fails to start, the interactive console Installer will launch automatically.

Attention! If the installation detects a file with the same name (for example, one that was left after other types of packages were deleted), it will be overwritten by the new file, and a copy of it will be stored as <file_name>.O. If the directory already contains a file with the same name (<file_name>.O), the file will be removed, and a new file will be written in its place.

2.6.4.1. Installing the anti-virus software for Linux in the graphical mode
If, at the beginning of the installation, the setup detects issues that may in the future interfere with Dr.Web for Linux’s operation, a window will appear showing the list of issues. You can abort the installation by clicking Exit and resolve the issues that were identified prior to the installation. In this case, once the identified problems (the need to install the required additional libraries, temporarily disable SELinux, etc.) are resolved, you will need to run setup again.
You can continue with the Dr.Web for Linux installation by clicking Continue. In this case, the installer will display the Installation Wizard window. However, you will need to fix the problems that were identified after the installation or if Dr.Web for Linux operational errors occur. Once the installation starts in graphical mode, the Installation Wizard will appear.
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Read the License Agreement after clicking on the appropriate link. The Installation Wizard will display the License Agreement and the copyright information about the components that will be installed on your computer.
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Click OK when you are ready to continue. 

You will also be prompted to enable the anti-virus to automatically connect to the Dr.Web Cloud service. To do so, check the corresponding box (by default, the option is enabled). 
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If necessary, at any time, you can enable or disable Dr.Web Cloud in the program settings. 

To begin the installation, click Install. When you do this you are simultaneously confirming that you accept the terms of the License agreement. If you decide that you do not want to install Dr.Web for Linux, click Cancel. 
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Click Show Details to view the installation log.
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Once the installation is completed, the final Installation Wizard window will open. Click OK to close it. 
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If the desktop environment supports the feature, you will also be prompted to launch Dr.Web for Linux in graphical mode. If you want to launch Dr.Web for Linux, check the corresponding box and click OK.
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If the installation was aborted due to an error, the final Installation Wizard dialogue will display an appropriate message. In this case, you should also close the Installation Wizard by clicking OK. Fix the problems that caused the installation error and start the installation over again. 

2.6.4.2. Installing the anti-virus software for Linux in the text mode
Once you start the installer in text mode, the installation prompt will be displayed. Enter Yes or Y to start the installation.
Before commencing with the installation, you must read the License Agreement. To scroll down one line at a time, click ENTER. To scroll down one page at a time, click SPACE.
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Enter Yes/Y to accept the license agreement terms or No/N to abort the agent installation.
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Once you have accepted the terms, the installation will begin. Installation progress information, including the list of components being installed, will be displayed on the screen.
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Once the installation is complete, the installer will display the installation status and quit. If an error occurs, a corresponding message will be displayed, and then the installation process will be aborted. Fix the problems that caused the installation error and start the installation over again.
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2.6.5. Installing the anti-virus software for Mac OS X
Attention! The anti-virus protection’s installation and removal must be executed by a user who has administrative privileges on the computer.

Select the relevant operating system on the subscription page and download the installer file: drweb-av-pro-macosx.cdr.
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Double-click the drweb-10.1-av-macosx.cdr disk image to mount it.

Once the Dr.Web for Mac OS X image appears on the desktop, double-click on it. A window displaying the image's contents will appear.

[image: image117.png]Dr.Web ans Mac OS X




Click on the Dr.Web logo in the center. If a warning appears, stating that the executable file is a program downloaded from the Internet, click Open. 

You will be prompted to use the Dr.Web Cloud services so that the anti-virus can receive up-to-date information about threats from Doctor Web company servers in real time. It is recommended that you enable this option.
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To read the License Agreement, click the appropriate link. Then click Accept to accept the terms of the License Agreement and begin the Dr.Web installation. 

Installation progress will be displayed on the screen. When the installation is complete, Dr.Web will be launched automatically.
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2.6.6. Installing the anti-virus software for Android

Download the Dr.Web Agent installer onto the memory card. To do this, on the subscription page, use the button Download Dr.Web Agent for Android. You can also use the app on your mobile device to read the QR code. If the scanning application is not installed on your mobile device, install it. 
Attention! The installation file should be downloaded to the root directory of the memory card (built-in storage) or to a next-level directory (e.g., Downloads). Also note that the name of the file should not be changed because it contains information that is needed for the installation. 
Use a file manager to locate and launch the installation file android.apk. Once you accept the terms of the License Agreement, the application will be installed automatically. 
2.7. Managing a subscription.
You can use the My Subscriptions section to view information about your subscriptions and change their parameters. The information is arranged by tariff.
Attention! The options Resume subscription, Suspend subscription, Terminate subscription, and Change subscription are only available if the user has sufficient permissions to modify the settings. Permissions are defined by the service administrator.
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Select your tariff and click on it
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To apply an action to several subscriptions, check the corresponding box. Available actions are Suspend subscription, Renew subscription, and Terminate subscription.

The action buttons become active if you select at least one subscription.

Select the desired subscription or subscriptions, and then click Details. 

The General tab provides detailed information about a subscription. Here you can also manage your subscription.
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This page contains the following subscription information:

· Creation date - date the subscription was created.

· Subscription ID – subscription name or unique ID.

· Dr.Web Agent status –the current status of Dr.Web Agent (online, offline).

· Expiration date – the date after which the subscription will be blocked unless the automatic renewal service is enabled (it is enabled by default). If you are creating your first subscription for any of the basic tariffs, this line will indicate that the free Testing period is in progress instead of an expiry date. 

· Description – an optional description of the subscription. 

You can perform the following actions:

· Change your current tariff plan.

Select Tariff migration.
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Select the tariff you want and click Change tariff. The tariff will instantly be changed.

· Temporarily disable the anti-virus software for a specific period of time. Click Suspend subscription, and, in the pop-up dialogue, select the period during which the subscription will be suspended. 
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Click Suspend. The subscription will be suspended commencing from the date you specified. When the suspension period expires, the subscription will automatically resume.

· Resume a subscription if it was suspended. Click Resume subscription.

· Cancel a Dr.Web Anti-Virus Service subscription. To cancel a subscription, click Terminate subscription. The subscription will be cancelled effective beginning the next day. 

· Restore the anti-virus's operation if the subscription was terminated. To restore a subscription, click Activate subscription. The subscription will be restored immediately.
Attention! After making changes, click Update description.

The Statistics tab displays information about the malware programs (names and numbers) that have been detected on a machine.
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The Subscription expenditure log tab shows a detailed history of the actions that have been taken with a subscription.
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2.8. Managing a user profile
In the Profile section, you can manage your profile (e.g., change your password). 

To go to the Profile section, click on your name or login in the SCC header.
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Attention! You can only access this section if you have permissions that allow you to view a profile. The Preferences and Action log tabs are only available if you have permissions to change the given settings. Access permissions are defined by the service administrator.

The My organization tab is available only to legal persons.

The Personal information tab contains user account information.
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The parameters Login, Organization, Creation date, and Modification date (the last time subscription parameters were modified) cannot be changed.

Certain SCC sections may be unavailable to certain groups of users (legal or natural persons).

Service users can edit values for the following fields:

· First name, Middle name, Last name – the user's personal information.

· Email – the email address to which notifications will be sent. This field is mandatory.

· Password – the SCC access password. To view the password, check the box next to Display password.

Fields marked with * are mandatory.

To save changes, click Save. To discard changes, click Reset.

In the Preferences tab, the user can view the following settings:

In the Interface language drop-down list, the user can specify the SCC's interface language.

To limit the number of connections to the SCC, the box next to Login only from IP addresses must be checked. Access to the SCC will only be granted from the IP address you were using when this option was enabled. The current IP address is listed next to the checkbox.

If you currently have insufficient funds in your account and you are unable to replenish it, you can check the box next to Yes, I want to use crediting to confirm that you would like to pay for the service on credit.

The parameters Start of crediting period and Maximum credit period (in days) cannot be changed.

The credit option is available if the SCC aggregator's administrator has enabled it.
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To save changes, click Save. To discard changes, click Reset.

In the Notification options section, select the events you want to be notified about.
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In the Low balance limit field, you can specify an account minimum. If the amount falls below this limit, you will receive instant notification.

Notifications are available if you have sufficient permissions to receive notifications of this type. The permissions are defined by the service administrator.

You will be notified of any incoming messages. An unread message counter is displayed in the upper-right corner of the page.

Open the My Messages tab to view messages. This tab is available if the SCC administrator has enabled web notifications. To view detailed information about a message, select the message and click Read more to the right of the selected message. In the newly appeared window, you can reply to the message.

To send a message to the provider, type your message in the Contact provider section, and click Send.

The My Organization tab provides information about the user's organization: 

· Full name and short name of the organization,

· Creation date – the date the organization was created,

· Modification date – the date the organization information was last modified.

The above-listed settings cannot be modified.

In the Action log tab, you can find SCC login and logout dates and times.
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This feature will also be useful for administrators if multiple employees have access to the SCC or if another person ever substitutes for the administrator if the latter is absent. With the log, you can audit actions that have been taken during a specific period.
2.9. Managing an account
In the My Account section, you can manage your account. You can access the account page by clicking on the current balance link in the SCC header. You can only access this section if you have the permissions needed to view your account information and carry out transactions. Permissions are defined by the service administrator.
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Users who are employees of an organization use the organization’s account rather than personal accounts.

In this section, you can perform the following actions related to viewing information about:

· your account number, current balance, and the currency being used in transactions.

· payment transactions for the current month. Detailed information about all payment transactions can be found in the Receipts to account and Account expenditures tabs.
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The Account replenishment tab is only available if the administrator has set up and enabled payment-processing services in the SCC.

Information about a credit amount and its term of issuance can be found in the Preferences tab of the Profile section.

On the Accounting page of the Administrative interface, you can view the list of invoices issued by users to replenish the account.
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On the Invoices page, the administrator can view invoices for specific periods Services were used, as well as manually update user accounts. The administrator can view the list of invoices issued by users to replenish the account, the status of those invoices, and, if necessary, print these documents.

To view invoices, go to the Invoices tab. Specify the Order number (the payment order) and the filtering options (the time interval (from and till) within which the document needs to be created, the required payment system, and the Payment status), and then click Apply.

Select the date by clicking that specific field, and specify the dates in the drop-down calendar menus.

Documents that meet the specified criteria are displayed in a table containing the following information:

· date and time of the performed action,

· payment amount,

· initiator of the payment,

· payment system used to make the payment,

· payment status,

· order number (of the payment order).

To view detailed information about the invoice, click Document to the right of the selected payment.

Possible document statuses are as follows:

· Not complete - issued, but unpaid documents.

· Complete - documents paid by the user. This status can only be assigned to documents that previously had the status Not complete. It is not possible to change the status of documents that have the status Complete.

· Cancelled - documents the user deleted (declined to pay).

To change the status of the selected payment document, select the necessary action under the table.

To perform a group operation, in the first column of the table, check the boxes next to the documents you want to apply the action to. Next, below the table, select the option you require: Not complete (new document), Cancelled, or Complete (paid document).

If you select the last item, the amount the document was issued for will be credited to the user's account (or to the user's organization’s account) that was replenished.

To update an account manually:

· Select Manual account update.

· Select the transaction type (Receipts to account or Account expenditure).

· Enter the required sum.

· Select the user whose account you want to update.

· Provide information about the transaction.

· Click Apply.
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2.9.1.1. The replenishment of an account by an end user
Important! The Account replenishment tab is only available if an SCC administrator has set up and enabled payment services.

To replenish a personal account, click Balance in the top-right corner of the SCC.

In the newly appeared window, go to the Account replenishment tab, select the payment system Dr.Web Cards, enter a card activation code, and press Activate. 

The account balance will be replenished for the face value of the card.

[image: image136.png]My ac

Account replenishment

===l Drwebcards

T4 81 o oot paymants carcs - fest and sy wy to replenin your sczount




2.9.1.2. The replenishment of an end-user’s account by an Application administrator
To change the account balance for any user, an Application administrator must go to the SCC Administrator interface and select Accounting in the Finances section.
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To update a user account manually, you must select the transaction type Receipts to account; to debit funds from an account, go to Account expenditure. Next, specify the amount by which you want to adjust the balance, and use the Select button to choose the user for whom the balance is being adjusted.

[image: image138.png]



To complete this operation, click Apply. The balance will be changed.

2.9.2. Configuring the list of payment systems available to Service users
The Payment systems subsection of the Administrator interface lets you view and edit the list of the Service’s payment systems.
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Payment systems offer different mechanisms for adding funds to user account balances. 

Payment systems can vary according to their availability:

· For regions: only for a certain country (e.g., Russia) or for all regions.

· For a particular type of user: only for legal or natural persons, or for all types of users.

This section lets you:

· View the list of installed payment systems.

· Installing a payment system. To install a new payment system, click Install new module. In the newly appeared Installation of payment system module window, select the required system, and then click Install module. 
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If you want to cancel the installation, click the Cancel button.

Enable the module by selecting the status Enabled, and then click Save.
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Once you have installed and configured a payment system, it will be available for users to use to replenish their account balances.

· Change the status of a payment system: determine whether the system is turned on (available for users) or off. To do this, select the relevant payment system, switch to the edit mode, select the required value in the Status list, and then click Save. You can also perform this action by selecting the necessary system and then clicking Enable or Disable.
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· Delete a payment system. To do this, select the required payment system, and then click Uninstall modules.

· Edit payment system parameters. To edit the properties of a payment system, click on the required system.

[image: image143.png]Dr.Web cards

Payment systems > Dees s





Important! Parameters can be different for different payment systems:

· Dr.Web cards — make it possible to replenish an account balance with the help of special numbers distributed on plastic cards.

The value of a card is specified on its front side; the logo and provider contact informatrion, as well as the card’s activation code are on the reverse side.
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Availability: without restrictions by default. Dr.Web cards can be sold to subscribers virtually: on the provider’s website and via payment terminals. Participants in a provider’s affiliate-programmes can sell cards on their websites. Cards can also be printed for sale in stores where other provider services are sold or for retail.

The administrator of a reseller’s (partner’s) SCC generates card activation codes in the administrative part of the SCC. To generate card numbers that will be used to pay for Services, go into the Payment systems window, click Dr.Web cards. In the newly appeared window, in the tab Generator of the card numbers, specify the parameters required (the nominal value, validity period, and total number of cards), and then click Generate. The list of generated card numbers will be available in the List of generated card numbers tab.

To view the list, set the time interval (from and till), within which cards were generated, and specify the filter options in the drop-down list: by card creation date, card activation date or by validity period. Click Apply.
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To view the activation numbers that were generated, go to the List of generated card numbers tab. Select when the cards were generated, and click Apply. You will then have a list of the generated activation numbers. 
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Some payment systems, in particular the Sberbank and Non-cash payment, cannot be used if you do not specify provider information in the Provider section.
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To simultaneously remove all installed payment systems or change their statuses, select the required system and perform the required action.

2.10. Financial reports
Financial reports for a given period of Service usage can be viewed in the Financial reports section of the Administrative interface.
To view a financial report, define the filtering options (the time interval (from and till) within which the registered subscriptions must fall), and then click View report.

Fields marked with * are mandatory.
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Subscription information is grouped by categories of users. For each subscription, the following information is indicated:

· tariff name and code,

· the number of subscriptions for this tariff,

· subscription price,

· sum,

· discount,

· summary data for these categories of users and the provider,

· aggregate information:

· account expenditures,

· manual account replenishment,

· cash receipts via payment systems

The report can also be exported in XML or CSV format.

2.11. Service subscriber support
Subscribers can use the AV-Desk SCC to receive assistance in a timely manner whenever needed.

On the Dr.Web Services page, you can also find a variety of utilities and services, including Dr.Web CureIt! and decryption utilities.
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All service subscribers are advised to visit the SCC regularly and stay on top of the latest IT security news, which will allow them to respond promptly to emerging threats.
3. Managing the local network’s anti-virus protection
3.1. Dr.Web Control Center
The Control Center is used to administer Dr.Web AV-Desk. From any computer, an administrator can control the software’s operation, change parameters, generate reports, and analyze statistics. 

To connect to the anti-virus server and perform the actions described below, go to any computer that has network access to the Anti-virus server, and enter in the address bar: http(s):// <anti-virus_server_IP_address (or DNS_name)>:<Port_number>. For <IP address(or DNS_name)> , specify the IP address or domain name of the computer running the Dr.Web AV-Desk anti-virus server. Specify port 9080 (or 9081 for an https connection). In the authorization window, enter the login and password (the default administrator login is admin. The password is the one you specified when you installed the Server).
Example: http://192.168.100.66:9080

For the Control Center to operate correctly, JavaScript must be enabled in the browser settings.

In Internet Explorer, go to Tools → Internet Options → Security → Internet → Custom Level → Scripting   → and choose Enable.

For the Control Center to operate correctly in Microsoft Internet Explorer, add the Control Center address to the list of trusted sites: Tools → Internet Options → Security → Trusted Sites.
If https (a secure SSL connection) is used, the browser will ask you to accept the certificate used by the server. The confirmation prompt may be accompanied by an expression of distrust in the certificate and question its validity. This happens because the certificate is not known to the browser. You should accept the certificate; otherwise, you will not be able to download the Control Center.

In some browser versions, the Control Center will not load via https and an error message will be displayed. In this case, on the error page, select Add site to the list of exceptions (under the error message). After this, you will be able to access the Control Center.

Attention! The Dr.Web AV-Desk Control Center fully supports Internet Explorer and Mozilla Firefox. 
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Administrator authorization on the Anti-virus server can be achieved as follows:

1. Using data stored in the server database about the administrator.

2. Using Active Directory (for server versions running under Windows OS).

3. Using LDAP.

4. Using RADIUS.

You can change the authentication procedure in the Authorization section of the Administration menu. 
After entering their password, the administrator can access the Control Center and from then on can control the anti-virus protection using the features located in the sections Administration, Anti-virus network, Reports, and Neighborhood.
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Attention! When first launched, the Control Center window contains a notification recommending that you install Dr.Web Control Center Plugin. We recommend that you perform the installation on platforms that support this plugin. 

The Control Center window is divided into a header and a work area.

The Header contains:

· The Dr.Web AV-Desk logo; clicking on it corresponds to selecting the Anti-virus network item in the main menu;

· Main menu;

· The name of the administrator account used to log into the Control Center;

· The Logout button used to sign out of the Control Center.

The working area provides access to the basic Control Center features. It can display two or three panels, depending on the action you are performing. Items are put in the list in left-to-right order:

· The Control Menu is always located on the left side of the window;

· Depending on the item selected in the control menu, one or two additional panels are displayed. In the latter case, the properties or fields of the central panel’s settings appear on the right side.

The interface language is defined separately for each administrator account (see “Changing the Control Center language”).

The following sections can be accessed via the Control Center's main menu:

· Administration,
· Anti-virus network,

· Neighborhood, 

· Search Pane,
· Name of the administrator account used to log into the Control Center, 

· News section,

· Settings section,

· Help section,

· The Logout button used to sign out of the Control Center.
If automatic authorization is enabled in the Control Center, the administrator's name and password information will be deleted when the Logout button is clicked.

You can also use the search bar located to the right of the Control Center's main menu. The toolbar lets you search both groups and individual stations according to specified parameters.

The Administration menu.
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The control menu located in the left pane is used to view and edit information. The control menu includes the following items:

1. Administration

· Dr.Web Server opens the panel that lets you view basic information about the Server, and also restart and stop the Server by clicking on the corresponding buttons (absent in the version for Solaris) in the upper-right portion of the panel.

· The License Manager lets you manage the agent and server license key files (see “License Manager”).

· The Encryption keys let you export (save locally) public and private encryption keys.
2. Logs

· The Audit log lets you view the event log and track changes made via the Control Center.

· The Tasks execution log contains a list of server tasks with completion marks and comments.

· The Dr.Web Server log contains a list of the event logs related to the Server’s operation.

· The Log of repository updates.
3. Configuration

· Administrator accounts — opens the panel used to manage anti-virus network administrator accounts (for more information, please refer to the Administrator Manual, specifically the section entitled “Management of Administrative Accounts”.

· Authorization — opens the panel used to manage administrator authentication in the Control Center.

· Dr.Web Server configuration — opens the panel containing the main settings for the Server.

· Dr.Web Server remote access — opens the panel containing the main settings of the Web server.

· Dr.Web Server Task Scheduler — opens the panel used to configure the Server task schedule.

· User hooks.

4. Installation

· Network Scanner — lets you specify a list of networks, search for installed anti-virus software in networks to determine the protection status of computers, and install anti-virus software.

· Network installation — lets you streamline the installation of the Agent software on selected hosts (see the Installation Guide, specifically the section entitled “Installing the Dr.Web Agent via the Dr.Web Control Center”).
5. Notifications

· Web console notifications.

· Unsent notifications.

· Notification configurations.

6. Repository

· Repository state — lets you check the status of the repository: the date when the repository components were last updated and their current status (see “Checking the Status of the Repository”).

· Pending updates — contains the list of products for which product updates were temporarily prohibited in the section Detailed repository configuration.

· General repository configuration — opens the settings window for connecting to GUS and for updating the repository for all the products.

· Detailed repository configuration — lets you configure revisions individually for each of the repository’s products.

· Repository content.
7. Additional options

· Manage Database.

· Dr.Web Server statistics — contains statistics on how the Server is functioning.

· The SQL console.

· The Lua console.
The Anti-virus network menu
The control menu located in the left pane is used to view and edit information.

A hierarchical list of the anti-virus network is in the central part of the window. The list (catalog) represents the tree structure of the anti-virus network’s elements. The nodes of the structure are the groups and their member stations.

The main window, which displays information about the protected network, features the following items:

· An AV-net hierarchical list (the central part of the window);

· A menu of actions that can be taken with respect to the hosts and groups of hosts (the left side of the window);

· Information about the number of host groups, and the number of hosts online (the right section of the window).

A toolbar is located above the hierarchical list. 
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You can perform the following actions with the items on the list:

· Left-click on the group name or the station to display the control menu (on the left) of the respective item;

· Left-click on the group icon to expand a group item;

· Left-click on the station icon to expand a station item.

To select several stations or groups on the hierarchical list, press and hold CTRL or SHIFT and click on the items you want to select.

The item icons on the list indicate item type and status. 

Use the hierarchical list’s toolbar to perform actions with items on the list. The toolbar incorporates the following features:
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 General. Lets you manage the general parameters of the hierarchical list. Select the corresponding item in the drop-down list:
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 Remove the selected objects. Lets you remove items from the hierarchical list. Select the item(s) on the list, and click Remove selected objects.
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 Edit. Opens the settings of a station or a group in the right window pane of the Dr.Web Control Center.
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 Remove membership rule. Lets you delete the rules for automatically including stations in groups.
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 Become primary. Lets you define a selected group as primary for all the hosts that are within it.
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 Assign primary group for workstations. Lets you assign a primary group for specific workstations. If you select a group in the hierarchical list instead of workstations, the specified primary group will be assigned to all the hosts in that group.
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 Merge stations. Lets you join hosts under a single account in the hierarchical list. It can be used if a workstation has been registered under several accounts.
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 Remove individual settings. Lets you remove the individual settings from an object you select in the list. The settings of the parent group will be used. All the hosts inside the group will also have their settings removed.
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 Send message to stations. Allows notifications to be sent to users (see “Sending Notifications to Users”).
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 Reboot the workstation. Facilitates the remote rebooting of a station.
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 Uninstall Dr.Web Agent. Removes the Agent and the anti-virus software from selected hosts or host groups.
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 Install Dr.Web Agent. Opens the network Scanner so that the Agent can be installed on the selected stations. This item is only available when you select new, confirmed stations or stations that have had the Agent uninstalled.
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 Recover Deleted stations. Lets you restore stations that were previously deleted. This item is active only if the user selects stations in the subgroup Deleted in the Status group.
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 Send installation files. Lets you send the installation files for the selected stations to the email addresses specified in the settings of this section.
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 Add a station or a group. Lets you create a new station or a new group. Click the corresponding item in the drop-down menu.
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 Save as... Lets you save general data about anti-virus network stations in a CSV, HTML, XML or PDF file. You can select the file format in the drop-down menu.
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 Export configuration.
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 Import configuration.
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 Distribute configuration.
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 Change group visibility settings. Lets you change the appearance of groups in the list by selecting one of the following items in the drop-down list (the group’s icon will change accordingly):

· Hide means that a group will always be hidden in the hierarchical list.

· Hide if empty will hide a group if it is empty (it does not contain any stations).

· Show ensures that the group is always displayed in the hierarchical list.
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 Managing components. Lets you manage the anti-virus components that have been installed on a host. Select the needed action in the drop-down menu:
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 Update all components. Update all the installed anti-virus components (e.g., when the agent has not connected to the Server for a long time, etc.).
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 Update failed components. Force components that failed to update to synchronize.
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 Interrupt running components. Stops all active scans on stations. For more details on how to terminate certain types of scanning processes, see “Terminating Running Components by Type”.
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Scan. Scan stations in one of the below modes, which you can select in the drop-down menu:
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 Dr.Web Scanner. Express scan 
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 Dr.Web Scanner. Complete scan 
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 Dr.Web Scanner. Custom scan
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 Unapproved stations. Lets you manage a list of new stations that have yet to be officially registered. This item is only available when you select a station from the subgroup Newbies in the Status group. The station will automatically be removed from the pre-installed subgroup Newbies when its registration is confirmed or when it is denied access to the server. To do this, select the needed action in the drop-down menu:
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 Grant access for the selected stations and define their primary group. Confirms that a station can access the Server and defines the station’s primary group from the drop-down list.
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 Cancel the action set to run when connecting. Cancels an action on an unapproved station that had previously been scheduled to run when it connects to the Server.
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 Deny access for selected stations. Denies access to the Server.
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 Tree settings. Lets you adjust the appearance of the list:

· for groups:

· All groups membership. Shows all the groups a station belongs to (only for groups under the white folder icon; see table). If the box is checked, all occurrences of the station will be shown. If the box is left unchecked, the station will be displayed in the top white folder only.

· Show hidden groups. Displays all the groups in the anti-virus network. If the box is unchecked, empty groups will not be displayed. This can be a convenient way to eliminate redundant information when a large number of groups are empty.

· for stations:

· Show station ID. Displays unique identifiers of stations in the hierarchical list.

· Display station name. Displays the names of stations in the hierarchical list, if such names have been specified.

· Display station address. Displays the IP addresses of stations in the hierarchical list.

· Display station server. Displays the names or addresses of the anti-virus Servers to which the stations are connected.

· Display error-update icon. Enables/disables the markers on the icons of the stations on which the last update failed.

· for all items:

· Display the icon for custom settings. Enables/disables the marker on station and group icons which indicates whether individual settings have been specified for the item.

· Display descriptions. Enables/disables descriptions of groups and stations (the descriptions are set in an item’s properties).

· Display number of stations. Display the number of stations for all the groups in the anti-virus network.
· Display the icon of membership rules. Enables/disables the marker on the icons of stations that were added to the group automatically according to the rules of membership, as well as on the icons of groups to which stations were added automatically.

Properties panel
The properties panel is used to display the properties and settings of hosts and groups.

To display the Properties panel in the tree list, select a station or a group, and on the toolbar, select General → Edit. The host properties panel will appear in the right pane of the Control Center. This panel contains the following items:  General, Configuration, Groups, Location, etc. For more details about these settings, see “Enabling or restricting user permissions”.

Neighborhood menu
Use the menu in the left part of the window to select what information you want to view.

The Administration section of the menu contains the Neighborhood item used to manage connections between servers in a multi-server anti-virus network.

The Tables section of the control menu contains information received from other servers about the anti-virus network’s operation.

To view summary tables containing data on other servers, click the corresponding item in the Tables section.

Configuration menu
To go to section where you can configure the Control Center, click on [image: image188.png]


 in the main menu.
Attention! All the settings in this section are only valid for the current administrator account.
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The control menu in the left part of the window consists of the following items:

· My account. This section is used to manage the anti-virus network administrator’s current account.

Fields marked with * are mandatory. If necessary, the following parameters can be edited:

· The administrator’s account Login for Dr.Web Control Center access.

· The administrator's full name.

· The interface language used by the administrator.

· An account description.

· To change the password, click New password on the toolbar.

The following parameters are read-only:

· The date the account was created and the date it was last modified.

· Status. Displays the network address of the last connection made under this account.

After changing the settings, click Save.

For read-only accounts, the following fields can be edited:

· Interface language
· Description
· Interface
Tree settings. The parameters in this section let you adjust the appearance of the list, and similar settings are located on the toolbar item in the main menu of the Network section.

Network scanner. The settings of this section let you configure the default parameters of the Network Scanner. 

Set the following for the Network Scanner.

1. In the Networks field, specify networks in the following format:

· separated by a dash (for example, 10.4.0.1-10.4.0.10),

· separated by a comma and a space (for example, 10.4.0.1-10.4.0.10, 10.4.0.35-10.4.0.90),

· using the network prefix (for example, 10.4.0.0/24).

2. Change Port and Timeout parameters, if necessary.

3. Click Save to save them as the default settings. When you use the Network scanner in the future, these parameters will be set automatically.

To launch the Network Scanner, select the Administration item in the main menu. In the control menu (the pane on the left), select Network Scanner.

Time interval. In this subsection, you can set a time interval within which statistics are displayed.

Authorization. Check the Automatic authorization box to allow automatic authorization in the current browser for all Control Centers having the same user name and administrator password.

Export to PDF. This subsection specifies the text settings to be used when exporting statistics to the PDF format.

Reports. This subsection specifies how statistics in the Reports section of the Control Center are to be displayed for viewing:

The field Number of rows per page specifies the maximum number of lines per report page when page-oriented statistics are displayed. 

Check the Show charts box to display image data on the statistics reports pages.

Subscription. In this section, subscriptions to Doctor Web news are configured.

Help menu
The control menu consists of the following items.

· Documentation – for viewing documentation online in HTML.

· Forum – for opening official Doctor Web forums.

· Ask for support – for going to the Doctor Web technical support page.

· Send a virus – for opening the web form used to send a virus to the Doctor Web Virus Laboratory.

· Wiki – for visiting the Wikipedia page containing the knowledge base about Doctor Web products.

· Report a Parental Control error – for opening the web form used to notify Doctor Web about a false positive or missing harmful links in Dr.Web Parental Control.

3.2. Configuring access to the Control Center
Control Center access is configured when a user is created with the type Application administrator. 
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To access the Control Center, click on Expand list of rights, and select Access to the administrator interface.

To add these rights, select the user who has group administrator privileges, and then select Switch to user edit mode in the editing rights window.

3.3. Changing the Control Center language 

Since the Control Center lets more than one system administrator control the system, each system administrator can have their own individual interface language settings, which can be specified in their administrator profile. To edit a profile, go to Administration – Administrator accounts – Configuration. From the list of administrators, select an administrator’s name, and in the right pane, in the Interface language list, select the required language. To save the language, click Save and refresh the browser page.

Similar options are available in the subsection Preferences located in the My account section of the Control Center’s main menu.
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3.4. Changing the anti-virus language on Windows PCs
To set the interface language for Dr.Web anti-virus components on a computer or on a group of computers running Windows:

1. Select Anti-virus Network in the main menu of the Control Center.

2. In the hierarchical list in the newly opened window, click the station name or group name.

3. On the General tab in the menu on the left, select Dr.Web Agent for Windows.

4. Select the language from the drop-down list.
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5. Click the Save button.

3.5. Controlling the protection parameters for Windows workstations and servers
An anti-virus network controlled by Dr.Web AV-Desk lets you centrally:

· Adjust anti-virus software settings, 

· Configure a scanning schedule,

· Run jobs on selected hosts regardless of a set schedule,

· Initiate anti-virus software updating on protected hosts, including after previous updates ended with an error.

An anti-virus network administrator can grant a workstation user the permissions needed to configure and run tasks, prohibit such activities, or greatly restrict them.

You can change the anti-virus software configuration for a host when it is temporarily disconnected from the Server. The changes will be applied as soon as the host reconnects to the Server.

You need to switch to the Anti-virus network menu to manage host protection. In the center of the screen, you will see a list of the groups you are allowed to manage. Click on the name of a group to open the list of stations included in that group. 
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3.5.1. Defining protection settings for Windows workstations and servers
You can define settings for entire groups as well as for individual group members.

The settings that define the configuration for interaction with the Server are located in the Connection settings window of the Configuration group:
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· In the Public key field, you can set the Dr.Web Server public encryption key (drwcsd.pub) that is stored on a station. Click [image: image195.png]


 to select the key's file. Multiple public keys can be stored simultaneously on a station; for example, when encryption keys are being substituted or when switching Servers. Keys must be unique, i.e., you cannot set two identical public keys.

Click [image: image196.png]


 to add another public key and select the key's file.

Click [image: image197.png]


 to remove an existing key from a station.

· Check the box next to Permit operation without a public key to allow the connection of Agents if they have no public encryption key (drwcsd.pub) or the key's file has an illegal structure.

If the box next to Permit operation without a public key is not checked, you cannot remove the last public key.

· Check the box next to Permit operation with an invalid public key to allow the connection of Agents if they have an invalid public encryption key (drwcsd.pub).

· In the Server field, you can specify the address of the Anti-virus server. This field can be left empty, in which case the Agent will use for the Anti-virus server’s address the value of the parameter specified in the settings on the user's local machine (the address of the Server from which the installation was performed). 

One Server address can be specified as can multiple addresses of different Servers. Click [image: image198.png]


 to add another Server address, and enter the address in the extra field. The format for specifying Server network addresses is described in “Applications. Specifying a network address”.

An example of how to indicate a Server address:

tcp/10.4.0.18:2193

tcp/10.4.0.19

10.4.0.20

If you specify an incorrect/invalid value for the Server parameter, the Agents are disconnected from the Server and will no longer be able to connect to it. In this happens, you must specify the Server address directly on the station.

· In the Search retry field, set the parameter that determines the number of attempts that should be made to search for the Dr.Web AVD Server when connecting using the Multicasting mode.

· In the Search timeout (sec.) field, specify in seconds the time interval between attempts to search for the Anti-virus server when connecting using the Multicasting mode.

· The Compression mode and Encryption mode fields define the settings that are appropriate for compressing and encrypting network traffic (see "Using encryption and compression for traffic").

· In the Network listening parameters field, specify the UDP port used by the Control Center to search for Agents operating in the network. To disable port listening, enter NONE.

The parameter is specified in the format of a network address.

The default port is udp/:2193, which means “all interfaces, port 2193”.

To view or change the Dr.Web Agent settings on a Windows workstation:

1. In the main menu of the Control Center, in the hierarchical list, click the name of the station or group.

2. In the control menu (left panel), select Dr.Web Agent in the Windows group — the Agent configuration window will open.
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To apply all current changes, click Save.
Attention! Applying settings changes that conflict with the Server’s settings (changing the encryption and compression mode, or changing the encryption key) will disrupt communication between the Agent and the Server.

In the General tab, specify the general parameters of the Agent.

· In Task Scheduler startup delay (min.), set the timeout value between the start of the OS and the start of scanning (Startup scan) if it is specified in the Agent schedule. The default delay is 1 minute. If you specify a “0” value, the scanning task will be run without delay, i.e., immediately after OS startup.

· In the Reboot reminder delay drop-down list, select the time interval for periodically displaying an informational message about the need to restart a computer on which the Agent is installed. When selecting By default, the user will be able to specify a value for the time interval.

· In the field Period for statistics sending (min.), enter how often (in minutes) the Agent is to send the anti-virus server all the statistical information collected on a station by SpIDer Guard.

· In the Language drop-down list, select the interface language of the Agent and the Dr.Web Anti-virus components on a host or on a group of hosts.

· Check the box next to Allow quarantine remote control to enable the quarantine on workstations that are to be controlled remotely from the anti-virus server.

Allow quarantine remote control is available if the Quarantine box is checked in the section Administration → Dr.Web Server Configuration → the Statistics tab.

· Check the box next to Collect information about stations to allow information to be collected about station software and hardware. With the box checked, go into the Period for collecting information about stations (min.) drop-down list and select how often (in minutes) the Agents are to send the anti-virus server information about station software and hardware.

· Check the box next to Synchronize time to allow the system time on the PC that has the Agent installed on it to be synchronized with the time on the PC on which the anti-virus server is installed.

· Check the box next to Block changing of system time and date to prevent manual and automatic changes from being made to the system time settings, except for time synchronization with the anti-virus server (set by checking the box next to Synchronize time).

· Check the box next to Block user activity emulation to prohibit any changes from being made to Dr.Web AV-Desk’s operation, except for changes a user makes manually.

In the Mobility tab, specify the parameters of the Agent's Mobile Mode:
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In the field Update period, specify the period between anti-virus software updates in minutes.

Check the box next to Use proxy server to use an HTTP proxy server when receiving updates from the Internet. Once you have done this, the settings fields of the current proxy server will become active.

In the Log tab, set the parameters for Agent logging.
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· The Agent log verbosity level parameter determines the logging verbosity level as it pertains to the Agent's operation.

· The Engine log verbosity level parameter determines the logging verbosity level as it pertains to the Scanning Engine's operation.

· The Update log verbosity level parameter determines the logging verbosity level as it pertains to the Dr.Web update module's operation.
· Check the box next to Create memory dumps at scan errors to create memory dumps in case errors occur during scanning. We recommend that you enable this setting to analyze Dr.Web operation errors.

· Check the box next to Limit log file size to enter restrictions for log files, and define the appropriate settings.

· The Maximum number of files field specifies the maximum number of log files to be stored. When the specified number is reached, the oldest file will be deleted when a new log file is created.

· The Maximum size of each file specifies the maximum size of each log file. When the specified size is reached, the next log file will be created.

In the Interface tab, set the interface parameters for the Agent.

[image: image202.png]B A
B A N A A

‘Display Firewal notifications on separate desktop in fuil-screen mode

Hone psoe  E—
DL —
Tecmicalssport AL  E—

B A A A
22222

b





· Check the box next to Show icon in taskbar to display the Agent's icon in the taskbar. If the icon is disabled, the user will not be able to view or change the settings of the Agent and the anti-virus package.

· Check the relevant boxes to specify the type of event notifications the user is to receive:

· Critical notifications — receive critical notifications only. These include periodic reminders:

· on update errors occurring with the anti-virus software or one of its components;

· on the need to restart the system after updating.

The notification is displayed only if the user has administrator privileges.

· Threat notifications — receive virus notifications only. This type of notification includes notifications on a virus (viruses) being detected on one of the anti-virus software components.

· Major notifications — receive important notifications only. These include notifications:

· on errors occurring when any of the anti-virus software components are launched;

· on update errors occurring with the anti-virus software or one of its components.  These notifications are displayed after an update fails; 

· on the need to restart a computer after updating. These notifications appear immediately after updating;

· on the need to wait for a message demanding a restart in order to complete an installation.

· Minor notifications — receive minor notifications only. These include notifications:

· upon the launch of remote scanning;

· upon the completion of remote scanning;

· upon the launch of an update for the anti-virus software or one of its components;

· upon the successful completion of an update for the anti-virus software or one of its components (with no system reboot required).

If you want the user to receive notifications for all the message groups, check all four boxes. Otherwise, the user will receive only the types of notifications you have specified.

The user can control how they receive notifications, except for Critical notifications which are configured by the administrator only. How notifications are received can be configured via the Control Center before those settings are first modified at the user end. Once individual settings have been specified at the user end, how notifications are received can only be configured via the Agent's context menu.

· In the Additional subsection, the following parameters are specified:

· Check the box next to Do not show notifications in full-screen mode to disable pop-up notifications when any program is running in full-screen mode.

· Check the box next to Display Firewall notifications on separate desktop in full-screen mode to view notifications from Dr.Web Firewall on a separate desktop, i.e., above the application running in full-screen mode.

You should enable this setting to avoid blocking the network connections used by the application running in full-screen mode; at the same time, you won’t be able to connect to the network when Dr.Web Firewall is sending notifications. 

On the Preventive protection tab, in the section Level of suspicious activity blocking, you can define how Dr.Web responds to the actions of third-party applications that might lead to the infection of a workstation. In addition, you can prevent unwanted changes from being made to user data.
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Select one of the anti-virus protection levels:

· Paranoid − the maximum level of protection if you want Dr.Web to maintain full control over critical Windows areas. In this protection mode, compatibility issues can arise between Dr.Web and third-party programs that use protected Windows Registry branches.

· Medium − the protection level to be used if the threat of infection increases. In this mode, access is also blocked to objects that can potentially be used by malware.

· Minimum mode − the automatic modification of system objects—activity that would clearly indicate malicious activities are occurring in the system—is disabled.

· User-defined − set by the user (the Server administrator) on the basis of the settings specified in the table below.

To define custom settings for the preventive protection level, check the box next to one of following options:

· Allow − always allow the action to be taken with this object or by this object.

· Ask − display a dialogue box to specify the required user action for a particular object.

· Block − always deny permission for the action be taken with this object or by this object.

When changing the settings in the table, if one of the pre-installed levels was specified in the Level of suspicious activity blocking field, it will automatically change to User-defined.

The preventive protection settings let you monitor the following objects:

· Integrity of running applications — tracks processes embedded in running applications, which is a security risk for a computer. It does not track processes that are added to SpIDer Guard exclusions.

· Integrity of users files — tracks processes that modify user files using a known routine that indicates such processes are a security risk for a computer. It does not track processes that are added to SpIDer Guard exceptions. To protect user data against unauthorized modification, you should configure the creation of protected copies of important files.

· HOSTS file — this file is used by the operating system to streamline Internet access.  Modifications made to this file may be the result of the activities of a virus or some other malicious program.

· Low-level disk access — prevents applications from writing on the hard drive, sector by sector, without involving the file system.

· Driver loading — prevents applications from loading new or unknown drivers.

Other settings are responsible for critical Windows areas and help protect registry branches from modification (in the system profile, as well as in the profiles of all users).

You can specify anti-virus protection parameters for individual stations and groups by selecting the appropriate group or station in the Anti-virus network section.

 To view the current settings for a user, select that user in the list and choose the Properties item in the General group.
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After selecting Permissions in the Configuration group on the Components page, you can define individual protection parameters for each user or group. This makes it possible to tailor the configuration to the way your company is structured and to the individual requirements of employees when it comes to being able to change settings. In this tab, you can enable mobile mode, define which components of the anti-virus are to be launched, and restrict or expand employee permissions to modify the settings of those anti-virus components.

Attention! The protection parameters differ for services that protect Windows workstations (the Windows tab), Linux workstation (the Linux tab), etc.
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Select Installing components to view and edit the list of components that can be installed on computers.

In the drop-down list:

· must be installed — specifies that this component is required on the station. When creating a new station, the component must be part of the installed anti-virus package. When selecting this parameter in the existing station settings, the component will be added to the existing anti-virus package; 

· may be installed — defines that the anti-virus component may be installed;  the decision to install it is made by the user;

· cannot be installed — blocks the component on the station. When creating a new station, the component is not included in the installed anti-virus package. When selecting this parameter in the existing station settings, the component will be removed from the existing anti-virus package.
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On the Installed components page, you can see the list of components installed by the user.
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You can also access the protection components in the Anti-virus Network section after selecting a station in the Configuration group.

Click Save to save the settings and the corresponding changes to the anti-virus package on the station.

To find out what virus databases are installed on a workstation:

1. Go to Anti-virus Network in the Control Center main menu, and in the newly appeared window, select the station in the hierarchical list. In the pane on the right, you will find up-to-date information about the station.
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2. After selecting Virus databases in the right-hand menu, you can view relevant information about the installed virus databases: the names of files containing a specific virus database, their versions, number of records, and creation date.

[image: image211.png]Anti-virus Network > WIN-OVOKREOHLNS > Virus bases

Tssued

2.0

04-12-201105:00:00

2.0

04-12-201106:00:00

2.0

04-12.201107:00:00

2.0

04-12-201108:00:00

2.0

04-12-201103:00:00

2.0

04-12.2011 10:00:00

2.0

22042014 20:15:00

2.0

22042014 20:20:00

2.0

22042014 20:27:00

2.0

22042014 20:29:00

2.0

22042014 20:3200

2.0

22042014 20:3400

2.0

22042014 20:37:00

2.0

22042014 20:40:00

2.0

2304201400:36:00

2.0

2304201400:51:00

2.0

2304201400:5400

2.0

2304201400:57:00

2.0

2304201400:59:00





If the item for displaying Virus databases is disabled, select Administration in the main menu, and in the newly appeared window, select Configure Dr.Web Server to enable it. In the Statistics tab, check the boxes next to Virus database monitoring and Stations status monitoring and then restart the Server.

3.5.2. Configuring protection for Windows workstations and servers. Specifying anti-virus and anti-spam protection parameters. Adjusting scanning parameters. Customizing the list of objects to be scanned, selecting actions for different types of malware including in cases when an object cannot be cured or an archive is infected
You can configure the anti-virus software parameters for selected stations and servers, as well as for groups of stations, by selecting the corresponding object in the anti-virus network tree and choosing the corresponding item in the Configuration parameters group.
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For example, for SpIDer Guard you can specify scan parameters for separate types of files.
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Use the icons [image: image214.png]


 to rollback configuration changes or to reset parameters to default.

Actions performed by the anti-virus with various types of malicious objects:
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Paths and masks of files excluded from scanning (which can speed up the scanning process): 
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If you change settings for a particular station, the phrase Custom settings are specified goes after the group name; otherwise it is the phrase Settings are inherited from the primary group Everyone.
All the operational settings for Dr.Web AV-Desk’s components are similar to the corresponding settings for Dr.Web for Windows or Dr.Web Security Space, depending on which license you purchased.

3.5.3. Configuring access to protected directories and removable data-storage devices
You can use the Control Center to define access permissions for directories and removable data-storage devices connected to the hosts. The permissions can also be set for individual users to minimize the risk of spreading infections and to protect documents from viruses. To open the window for editing the settings, select Anti-virus network in the Control Center main menu. In the newly appeared window, click the station name or group name in the hierarchical list. Then click Dr.Web Parental Control and configure the type of protection—for example, by checking the box next to Control access to the following objects, and manually adding the directories that will be protected.
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In the General tab, choose to block settings and specify the resources (local folders and files) to which you want access restricted:

· Check the box next to Block sending tasks to a printer to prevent jobs from being sent to a printer. This option is disabled by default.

· Check the box next to Block data on portable data storages to block access to data on portable data storages (USB flash drives, floppy discs, CD/DVD drives, ZIP drives, etc.).

· Check the box next to Control access to the following objects to manually specify the list of controlled resources—folders and devices. The paths to blocked folders and files are specified in the Protected objects and files field. To add a new path to a resource, click on the [image: image218.png]


 button, and edit the added line.

If you specify a file you want to block access to and do not indicate a path, the file will be located in the %system32% folder, and in the Parental (Office) Control settings on the user side, it will be displayed with the prefix c:\Windows\System32. 

It is forbidden to protect the following folders, including their root directories:

· %SYSTEMROOT%, 

· %USERPROFILE%,

· %PROGRAMFILES%.

But you can block their subdirectories.

The Parental Control feature does not let you block network files and folders.

If editing the Parental Control settings for a station (the Rights section, in the Anti-virus Network menu) is permitted, the user will be able to restrict access to resources. You can still specify the Server settings and those settings will automatically be updated on the user side.


If an error occurs when the Parental Control settings are being configured on the Server (an error in the path to a blocked resource or an error made when specifying what folder is to be blocked), the settings will be updated on the user side, but the restriction will be disabled. The administrative error will not be reported.

When finished configuring the settings, click Save. The new settings will take effect after the station’s new configuration has been confirmed.

3.5.4. Configuring access to Internet sites
By restricting access to web resources, you reduce the risk of infection as well as the risk of downtime, and, in many cases, you increase the labor productivity of your staff. To configure the access parameters, you must select Parental Control, and determine which blocking mode is needed (No restrictions, User-defined, White list only). The blacklist is available in the No restrictions and User-defined modes.
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If you want to deny access only to specific groups of websites, select User-defined mode and check the boxes next to those website categories you want to block. This will activate the built-in filter and block websites that correspond to these categories.

When finished configuring the settings, click Save. The new settings will take effect after the station’s new configuration has been confirmed.

3.5.5. Configuring HTTP traffic scanning. Customizing applications whose traffic will be scanned and scan exceptions. Adjusting controlled ports  
You can use Dr.Web SpIDer Gate to configure HTTP traffic protection while adjusting the level of control over different applications and specifying which ports and applications are to be monitored and what actions are to be performed with infected objects.

In the Actions tab, set the automatic blocking of potentially dangerous websites.
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In the Excluded applications field, in the Application filter tab, enter the names of the executable program files and traffic that do not need to be scanned, e.g. opera.exe, firefox.exe, etc. To add a new record, click [image: image221.png]


 and enter the values in the newly appeared window. HTTP traffic will be scanned regardless of which ports these applications use.
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The SpIDer Gate HTTP monitor considers a web browser to be any program accessing resources via HTTP.

Updated lists of URLs in all the thematic categories will be downloaded automatically whenever the Dr.Web anti-virus software and virus databases are updated.

You can report a false positive or a detection failure in the Parental Control at http://support.drweb.com/new/urlfilter.

When finished configuring the settings, click Save.

3.5.6. Rebooting protected hosts via the Control Center 
You can force a reboot of a station in the protected network, including for the purpose of immediately installing new updates. Select a station or a group, click the [image: image223.png]


 icon, enter the reason for the reboot reason, and click OK to reboot the station.
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3.5.7. Configuring settings for mobile device users
The mobile users mode allows users to stay protected even if it is difficult or impossible for them to establish a connection between their computers and the provider's server. In such cases, the administrator can define the connection mode for Dr.Web Agent and toggle on the special mobile operation mode, allowing the anti-virus to connect directly to an updating server. 

To enable the mobile mode for a host, select the host, go to the Permissions section of the Configuration section, open the General tab, and check the box next to Run in mobile mode.
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Once the user enables the mobile mode, the Mode item will appear in the configuration window (Configuration→ General). If the anti-virus is expected to be disconnected from the anti-virus server for an extended period of time, the user can enable and disable the mobile mode to retrieve updates in a timely manner from the Dr.Web GUS. Go to the Mode section, and check the box next to Use mobile mode if there is no connection to the server.
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To adjust the Internet connection parameters for a specific station or group of stations, select the needed connection mode in Connection settings and Dr.Web Agent (the Mobility tab).
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In the Mobility tab, set Dr.Web Agent's Mobile mode parameters:

· In the Update period field specify the time period between anti-virus software updates.

· Checking the box next to Use proxy server lets you use the HTTP proxy server when receiving updates from the Internet.  If you check this box, the settings fields of the current proxy server become active.
3.5.8. Exporting and importing information about protected computers
You can save the configuration of the entire anti-virus network in a separate file. Toggle on the tree network display mode and click on the [image: image229.png]


 icon.
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You can export in XML and PDF formats.

You can learn more about export/import options and distributing station and group configurations in the section Export, import and distributing configurations.
[image: image231.png]‘senmowics: Firefox HTML Document (36,3 KB)
w3 hitps//127.0.0.1:9080

Kax Firefox creayer ofipaorar stor aiin?

= {Onpemas: |Firefox (no ywonsarino) B

© Coxparums daiin

T~ BanonsTs asTonaTIMEC! AN BCeX Gaiin0s AaHHOTO THNa.

= [e=]





You can export and import anti-virus component settings from the Control Center into an XML file. To do this, select a station or a group, and then the relevant anti-virus protection component in the Configuration group’s Anti-virus Network menu. And then click the [image: image232.png]


 icon on the toolbar.
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In the future, you can distribute saved settings to other anti-virus network servers after importing them the same way.
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To unload a configuration file containing the connection settings for the Dr.Web Agents under the Android OS, Mac OS X, and UNIX family OSs, you must select a station or a group and click the Configuration file link in the right pane.
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3.6. Monitoring the anti-virus network protection status
3.6.1. Viewing and comparing the composition of the software and the hardware on the anti-virus network stations
An anti-virus network administrator has control options to view and compare the composition of the software and the hardware on the anti-virus network’s stations.

The collection of information about computer hardware and software is disabled by default (to save on traffic). To enable this feature, select the stations or groups you are interested in; for Windows OS, find the Dr.Web Agent configuration group in the General tab and check the box next to Collect information about stations to allow information about the computer hardware and software to be collected. With this box checked, define in the Period of statistics sending (min.) field how frequently (in minutes) the Agents are to send up-to-date information about the computer software and hardware to the Server.
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If you check marked a group, you must ensure that the check mark was inherited for the station whose statistics interest you—individual settings are not specified in the agent module.
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In the Dr.Web Server Configuration section, in the Configuration group of the Administration menu, go to the Statistics tab. It gives statistical information that is recorded in the protocol log and added to the anti-virus server database. To register and add the relevant type of information to the database, check the box next to Hardware and software composition; this will ensure that the software and hardware on the hosts in the network will be monitored and that the information gets added to the database.
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If you select an anti-virus network station in the General menu, the item Comparison of hardware and software (equipment and programs for stations) becomes available for groups.

[image: image239.png]%o - @l Gl @l Qe dl i

ZXGomYRBOD&OS DO





[image: image240.png]Anti-virus Network > WIN-OV6KREOHLNS > Hardware and software

S Or Web AV-Desk Agent
60r.4eb Control enter Plug-n (x66)

I Dr.Web Server (64)

i For Mansger 3

i Mirosoft NET Framenrk 4 lent Profie

i Micosoft NET Framenrk 4 Clent Profie

i Mirosoft NET Framenork 4 Clent Profie RUS
Language Pack

8 Microsoft NET Framemerk 4 Extended

i Mirosoft NET Frameork 4 Extended

8 Microsoft NET Framerk 4 Extended RUS

Language Pack
R Microsoft Visual C-++ 2008 Redistributable - x64

50307286161
M Microsoft Visual C-++ 2008 Redistrbutable - 66
50.50728.4148

W Mozila Firefox 35.0 (x36 ru)

3

Selected objects
Groups
User groups
Total stations.
Stations online
Installation fle  Vindows , Linux ¥86_64 , Linux x5, Mac0S

X, Android

Configuration file  1ac0S X & Android 8 Linux

o
o
1
1

Repository state
Dr-Web virus databases  15-12-2015 11:46:13
‘SpiDer Gate bases 18-12.2015 14:08:10
DrWeb Anti-spam bases  18-12-2015 13:43:53
Dr.web Updater 31072015 0400:00

Dr.Web Agent for Windows 10-12-2015 12:42: 18




If you select a group in the General menu, the item Comparison of hardware and software becomes available. 
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You can search for stations in the network according to criteria related to the hardware or software currently on them. To do this, after you select a group, you must click on the search field, and in the drop-down menu, select one of the following two items:

· Equipment — to search stations according to the name of the hardware installed on the station,

· Program — to search stations according to the name of the software installed on the station.
Specify keywords for the search
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3.6.2. Monitoring the network protection status
You can use the stations status table, which is available in the Anti-virus Network menu, as well as logs and notifications generated by the anti-virus server, to monitor the status of an anti-virus network based on Dr.Web AV-Desk.

To view the Status table, you need to select a group or an individual station in the stations and groups tree, and select Status in the Tables section in the left-hand menu.
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In the Status table, you can set the minimum severity level of the issues to be displayed. Choosing Minimal will bring up messages about all issues ranging from critical alerts to general notifications. In contrast, setting the severity level to Maximal will bring up only critical notifications.
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You can also use the Source settings group to specify the data sources from which you want information to be displayed. Anti-virus agents and servers can be set as sources. The solution also provides information about the stations that are not currently connected to the anti-virus server or stations from which the anti-virus agent software has been removed.

3.6.3. Viewing the list of inactive hosts on the anti-virus network
To search for inactive stations, select the anti-virus network group and then Inactive stations in the General menu.
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3.6.4. Viewing anti-virus network user session
To enable the collection of information on anti-virus network user sessions (statistical information that is recorded in the protocol log and added to the anti-virus server’s database), in Dr.Web Server configuration from the Configuration group, the Administration menu in the Statistics tab, check the box next to Station user sessions. This will enable user sessions to be monitored and stored in the database of user logins which are logged in the system that has the Agent installed on it.

For viewing user sessions on stations, select a station or a group, and then select User sessions in the General menu.
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3.6.5. Monitoring the network location of stations 
In the Location of station properties section, you can specify additional information about the physical location of a station. 

1. Set a host's geographical coordinates in Decimal Degrees in the Latitude and Longitude fields.

2. Click Save to save the entered data.
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3. In the Location tab, an OpenStreetMaps map preview will be displayed under a label that corresponds with the coordinates you specified.

If the preview download fails, you will see the text Show on map.
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Also on this tab, you can view the location of a station on a map. To view a full-size map, click preview or the text Show on map.
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3.7. Reports
Dr.Web AVD Server maintains several logs of events that occur in the anti-virus network. They include the Audit log and the Tasks execution log.

You can configure the audit settings on the Dr.Web Server configuration page in the Administration section.

In the Security tab, you can set limits on the network addresses from which the Agents, network installers, and other servers can access this Server. The server audit log is controlled with the following flags:

· Audit of administrator operations allows actions taken by an administrator with the Control Center to be entered in an audit log, and log entries to be recorded in the database.

· Audit of server internal operations allows Server internal operations audit to be entered in an audit log and log entries to be recorded in the database.
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In the General tab, you can also change the status of the following flags:

· Replace IP addresses — the program will log workstation domain names instead of their IP addresses.

· Replace NetBios names — the program displays the domain names of the workstations in the anti-virus network Control Center catalogue instead of their names (if the domain names cannot be determined, IP addresses are displayed).
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Attention!
· Replace IP addresses and Replace NetBios names are left unchecked by default. If DNS service is improperly configured, checking these two boxes can significantly slow down the Server.

· If the Replace NetBios names box is checked and a proxy server is used in the anti-virus network, for all the workstations connected to the Server via the proxy server, the name of the computer on which the proxy server is installed will be displayed as the name of the workstations in the Control Center.

· Synchronize station descriptions — allows the description of a user's computer to be synchronized with the description of the station in the Control Center. If the station description is missing in the Control Center, this field will be filled with a description of the computer on the user side. If the descriptions differ, the data in the Control Center will be replaced with the user data.

To view reports:

1. Go to Anti-virus Network in the main menu of the Control Center, and select a station or a group in the hierarchical list. In the left-pane menu, select Summary data in the Statistics section.

2. A window with a table containing report data will appear. To include certain statistics in the report, click Summary data on the toolbar, and select the types of data you need in the drop-down list: Scan statistics, Threats, Tasks, Start/Stop, Errors. Statistics included in these report sections match the statistics contained in the relevant paragraphs of the Statistics section. To view a report containing the tables you selected, click Update.
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3. To select the reporting data for a predefined period, specify a range in the drop-down list on the taskbar: a report for a specific day or month. Or, you can select an arbitrary period by entering the required date or clicking the calendar next to the date fields. To view the required data, click Update.

4. If you need to save the report for printing or for further processing, click [image: image253.png]


 Save data as CSV file, [image: image254.png]


 Save data as HTML file, [image: image255.png]


 Save data as XML file or [image: image256.png]


 Save data as PDF file.

To have statistical reports about the anti-virus network sent by email, you can go to the Dr.Web Server Task Scheduler and select the action Create statistical report.
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3.7.1. Auditing administrator activity
The audit log contains information on the actions taken by administrators in the local network. Thus, if necessary, the Control Center can be used to examine the actions taken by network administrators. The audit log can be viewed in the Control Center: go to the Administration section, and select Audit log. The period for which you want to view the log can be specified using the calendar to the left of the dates displayed directly over the log.
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3.7.2. Analyzing completed tasks
The Tasks execution log contains information regarding the completion status of tasks scheduled by the anti-virus server. To view the log, move to the Administration section, and select Task execution log. The period for which you want to view the log can be specified using the calendar to the left of the dates displayed directly over the log.
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3.7.3. Monitoring running processes
You can monitor all running processes. Select a user, and then select Running components.
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Processes run by users are displayed in the list.

If necessary, you can stop any of them using the Interrupt button. You can also select any component on the list and edit its settings.

3.7.4. Generating reports for individual anti-virus components
If necessary, you can automate the process of generating reports and customize the verbosity of those reports. In the Configuration group, select the anti-virus component for which you want to generate reports.
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3.8. Collecting statistics. Generating virus activity graphs, retrieving statistics on the types of malware detected and the actions taken with them
The Control Center lets you generate anti-virus security reports containing information about the number of malicious objects that have been detected and the actions performed with them. 

You can view the results of the work of the various workstation components—software updates, anti-virus scans, and anti-virus monitoring—in statistical tables and charts.
To define which information you want to collect, select Configure Dr.Web Server in the Administration menu.
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Let's consider examples of how the Control Center's Statistics menu can be used. The windows for viewing the results of the work of the components and for viewing final workstation statistics are the same, and the actions related to the detailed information provided by them are similar.

To obtain statistics on how the anti-virus tools are working on a workstation:

1. Select a station or a group in the list. If you want to view statistics for multiple stations or groups, select multiple stations and groups by using the SHIFT or CTRL keys.

2. To obtain full statistics which is not divided into sessions, click Summary data in the Statistics section.

3. The statistics window will open. Statistics for the last 24 hours are displayed by default.

4. To view statistics needed for a required period of time, on the toolbar, select the date range for which data is to be displayed. Click the calendar next to the date field to select a date. To upload the data, click the Update button. Tables containing the statistical data will be loaded into the window.

5. This section provides the following summary data:

· when selecting stations – for the stations selected; 

· when selecting groups – for the groups selected (when selecting several groups,  only groups containing stations will be displayed);

· when selecting stations and groups simultaneously – separately for all stations, including those selected, not empty groups.

6. To view detailed statistics on the work of specific anti-virus tools, click on the station name in the table. If you have selected groups, click the group name in the table of general statistics, and then the station name in the displayed table. A window (or a section of the current window) will open. It will contain a table with detailed statistics.

7. From the table containing statistics on how the anti-virus tools are operating on a workstation or a group, you can open the settings of a particular anti-virus component. To do this, click on the component’s name in the statistics table.

8. To sort data in a table column, click the corresponding arrow (ascending or descending order) in the header of the corresponding column.

9. If you want to save the resulting statistics table for printing or further processing, you can export it in the format that suits you best by clicking one of the following buttons [image: image263.png]Ay Ay A



: Save data as CSV file, Save data as HTML file, Save data as PDF file, or Save data as XML file.

To view information about an abnormal status (possibly requiring intervention) registered in a defined period:

1. In the menu, go to the Statistics section, and select Status.

If cannot see the Status option in the control menu, select Administration → Dr.Web Server Configuration. In the Statistics tab, check the box next to Station status monitoring, and restart the Server.

2. Station status information is displayed in the window automatically, according to the parameters specified in the toolbar.

3. To limit the list of status messages to only messages of a specific severity level, select a severity level from the Severity drop-down list on the toolbar. The default level Minimum ensures that the maximum list is displayed.

4. The list will also include stations that were not connected with the Server for a certain number of days. Enter this number into the input field to the left of the Severity list. When this value is exceeded, the situation is considered to be critical, and this information will be displayed in the Status section.

5. Verbosity and formatting actions that can be taken with the information in a table are similar to those described above for the statistics table.

To view statistics on virus events in a chart format:

1. Go to Anti-virus Network in the Control Center menu, and in the window, click the station name or group name in the hierarchical list. In the control menu (left panel), select Charts in the General section.
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2. A window containing a chart will appear. Depending on what object was selected in the hierarchical list (a group or a station), different sets of charts will be displayed.

· Daily virus activity — the specified time period is divided into days. The chart displays the total number of viruses found during each day for all the network objects selected (stations and groups). A chart is displayed so long as you specify a time period that exceeds one day.

· Infection classes — displays numerical data on objects, divided according to infection classification. 

· Conducted actions — displays numerical data on infected objects with which the anti-virus software has taken action.

· In you select groups, charts also are displayed:

· According to the number of infected hosts in the group − displays numerical data on infected hosts for each group where such hosts are present. 

· Ten most common viruses – a list of the ten viruses that have infected the largest number of files. The chart displays numerical data on objects that have been infected by these viruses.

3. To view chart data for a predefined period, select the date range in the drop-down list on the taskbar to get a report for a specific day or month. Or, you can select an arbitrary date range by entering the required date or clicking the calendar next to the date fields. To view the data, click Update.

You can specify the default interval for viewing statistics, and you can save the last interval selected for viewing statistics. To do this, select the Time section (Interface -> Settings). The Time interval (default) section lets you define the period during which statistics are to be monitored. The Save last interval for statistics data option saves the interval last selected for viewing statistics.
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3.9. Managing the server quarantine
To remotely manage the quarantine, select Anti-virus Network in the main menu, and in the newly appeared window, in the hierarchical list, click the station name or group name. Next, in the left pane, click Dr.Web Agent in the Windows group, and in the General tab, check the box next to Allow quarantine remote control.
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Attention! To control the Quarantine from the server, workstations that have the quarantine installed on them must run an OS that supports SpIDer Guard G3, i.e., Windows 2000 with SP4 and Update Rollup1, Windows XP with SP2 or higher, Windows 2003 with SP1 or higher, or Windows Vista and higher.

To manage the contents of the server quarantine, open the Anti-virus Network menu, select the group or host that interests you and choose Quarantine, which is located in the General section.
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If you selected one host, the table will contain objects found in the host's quarantine; if you selected multiple hosts, a group or a few groups, you will see a list of hosts with the quarantined objects displayed separately for each host.

If you want to view objects that were quarantined on a certain date, use these fields [image: image268.png]15-08-2014 00:00:00  © = 1508-2014 12:48:43



to specify the time period. Once you have done that, click the Update button.

Any infected or suspicious object can be moved to the Quarantine database. Files in the Quarantine can be added by one of the anti-virus components, e.g., the Scanner, or manually by the user via the Quarantine Manager.

When files enter the Quarantine, they are automatically scanned again. And the infection status is specified. The presence of an infection and the type of infection (when you manually add a file to the Quarantine, the information about the file’s infection status is not available), as well as the names and types of infections, are brought to a common view.

The user can re-scan files located in the Quarantine using the Control Center or via the Quarantine Manager on the station.

The following information is recorded for each object moved to the Quarantine:

· date and time moved to the Quarantine;

· the original name of the infected file and its size;

· the file owner;

· the component  that relocated the file;

· information about the infection.

To restore files, select a station in the Anti-virus Network section, and go to the Quarantine section. Select the file or group of files you want to restore, and then click [image: image269.png]


. In the drop-down menu, select one of the below options:

· Restore the file to its original location on the host (restore it to the folder in which it resided before it was quarantined);

· Move the file to the selected folder.

To delete selected quarantined files, click the icon [image: image270.png]


.

To scan selected files, click  [image: image271.png]


.

Send selected quarantined files on the host for additional analysis by clicking [image: image272.png]


 (Export). 

You can also export Quarantine information to a file in the following formats: CSV, HTML, XML, and PDF.

3.9.1. Accessing the anti-virus server logs
To export archived anti-virus server log files from the Control Center, select Dr.Web Server log in the Logs group of the Administration menu. In the newly appeared window, check the boxes next to the logs you are interested in, and click [image: image273.png]


.
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3.10. Notifications
The Dr.Web AV-Desk server can automatically send email notifications about problems with the anti-virus network’s operation. In addition, an administrator can send notifications to users manually. Notifications are used to inform users of various events and to provide instructions and warnings. 
For example, the ES server administrator’s notification about an expired key, Server license has expired, contains the warning “The server license has expired; it will no longer permit client connections”.

Below you can see an example of such a message:
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· Critical notifications — receive critical notifications only. These include periodic reminders about: 

· anti-virus software update errors or errors updating any of its components;

· the need to restart a computer after an update.

The message is displayed only if the user has administrator privileges.

· Threat notifications — receive virus notifications only. This type of notification includes messages reporting that one of the anti-virus software components has detected a virus / viruses.

· Major notifications — receive important notifications only. These include the following messages on:

· errors that occurred with any of the anti-virus software components upon startup;

· anti-virus software update errors or errors updating any of its components, displayed immediately after the updating process ends in failure;

· the need to restart a computer after updating, displayed immediately after updating;

· a message about the need to wait for a reboot to complete component installation.

· Minor notifications — receive minor notifications only. These include the following messages on:

· the launch of remote scanning;

· the completion of remote scanning;

· the launch of an update for the anti-virus software or any of its components;

· the successful completion of an update of the anti-virus software or any of its components (without the need to restart).

3.10.1. Configuring predefined notification rules. Customizing responses to incidents
To centrally configure event notifications for events that occur on a client computer (updates, errors, detected viruses, etc.), you must select a group (for example, Everyone, if you want to configure all the agents), and in the right pane, select Dr.Web Agent in the Windows group; next go to the Interface tab and check the boxes next to the types of messages that are to be displayed to the user. At a minimum, the agent should report Critical notifications and Threat notifications to the user. Later the user can enable/disable notifications on their own computer by right-clicking the agent icon in the system tray and selecting Settings.
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If you want the user to receive messages in all the message groups, select all four groups. Otherwise, only the messages you have specified will be displayed.

The user can control the receipt of notifications, except Critical notifications which are configured by the administrator only.

To configure automatic notifications, in the Control Center, go to the Administration section and in the Notifications group, select Notifications configuration.
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1. Click Add notification.
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2. To enable the sending of notifications, set the switch on the left of the notifications block header to the corresponding position:

3. [image: image279.png]


 — the sending of notifications is enabled for this block.

4. [image: image280.png]


 — notifications are not to be sent for this block.

5. In this section, you can create several notification blocks (profiles), e.g., for different delivery methods. To add one more block, click [image: image281.jpg]


 on the right of the notification block settings. At the bottom of the page, one more notification block will be added.

6. The configuration of different notification blocks, as well as their template texts, is performed independently.

a. In the Title field, specify the name of the notification block you added. This name is used, for example, to configure the Statistical reports in the Server schedule. To edit the header, click it and type the name you want indicated here. If you have more than one notification block, when you click the header text, the drop-down list containing the headers of the existing notification blocks will open.

b. Select how you want notifications to be sent from the Notifications send method drop-down list:

· Dr.Web Agent — send notifications via the Agent protocol.

For notifications via the Agent protocol, specify the following parameters:

· Number of repeat resends – the number of retries when a message fails to send. The default is 10.

· Resend time-out – the period in seconds, after which a repeat attempt is made to send a message. The default is 300 seconds.

· Station – the identifier of a station to which notifications must be sent. You can view a station’s identifiers in the station’s properties.

· Notification storage time – time period for storing a notification, starting from its receipt. The default is 1 day. After the period specified, a notification is marked as outdated and deleted according to the Purge outdated messages task in the anti-virus server schedule settings.

· Send test message – send a test message according to the settings specified in the notification system. The test message’s text is specified in the notification templates.

· Email – send notifications by email.

For notifications by email, specify the following parameters:

· Number of repeat resends – the number of retries when a message fails to send. Default is 10.

· Resend time-out – period in seconds, after which a repeat attempt is made to send a message. The default is 300 seconds.

· Recipient email addresses – email addresses of notification recipients. Only one recipient email address per field. To add an additional recipient field, click [image: image282.png]


. To remove the field, click [image: image283.png]


. 

· In the SMTP server settings section, specify the following parameters:

· Address – the SMTP server address used to send email.

· Port – the SMTP server port used to send email.

· User, Password (Retype password) — if necessary, specify the name and the password of the SMTP server user, if the SMTP server requires authorization.

· Check the box next to STARTTLS encoding to use STARTTLS traffic encoding for sending notifications by email. 

· Check the box next to SSL encoding to use SSL traffic encoding for sending notifications by email.

· Check the box next to Use CRAM-MD5 authentication to use CRAM-MD5 authentication on a mail server.

· Check the box next to Use DIGEST-MD5 authentication to use DIGEST-MD5 authentication on a mail server.

· Check the box next to Use the plain authentication to use plain text authentication on a mail server.

· Check the box next to Use LOGIN authentication to use LOGIN authentication on a mail server.

· Check the box next to Validate the SSL server certificate to enable the validation of a mail server’s SSL certificate.

· Check the box next to Debug mode to obtain a detailed SMTP session log.

· Send test message – send a test message according to the settings specified in the notification system. The test message’s text is specified in the notification templates.

· Push — send push notifications to Dr.Web Mobile Control Center. This option is available in the Notifications send method drop-down list only after Dr.Web Mobile Control Center has been connected to the given Dr.Web Server.

· SNMP — send notifications via the SNMP protocol.

For notifications via the SNMP protocol, specify the following parameters:

· Number of repeat resends – the number of retries when a message fails to send. Default is 10.

· Resend time-out – period in seconds, after which a repeat attempt is made to send a message. The default is 300 seconds.

· Receiver – an entity that receives an SNMP request. For example, an IP address or a DNS name. Only one receiver per field. To add an additional receiver field, click [image: image284.png]


. To remove the field, click [image: image285.png]


.

· Sender – an entity that sends an SNMP request. The default is “localhost” for Windows and for UNIX.

· Community – an SNMP community or context. The default is “public”.

· Send test message – send a test message according to the settings specified in the notification system. The test message’s text is specified in the notification templates.

· Web console – send notifications to the Web console.

· Number of repeat resends – the number of retries when a message fails to send. The default is 10.

· Resend time-out – period in seconds, after which a repeat attempt is made to send a message. The default is 300 seconds. 

· Notification storage time – time period for storing a notification, starting from its receipt. The default is 1 day. After the period specified, a notification is marked as outdated, and deleted according to the Purge outdated messages task in the anti-virus server schedule settings. For notifications received via this sending method, you can specify an unlimited storage time in the Control Center’s Notifications section. 

· Send test message – send a test message according to the settings specified in the notification system. The test message’s text is specified in the notification templates.

· Windows Message – send notifications using Windows Messenger. The Windows network message system functions only under Windows OS with Windows Messenger (Net Send) service support. Windows Vista OS and later do not support Windows Messenger service.

For notifications in a Windows OS network, specify the following parameters:

· Number of repeat resends – the number of retries when a message fails to send. The default is 10.

· Resend time-out – period in seconds, after which a repeat attempt is made to send a message. The default is 300 seconds.

· Receiver — the list of the names of the computers that are to receive messages. Only one computer name per field. To add an additional receiver field, click [image: image286.png]


. To remove the field, click [image: image287.png]


.

· Send test message – send a test message according to the settings specified in the notification system. The test message’s text is specified in the notification templates.

c. For notification sending, the pre-installed set of standard Server notifications is provided To configure a specific notification, do the following:

d. In the notifications list, check the boxes next to the notifications that are to be sent according to the send method of the current notification block.

e. To change notification settings, click [image: image288.png]


 to the left of the notification. The notification template will open. 
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If necessary, edit the text of the outgoing notification. In the notification text, you can use template variables (in braces). To add variables, use the drop-down lists in the message header. When a message is being generated, the system replaces the template variables with a specific text that depends on the system’s current parameters. The list of available variables is given in Appendix D. “The Parameters of the Notification System Templates”.

For notifications for the Station subsection, you can also define a list of stations whose events are to be reported in notifications. In the template editing window, in the Groups of monitored stations tree, select the groups of stations on which you want events monitored and corresponding notifications sent. To select several groups, use CTRL or SHIFT.

For the SNMP send method, notification template texts are set on the SNMP client side. Through the Control Center, in the Station subsection, you can specify only lists of stations whose events are to be reported in notifications.

When you are done editing, click Save to apply all the specified changes.

In the right part of the window, select the events about which messages will be sent.

To view Dr.Web Server operating statistics:

1. Select the Administration item in the main menu of the Control Center.

2. In the opened window, select the Dr.Web Server statistics item in the control menu.
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3. In the opened window, the following sections of statistical data are presented:

· Client activity – data on the number of clients connected to this Server: Dr.Web Agents, neighboring Dr.Web Servers, and Dr.Web Agent installers.

· Network traffic – incoming and outgoing network traffic parameters for exchanging data with the Server.

· System resources usage – usage parameters of the system resources for the computer on which the Server is installed.

· Database usage – parameters for accessing the Server database.

· File cache usage – parameters for accessing the file cache of the computer on which the Server is installed.

· DNS cache usage – parameters for accessing the cache that stores queries to the DNS servers on the computer on which the Server is installed.

· Notifications – operating parameters for the administrative notifications subsystem.

· Repository – operating parameters for data exchange between the Server repository and GUS servers.

· Web statistics – parameters for accessing the Web server.

· Cluster – parameters for making requests via the inter-server synchronization protocol when using Server clusters in a multi-server network configuration.

4. To view statistical data for a specific section, click the section name. The newly opened list contains the section’s parameters with dynamic counters of values.

5. When the statistics section opens, the graphical representation for each parameter changes is enabled. In this case:

· To disable graphical representation, click the section name. When graphical representation is disabled, the digital value of the parameters still refreshes dynamically.

· To re-enable graphical representation of the data, click the name of the section you need again.

· The names of the sections and their parameters (those for which graphical representation has been enabled) are in semibold.

6. To edit the refresh frequency for the parameters, use the following toolbar options:

· In the Refresh rate drop-down list, select the frequency with which you want the data refreshed. When a drop-down list value is changed, the time period for refreshing digital and graphical data is applied automatically.

· Click Refresh to refresh all the statistical data values simultaneously.

7. When you hover your mouse cursor over the graphical data, the numerical value of the point selected is displayed as follows:

· Abs - absolute value of the parameter.

· Delta – the incremental increase in the value of the parameter relative to its previous value, according to the data refresh rate.

8. To hide a section’s parameters, click the arrow to the left of the section’s name. When the section’s parameters are hidden, graphical statistical data is cleared, and when the parameters are re-opened, the drawing starts from the beginning.

3.10.2. Monitoring virus outbreaks
To receive notifications about epidemic outbreaks (when the infection number threshold is exceeded), select Administration→ Dr.Web Server configuration.
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Check the box next to Track epidemic to enable the virus outbreak administrator notification mode. If the box is left unchecked, virus outbreak notifications will be carried out in the standard mode. If the box is checked, you can configure the following parameters for tracking virus epidemics:

· Period (sec.) — time period (in seconds), during which a given number of messages about infections must be received so that the Dr.Web Server can send the administrator a single notification about the epidemic for all the cases of infection.

· Messages number — the number of messages about infections that must be received in a given time period so that the Dr.Web Server can send the administrator a single notification about the epidemic for all the cases of infection.
3.10.3. Editing predefined notification templates
The text of messages is determined by message templates. Message templates are stored in the var/templates subfolder of the Server installation folder. You can edit a template to change the text of a message.

When a message is being generated, the program replaces the variables in the template (written in braces) with a specific text that depends on the current parameters of the anti-virus network components.

To edit the templates, go to Administration, and in the Notifications group, select Notifications configuration.
Find the notification you need in any of the notification blocks, and click [image: image292.png]


 to the left of the notification. The notification template will be opened. 
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If necessary, edit the template.

To add variables, you can use the drop-down lists in the message header.

Click Save to save all the changes specified for the template.

If you use an external editor to edit templates, remember that the text of the templates requires UTF-8 encoding. We do not recommend using Notepad or other editors that insert a byte order mark (BOM) to indicate that the text is encoded in UTF-8, UTF-16, or UTF-32.
3.10.4. Sending messages to a user
If necessary, the system administrator can send users informational messages including:

· message text; 

· hyperlinks to Internet resources;

· a company logo (or any other graphic image);

· the exact date a message was received is indicated in the title of the window.

These messages are displayed on user PCs as pop-up windows. 
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To send a notification, select a user or a group, and click[image: image295.png]
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Specify the following fields in the opened window.

· Message text – an obligatory field containing the message itself. 

· Show logotype in the message – check the box if you want to display a graphical object in the message window title. To the right of the Logotype file field, click Browse to load the logotype file from the local resource, and select the object you need in the opened file system browser.

You also can specify a message title or a company name in the Message title field. This text will be displayed in the message window title (to the right of the logo). If you leave this field blank, text containing information on the Agent will be displayed in the title of the message window. 

In the URL field, you can specify the link to the Internet resource that will open when someone clicks on the logo and message title.

If a logotype is not specified or a logotype's size exceeds the allowable limits, the Dr.Web Agent logotype will be displayed in its place in the message window. 
If the box next to Show logotype in the message is checked, the Use transparency box will become active. Check the box to apply transparency to the logo image.

Check the box next to Show link in the message to include hyperlinks to web resources in the message. To add a hyperlink:

1. In the URL field, enter a link to an Internet resource.

2. In the Text field, indicate the link name – the text that will be displayed in place of the link in the message.

3. In the Message text field, add the {link} marker in all the places you want the link to appear. In the resulting message, the link with the specified parameters will be displayed instead of the marker. You may use an unlimited number of {link} markers in a text, but all of them will have the same parameters (from the URL and Text fields).

Example:

To send the above message, the following parameters were set for the link:

Message text:

Dear User!

The Dr.Web Firewall component was installed on your computer.

Details on the functionality of this component can be found at {link}.

Sincerely, 

Administration
URL: http://drweb.com

Text: here

Delivery notifications are disabled by default; check the box next to Show delivery status to enable delivery notifications.

The file containing the graphic image (a logotype) that is inserted into the message must satisfy the following conditions:

1. Image file format — bmp.

2. Bit depth — any (from 8- to 24-bit).

3. The maximum size of the visible part of the logo is 120 × 90 px (width × height). An additional 2 × 2 px is allowed for a transparent pixel border, i.e., the full, maximum image size is 122 × 92 px.

If the Use transparency option is enabled when sending a message, the first pixel in the position (0,0) is declared to be transparent. All the pixels of that same color become transparent, and in their place, a message box background is displayed.

If you use the Use transparency option for a rectangular logotype, it is recommended that you make a rectangular border to avoid the erroneous transparency of the pixels of the image itself.

Enabling the Use transparency option will be useful if you have a nonstandard-shaped (non-rectangular) logotype and want to remove the undesirable background that supplements the informative part of the image to a rectangular shape. 

Before sending a user a message (especially if multiple users are involved), you should first send it to any computer that has the Agent installed on it in order to check the adequacy of the result.

3.11. Schedule
The task schedule is an important feature of the control system. On the Schedule page, you can add and cancel tasks for each user. Select a user or group in the Anti-virus network section of the Control Center, and choose Task Scheduler in the Configuration group.
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The Centralized schedule, defined by the anti-virus network administrator and subject to all the rules governing how configurations are inherited, is a list of actions performed automatically at a predetermined time on workstations. Schedules are mostly used to scan stations for viruses during periods that are most convenient for users, without having to launch the Scanner manually. In addition, Dr.Web Agent allows certain other types of tasks to be performed as described below.
3.11.1. Configuring a centralized schedule for a host group 
All the protected hosts connected to the anti-virus server are included in the Everyone group by default. That is why its settings (including the schedule) will be applied to all new joiners automatically. All groups whose parameters can be edited are displayed in the main Control Center window. However, an administrator can specify individual schedule settings for each group or user. To configure a schedule, select a group or user in the hierarchical tree in the Anti-virus network section of the Control Center, and choose Task Scheduler in the menu on the left. The schedule for stations from other groups and the schedules for separate stations are configured in the same way.


In this window, you can edit and add tasks the same way you manage tasks for an ESS server. You can also enable or disable any existing tasks. 

The values for the fields marked with * are mandatory.

If, when edited, the schedule is empty (no tasks are present), the Dr.Web Control Center will offer you the option to use either a schedule inherited from groups or the empty schedule. Use the empty schedule to override the schedule inherited from groups.

Click on the [image: image298.png]


 icon to add a task. When creating a new task, you can specify the anti-virus component that will be used to perform the task, and target objects and directories.

On the General tab, define the following parameters:

· In the Name field – the name of the task to be displayed in the schedule’s list. 

· To enable the task’s execution, check the box next to Enable execution. If the box is left unchecked, the task remains on the list but will not be executed.

· The Critical task check mark instructs that an extra launch of the task be performed when Dr.Web Agent is next launched, if the scheduled execution of this task was omitted (if Dr.Web Agent was switched off at the scheduled time). If a task is omitted several times within a certain period of time, it will be performed only once after Dr.Web Agent has been launched.
The same action can be performed from the schedule’s main window using the Severity option on the toolbar.
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If several scan tasks must be implemented, only one task will be executed—the first one in the queue. For example, if Daily scan is enabled and critical scan via the Agent Scanner is omitted, only Daily scan will be executed and any omitted critical tasks will not be executed.

In the Action tab, click the button to the left of the Action menu, and select the type of task in the drop-down list. After you make your selection, the bottom section of the window will look differently depending on the type of task you selected.
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Five types of actions can be scheduled:

· Dr.Web Scanner: express, complete, or custom scan — scan hosts with Dr.Web® Scanner for Windows.
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· Run program — start an application on the target workstation. 
Specify the following settings:
· The Path field – full name (with the path) of the executable file to be launched.

· The Arguments field – line parameters for the program to be run.

· Check the box next to Execute synchronously to wait for a task to finish before executing other tasks of the Run program type. If the Execute synchronously box is left unchecked, the Agent launches the program and only logs its launch. If the box for Execute synchronously is checked, the Agent logs the program’s launch, the returned code, and the time the program shut down.

· Write to log file – for sending a specific message to a server. Available parameters: the message (a string).

On the Time tab, set the task launch time. In the Period drop-down list, set the launch mode of the task:

	Launch type
	Description

	Daily
	Specify the hour and the minute for the task to be launched daily at the specified time.

	Monthly
	Specify the day of the month, the hour, and the minute for the task to be launched monthly at the specified time.

	Weekly
	Specify the day of the week, the hour, and the minute, for the task to be launched weekly at the specified time.

	Hourly
	Specify a number from 0 to 59 to set the minute of every hour the task will be run.

	Every X minutes
	The X value must be specified. When X equals 60 or higher, the task will be run every X minutes. When X is less than 60, the task will be run every minute of the hour multiple of X.

	Startup
	No additional parameters are required to run the task. The task will be launched at Agent startup.

.


Check the box next to Disable after the first execution to have the task executed only once at the specified time. If the box is left unchecked, the task will be executed repeatedly at specified intervals.

To repeat the launch of a one-time task that has already been executed, use the [image: image302.jpg]


 Schedule repeatedly on the toolbar of the schedule section.

To edit an existing task, left-click the task to select it in the list. The following actions are similar to those used to add a new task (see above).

When all task parameters are specified, click Save to accept the changes made to the parameters. You would do this if you were editing an existing task or to create a new task with specific parameters if you completed the procedure for creating a new task.

To manage existing tasks, check the boxes next to the tasks you need to be executed or the common box in the table header if you want to select all the tasks from the list. When you do that, the elements on the toolbar used to manage the tasks you have selected becomes available.

You can:
· Enable execution – To activate the execution of selected tasks according to schedule, if they were disabled.

· Disable execution – To disable the execution of selected tasks. Tasks remain on the list but will not be executed.

· Make critical or not critical – To have a task performed an extra time when Dr.Web Agent next starts up, if that task was not executed according to schedule, or to have a task executed only at the scheduled time. You can perform the same action from the task editor on the General tab by checking the box next to Critical task.

· Specify Duplicate settings to have settings duplicated in the list of the current schedule. When you select the Duplicate settings option, new tasks are created whose settings are identical to those of the tasks you selected.

· Schedule repeatedly: execute a task one more time, according to specified time settings.

To remove any task:

1. Check the box opposite the task.

2. Click the [image: image303.png]


 Remove these settings button on the taskbar of the Dr.Web Control Center.

If a scheduled scan is performed for stations that are asleep, you must configure the task Wake stations in the Dr.Web Server Task Scheduler.
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Stations that are awakened can be defined using the following task parameters:

· Wake all stations — every station that is connected to the Server will be turned on.

· Wake stations according to specified parameters — only stations that correspond to the parameters indicated below will be turned on:

· IP addresses and MAC addresses — the list of the IP/MAC addresses of the stations that will be turned on. IP addresses are specified in the following format: 10.3.0.127, 10.4.0.1-10.4.0.5, 10.5.0.1/30. You can also use the DNS names of the stations instead of their IP addresses. The MAC address octets must be separated by a colon “:”. Use a comma or a new line to separate multiple addresses. 

· Group identifiers — the list of group identifiers of the stations that will be awakened. Use a separate field for each new identifier. Click [image: image305.jpg]


 to add a new field. To remove an identifier, click the button next to it.

To run this task, all the stations that are going to be turned on should be equipped with network cards with Wake-on-LAN support. To check whether your network card supports Wake-on-LAN, please refer to the card’s documentation or view its properties (Control Panel → Network and Internet → NetworkConnections → Сhange Adapter Settings → Configure →Advanced).
3.11.2. Launching unscheduled tasks. Launching and stopping the anti-virus scanner
On each station, you can manually run scanning tasks using the configured scanning parameters. A workstation user can use Dr.Web Scanner for Windows to scan their station. The icon used to launch this component is placed on the desktop when the anti-virus software is installed. The Scanner can be launched and operate successfully even if the Agent malfunctions, including when Windows is running in safe mode.

You can view a list of all currently active scans (launched manually by you or the user, as well as those launched according to a schedule).

To view a list and stop all running components:

1. Select Anti-virus network in the main menu of the Control Center; then, in the hierarchical list of the opened window, select the name of a station or group. In the newly opened menu (in the left-pane), select Running components. You will see the list of components that are in operation.

2. If you need to interrupt a component, select that component, and then on the toolbar click the Interrupt button. The component will be stopped and removed from the list Interrupt scanning and running components by types. This option interrupts current scans and launched monitors, except SpIDer Guard.

To interrupt all running components of a certain type, you can also:

1. Select Anti-virus network in the main menu of the Control Center; then, in the hierarchical list of the newly opened window, select the group you need or separate anti-virus workstations. 

2. In the toolbar of the anti-virus network, click [image: image306.png]


Managing components. In the drop-down list, select [image: image307.png]


 Interrupt running components. The window containing the settings used to interrupt types of components will open.

3. Check the box next to the names of all the component types you want to immediately interrupt, or to select all the processes in the list, check the box opposite the header Interrupt the scanning process. 

4. Click Interrupt.

Attention! You cannot launch the SpIDer Mail and SpIDer Gate monitors via the Control Center.
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You can interrupt workstation components that were launched manually by you or a user, or launched according to a schedule. You can also interrupt all the components that satisfy the criteria you specify. This is particularly convenient if this command is issued to many stations simultaneously.


To launch an unscheduled anti-virus scan, select a group or a host in the Anti-virus network menu, and click [image: image309.png]


 (when selecting a group, the Scan item will be available if it contains at least one online station). Click on the button to the left of the magnifier to open the menu that lets you adjust the scanner type and the scanning parameters, depending on what type of scanner you select. In the next window on the toolbar, select a scanning mode:
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 Dr.Web Scanner. Express scan. In this mode the following objects are scanned:

· RAM, 

· boot sectors of all disks,

· autorun objects,

· root directory of the boot sector,

· root directory of the Windows OS installation disk,

· system directory of the Windows OS,

· the My documents folder,

· the system’s temporary directory,

· the user’s temporary directory.

When you select this option, the system will be scanned for viruses using the Scanner’s default settings.

· [image: image312.png]


 Dr.Web Scanner. Complete scan. In this mode, all the hard disks and removable disks (including boot sectors) will be fully scanned. When you select this option, the system will be scanned using the Scanner’s default settings.

· [image: image313.png]


 Dr.Web Scanner. Custom scan. In this mode you will be able to choose files and folders to scan. When you select this option, the Scanner configuration window will open. Define the scanning parameters and the composition of the file system objects to be scanned (these actions are described in detail below), and click Scan.
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If you believe that a host may be infected, you can select Disable network while scanning.

You can also run scans on a schedule for these scanners.

If necessary, an administrator can reboot the station by selecting a station or a group, clicking the [image: image315.png]


 icon, specifying the reason for the reboot, and clicking OК.
4. Configuring anti-virus protection on the user side
4.1. Getting acquainted with Dr.Web Agent
Once the anti-virus agent software is installed, the Agent icon [image: image316.png]


 appears in the system tray. You can use it to control all the anti-virus settings.
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If the SpIDer Agent has not started and the agent icon is not displayed in the system tray, go to Dr.Web in the Start menu, and click SpIDer Agent.
Attention! If you use Windows 7 or a later version, you must click [image: image318.png]


 to access the icon.
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The SpIDer Agent icon will not appear in the notification area if the corresponding option has not been enabled in the Control Center.

The SpIDer Agent indicates the current Dr.Web Agent status:

· [image: image320.png]


 all the components you need to protect your computer are running and working properly; connectivity has been established with the centralized protection server;

· [image: image321.png]


 Dr.Web Agent’s Self-protection or another important component (the SpIDer Guard monitor or the Firewall) is disabled, weakening your computer’s anti-virus security; the agent is trying to connect to the server but a connection has not yet been established. Enable Self-protection or the other disabled component and wait for a connection with the server;

· [image: image322.png]


 an error occurred when one of Dr.Web’s key components was starting up. Your computer is at risk of infection. The server may have rejected the connection or denied access to its resources. Make sure that you have a valid key file, and, if necessary, copy it to an appropriate location or contact your anti-virus network administrator.

If the notification settings have not been modified, tips may pop up above the icon. Click on the anti-virus agent icon in the system tray to open the context menu, and configure the anti-virus components.
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Attention! Administrator privileges are required to access settings and components, and to disable any of the components.

The options available to the ordinary user are displayed in the menu right after installation. The system administrator uses the Control Center to determine which options are to be visible to users. By default, users cannot configure or shut down components. 
The Agent main menu:

· My Dr.Web Portal provides access to the user’s personal page on the Doctor Web site.

· Tools. Provides access to the Quarantine manager and the Support section.

· Protection components. Quick access to the components list which can be used to enable or disable individual components (if you have administrator privileges).

· Scanner. Quickly launch different types of scans. Choose between express scan (checks the most used system areas), complete scan, or custom scan (you select the system areas to be scanned).

· [image: image324.png]


 Operation mode. By default, Dr.Web is launched in user mode, in which case the Settings are not accessible (the [image: image325.png]


 icon is not present), and consequently the parameters of the protection components cannot be changed. To switch to a different mode, click [image: image326.png]


. If the UAC is enabled, you will be prompted to elevate this process’s privileges. 
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If the option Protect Dr.Web settings with a password was enabled in the Settings section, you will have to enter the password needed to change the operation mode.
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· [image: image329.png]


 Statistics. Opens a window that provides information about the component’s activities during the current session (how many objects have been scanned, are infected, and appear suspicious; what actions have been taken, etc.).

· [image: image330.png]


Settings. Opens a window that provides access to the basic settings and the settings of the protection components. If the option Protect Dr.Web settings with a password was enabled, you will have to enter the password.

· [image: image331.png]


 – opens the Help file.

4.2. Changing the interface language
To change the interface language, right-click on the [image: image332.png]


 icon in the system tray; then click the [image: image333.png]


 icon to access the language settings (the icon’s appearance will change to[image: image334.png]


), and click on the [image: image335.png]


 icon. Select Main, and then choose Tools. In the newly appeared window, select Advanced, and in the Language drop-down list, change the interface language.
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4.2.1. Adjusting log verbosity
To change the protection components’ log verbosity level, right-click on the [image: image337.png]


 icon in the system tray. Then click the [image: image338.png]


 icon to access the settings (the icon will change to[image: image339.png]


), and click on the [image: image340.png]


 icon. Select Main, and then select Tools.
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In the newly appeared window, click the item Advanced, and select Log → Change. Select the components for which you want to change the logging verbosity level.
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In the Advanced section, an inscription will indicate that Custom settings are now being used for logging.

4.3. Changing the list of allowed components for a selected computer
If you have sufficient permissions, you can start and stop the operation of the protection components on your computer. Right-click on the [image: image343.png]


 icon in the system tray, and click the [image: image344.png]


 icon to enable access to the settings (the icon will change to[image: image345.png]


).  Select Protection components, and toggle the switch next to the desired component.
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Attention! It may not be possible to modify some items. Access to the settings used to make modifications is determined by what permissions have been granted for a group of hosts or for a specific machine.
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To make component settings accessible to a user, you need to change permissions for their host or group in the Permissions section of the Control Center.
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4.4. Performing an anti-virus scan on a computer. Adjusting scanning priority
A full system scan should be performed immediately after the installation and on a regular basis going forward. This is particularly necessary because files scanned by the file monitor and written to a disk (including archives) may contain viruses that were unknown to the anti-virus at the moment they were being written to the disk. This means that if outbound traffic is not being scanned, there is a risk of infection occurring when the files are transferred to unprotected computers.

It is recommended that you perform scans as an administrator. Otherwise, files and folders that are inaccessible to a user because of insufficient permissions (including system folders) will not be scanned.

To conduct a scan, right-click on the Dr.Web [image: image350.png]


 icon and select [image: image351.png]n Scanner



. You can also double-click the [image: image352.png]Dr.web
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 icon on the desktop or select Dr.Web Scanner in the Dr.Web section of the Start menu. You can also start the scanner via the command prompt.

To check a file or directory for viruses, right-click on the file or directory you want to scan and choose Scan with Dr.Web. In this case, the Scanner will be run with the default settings.

Attention! If you are using Windows Vista or later (including Windows 7/8) and the UAC is enabled, you will need to confirm the program’s launch by clicking Yes.
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4.4.1. Using the Scanner
A next-generation scanner is available in Windows XP SP2 and later, Windows 2003 SP1 and later, and Windows Vista and later. The scanner comes with the ArkAPI component which facilitates anti-rootkit scanning.

When the download is complete, you must select a desired scan mode: express, full, or custom.
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You can use the default settings, or you can change them by clicking [image: image355.png]


 and [image: image356.png]


.

You can change the settings if you have the permissions needed to do so. Permissions are defined in the Control Center by an administrator for a group of hosts or for a specific machine.
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Express scan is the option recommended for system startup or if you are going to perform tasks that require substantial system resources. 
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In the Actions tab, you can select actions that will be performed with malicious objects of different types. Move to quarantine is the default action for all objects (except for infected ones).

It should be noted that different types of malicious objects have different lists of applicable actions. The option Cure is unavailable for incurable objects.

Attention! The new scanner does not offer the option Rename because this action can be cancelled manually. 
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In the Exceptions tab, you can specify files and folders that are not to be scanned. To add a selected directory, click the Add button.

In this tab, you can also enable and disable scanning for email, archives, and installers. You can always click Reset to default to use the default configuration.

By default, the scanner does not check archives and mail files because it would be very time-consuming to do so, and any malicious files within them can only be run after being processed by data-compression programs and mail clients, during which time they would be detected by specialized components. However, if you want files of these formats to be scanned, check the corresponding boxes in the File types tab.

Attention! You should always scan archives before sending them to anyone.
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In the Log tab, you can change the level of verbosity.

It is not recommended to disable scan logs even though doing so slightly speeds up the process.

Click OK to save changes, or discard the changes and use the current settings.

If custom scan has been selected, you can specify what objects you want to scan. You can drag disk, file, and folder icons into the scanner window or select files and folders in a dialogue window.
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To choose Express or Full scan, click the corresponding button in the scanner window. A Custom scan can be initiated from the corresponding dialogue.
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Click Show additional information to view detailed information about the scan.

Click Stop to stop the scan.
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The Pause button is unavailable while the system memory and processes are being scanned.
Attention! Running an express scan on your computer does not guarantee that afterwards it will be completely free of all known viruses. For example, some viruses running in the system can infect clean files—files that have already been scanned. If any malware is detected, we recommend scanning your computer with the free utility Dr.Web CureIt! before the installation. This utility can be downloaded from the free download section on Doctor Web's site.

If the option Automatically apply actions to threats was enabled in the scanner settings, detected threats will be disarmed automatically. Otherwise, once scanning is complete, the Dr.Web Scanner will notify you about any malware that has been detected and tell you what you need to do to eliminate it in the most expedient way possible. 
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You can neutralize all detected threats simultaneously. To do so, click Neutralize. The selected actions will be applied to objects displayed in the table. If you want to change the action for certain objects, go into the drop-down action list, and select the action needed for each object.

By default, all objects will be neutralized once scanning is complete. However, if necessary, you can manually select certain objects or groups of objects and neutralize them immediately by clicking Neutralize. To do this, check the corresponding boxes or use the drop-down list in the table header.

Some actions cannot be applied to certain object types:

· suspicious objects cannot be cured;

· objects that do not exist as files (e.g., boot sectors) cannot be moved or deleted; 

· no actions are available for individual files in archives, installers, or emails; in cases like these, an action can only be applied to the entire object.

A detailed scanner operation report is saved in the log file dwscanner.log, which is located in %USERPROFILE%\Doctor Web.
4.4.2. Command-line scanning mode
To start the Scanner and specify additional parameters, use the following command:
[<path_to_program>]dwscanner [<switches>] [<objects>]

where:

<objects> — a placeholder for the list of objects to be scanned;
<switches> — command-line parameters that specify the Scanner settings. If no switches are defined, scanning is performed with the previously specified settings (or with the default settings, if you have not changed them.

By default, <path_to_program> — C:\Program Files\DrWeb

The list of objects to be scanned can be empty or contain multiple elements separated by spaces. The most common scanning options are:

/FAST − perform an express system scan.

/FULL − scan all available hard drives and removable media (including their boot sectors).

/LITE − conduct an initial system check, which examines the memory and all disk boot sectors, and scans the system for rootkits.

Parameters − command-line switches that dictate how the scanner operates. If no parameters are specified, the previously saved settings (or the default settings, if they have not been modified) will be used. All options start with a forward slash and, like other parameters, are separated by spaces.

Dr.Web comes with a Console Scanner that lets you run a scan from the command line, and offers numerous customization options.

To start the Console Scanner, use the following command:

[<path_to_program>]dwscancl [<switches>] [<objects>]

where:

<objects> — a placeholder for the list of objects to be scanned;
<switches> — a placeholder for command-line parameters that configure the Console Scanner’s operation. A switch begins with a forward slash (/); multiple switches are separated by spaces. 

The list of objects to be scanned can be blank or contain several elements separated by spaces.

All Console Scanner switches are listed in Appendix А.

After the operation is complete, the Console Scanner returns one of the following codes:

0 − scanning completed successfully; infected objects not found;

1 − scanning completed successfully; infected objects detected;

10 − invalid switches specified;

11 − key file not found or does not support Console Scanner;

12 − Scanning Engine did not start;

255 − scanning aborted at user request.
4.5. Testing a product’s operation
A user can always check whether the product is operational by doing the following:
Right-click on the [image: image366.png]


 icon in the system tray. Then select Tools → Statistics. In the newly appeared window, note the number of infected objects detected for the SpIDer Gate component.
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Launch your web browser, and go to http://www.eicar.org/85-0-Download.html.

On the loaded page, find the text
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Select any of the files available for downloading, e.g., you can choose the first one — eicar.com. If the anti-virus is operating properly, your browser should display the following window:
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Click More in the pop-up window to get more information and export it.
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Return to the Statistics section. The number of infected objects detected by SpIDer Gate must increase by 1.
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If you want to test the file monitor, you will first need to download the test virus file. In the agent menu, select Protection components and toggle off SpIDer Gate. Return to eicar.org and try to download the test virus once again. The result should be a window similar to the one displayed below:
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If SpIDer Guard is working in optimal mode, it will not block the launch of the EICAR file because the file does not pose any threat to the system. However, if you copy or create such a file on a hard drive, SpIDer Guard will automatically treat the file as malware and move it to the Quarantine.

When the test is finished, enable SpIDer Gate: right-click on the [image: image373.png]


 icon in the system tray, and in the Protection Components menu, toggle on SpIDer Gate. 

4.6. Selecting default actions
Move to quarantine is the default action for most objects. It lets the user decide what to do with a detected malicious object. 

To change the default actions for malicious files of various types, click the [image: image374.png]


 icon in the system tray. Then click [image: image375.png]


 to access the action settings (the icon’s appearance will change to[image: image376.png]


), and click on the icon [image: image377.png]


. Select Tools, and then choose Protection components. In the newly appeared window, select the component whose settings you want to change. For example, select SpIDer Guard.
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The following actions can be applied to objects that have been detected:

· Cure, move to quarantine if incurable − return an object to its pre-infection state. If the file is incurable or curing fails, it will be moved to the quarantine. This action is only available for objects infected with known curable viruses, except for Trojans and files contained in other objects.

· Cure, delete if incurable − return an object to its pre-infection state. If the file is incurable or curing fails, it will be removed. This action is only available for objects infected with known curable viruses, except for Trojans and files contained in other objects.

· Delete − delete an object. No actions will be performed with the boot sectors.

· Move to quarantine − isolate an object in a special quarantine folder; no actions will be performed with the boot sectors.

· Ignore – skip over the object, without doing anything to it or displaying any notifications. This action is available only for the following malware types: adware, dealers, joke programs, riskware and hacktools.

· Notify − display a warning and skip over the object without performing any actions. This option is only available for suspicious objects.

Note:

· SpIDer Guard does not scan complex objects, which is why no actions are performed on them or on the files within them.  

· Processed objects are backed up in the Quarantine.

The list of actions available varies for different types of malware. The options Cure…, Move to the Quarantine and Delete are available for infected files. Bear in mind that the Cure option is unavailable for Trojans because programs of this type do not replicate themselves and cannot be cured. 

To change the settings, you must have the necessary permissions, which are defined in the Control Center by the administrator for groups of hosts or for specific machines. 

If the option Protect Dr.Web settings with a password was enabled in the Settings section, you will have to enter the password to access SpIDer Guard’s settings. 

4.7. Preventive Protection. Protection from unknown threats
Autorun is used whenever removable media is connected to a PC. The operating system determines the media's contents and offers the user a list of available actions. Many malicious programs are loaded into the memory of a PC when a CD or DVD is inserted into the drive or a USB thumb drive is plugged into the PC. To prevent malware of this kind from launching itself, disable autorun for all removable media. To do this, you can use the preventive protection features.

To prevent malware from interfering with the system’s operation, configure preventive protection. To do so (if UAC is disabled), click the [image: image379.png]


 icon in the system tray. Then click [image: image380.png]


 to access the action settings (the icon’s appearance will change to[image: image381.png]


), and click on the [image: image382.png]


 icon. Select Tools, and then choose Protection components. In the newly appeared window, select Preventive protection. 
Here you can adjust how the anti-virus responds to activities undertaken by other applications that could result in your computer becoming infected. 
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Configure how the anti-virus responds to third-party application activities that could infect your computer by adjusting the suspicious activity blocking level. The preventive protection enables the anti-virus to maintain control over all attempts to modify critical areas of Windows.

Select the item you require in the drop-down list.

[image: image384.png]Level of suspicious activity blocking

Optimal (recommendec)

Optimal recommendec)
Medium
Paranoid

User-defined

Mgy or users T




In the default Optimal mode, the automatic modification of system objects—activity that would clearly indicate malicious activities are occurring in the system—is disabled. Low-level access to the disk is also disabled to protect the system from bootkits and blocker Trojans that infect the Master Boot Record. So that malware cannot prevent the anti-virus from being updated via the Internet or block access to anti-virus developers' sites, HOSTS file modifications are not allowed.

If the threat of infection increases, raise the protection level to Medium. In this mode, access to objects that can potentially be used by malware is also blocked. 

Attention! In this protection mode, compatibility issues can arise between Dr.Web and third-party programs that use protected Windows Registry branches.

If you want Dr.Web to maintain full control over critical Windows areas, you can increase the protection level to Paranoid. In this case, the prompt mode is used for loading drivers and automatically launching programs.

In the User-defined mode, you can adjust the anti-virus's responses to certain actions that could result in your computer becoming infected. 

Select the options User-defined to adjust the protection parameters manually. 

4.8. Limiting Internet and account access time 
Dr.Web Parental (Office) Control can be used to restrict user access to hardware and different program resources located on a computer and on websites. It can also be used to control time spent on the Internet and on a computer. Restricting access to local file system resources lets you preserve the integrity and confidentiality of sensitive data and protect files from infection. You can protect both individual files and entire folders located on local drives, as well as on removable media. To prevent unauthorized data access or data theft, you can restrict access to devices such as USB ports, hard disks, etc. Controlling Internet access helps shield users from unwanted websites (themed around violence, gambling, etc.) and grant access to sites defined by Dr.Web Parental (Office) Control settings.

The Dr.Web Parental (Office) Control parameters are applied simultaneously to all the users of a computer running Dr.Web Agent. By default, all user accounts are allowed unlimited access to web and local resources (no time limits exist).

To restrict Internet and account access time, click on the [image: image385.png]


 icon in the system tray. Then click [image: image386.png]


 to access the action settings (the icon will change to[image: image387.png]


). Click on the [image: image388.png]


 icon, and in the Tools menu, select Parental (Office) Control. In the newly opened window, select Time. The Time Limits window will open. 
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Use the time grid to create an access schedule. To do this, hover your cursor over any white square. Clicking once will make the square turn blue; clicking twice will change it to maroon, and a triple-click will turn it white. Blue indicates that Internet access will be blocked during this period, and maroon indicates that a user account will be blocked. White shows that no restrictions are set. Once you have the right color, hold the mouse button and move the cursor to change the color for the time periods you need. This is how you can configure a working schedule for a particular user account. The example schedule prevents the user from using the computer on Saturdays and Sundays. It allows work on weekdays, but only within certain time blocks will they be able to get online.
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If time limits have been set on computer or Internet access, the option Block the changing of system date and time in the Self-protection settings is enabled automatically. 
4.9. Controlling access to local and network resources
You can restrict access to removable data-storage devices, and files and directories, and thereby reduce the risk of malware penetrating a computer.

The module’s settings can be protected with a password. You can change the password in the Settings window.

Attention! Do not use short passwords. Passwords should not contain simple letter combinations. Weak passwords make systems vulnerable to brute force attacks.
To access Parental (Office) Control settings, click the [image: image391.png]


 icon in the system tray. Then click [image: image392.png]


 (the icon will change to[image: image393.png]


). Click the [image: image394.png]


 icon, and select Tools in Parental (Office) Control.
If no access restrictions are set for certain sites, No restrictions will be displayed in the Internet section. 
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In the drop-down list, select Block by category to restrict access to websites based on pre-defined groups. Here, you can select groups of websites (sites for adults, violence, weapons, etc.) that are to be off-limits. Check the required groups.
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You can also block access to all web resources except those that have been added to the white list. To do this, select Block all sites except websites from the white list.

The priority of lists is higher than the priority of pre-defined groups. For example, you can select the Social networks group, but add VKontakte to the whitelist. Then all social networks, except VKontakte, will be off-limits. 
To edit the white lists and black lists, click White list and Black list. 
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You can add website addresses to:

· White list – access will be granted regardless of other Parental (Office) Control settings; 

· Black list – access will be denied regardless of other Parental (Office) Control settings. 

In the White list field, enter the address of the web resource to which you want to allow access. Click [image: image398.png]+)



. The resource’s address will be added to the White list. You can fill in the Black list the same way. Click OK to save the settings.

To view statistics on the different resources that have been requested, click on the Agent icon[image: image399.png]


.
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4.10. Managing a device’s black lists and white lists
You can use the Parental (Office) Control to disable the writing of data on removable media and block access to particular devices. You can either disable access to specific devices or block data from being transferred via local networks and the Internet. 
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Attention! Access control settings are applied to all Windows accounts.

To access Parental (Office) Control settings, click the [image: image402.png]


 icon in the system tray. Then click [image: image403.png]


 (the icon will change to[image: image404.png]


). Click [image: image405.png]


. In the Tools menu, select Main, and choose Devices.

To deny users access to removable media (any drives that connect to the system via USB), check the box next to Restrict access to removable media. 

To restrict access to devices, toggle on the option Block the usage of specified devices for all users. To create a list of devices and systems components to which access should be restricted, click Change for Device classes or Device buses (restrict access to a particular device or a group of devices).
Attention! Settings for device classes override any other specific rules for specific devices of this type. For example, if you deny access to all removable data-storage devices, a previously defined rule for a specific flash drive will no longer be in force.
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Attention! Do not block access to video cards, keyboards, displays, and mice.

You can also deny access to a particular file or folder. 

To impose such restrictions, click the [image: image407.png]


 icon in the system tray. Then click [image: image408.png]


 to access the application settings (the icon will change to[image: image409.png]


), and click on the [image: image410.png]


 icon. In the Tools menu, select Parental (Office) Control. In the newly appeared window, select Files and folders. Click Objects.
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Click [image: image412.png]


. The dialogue in which you can select files and folders will appear. Select the files and folders to which you want to block access, and click OK.
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As a result, a list of controlled objects will be created.
Check the box next to Block data transfer over network (LAN and the Internet) to disable data transfers via any network.
Once you have finished configuring this component, click OK.
4.11. Email protection
Email has been and remains one of the main channels used to distribute malware. SpIDer Mail
ensures that you receive only virus-free email and helps keep your mailbox free of spam.

To configure SpIDer Mail, do the following:
If you would like to optimize the operating speed of the mail filter, you can define mail processing rules by doing the following: Right-click on the [image: image414.png]


 icon in the system tray. Then click [image: image415.png]


 to access the settings (the icon will change to [image: image416.png]


), and click on the  icon [image: image417.png]


. Select Tools, and then choose Protection components.
In the newly appeared window, select Anti-spam. Make sure that the option Check mail for spam is enabled. 
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Specify what prefix will be added to the subject of messages detected as spam. You can then use the prefix in the mail-processing rules that can be created in your mail client.

To configure anti-virus scanning, in the Protection components submenu, select SpIDer Mail. 

In the Actions tab, you can specify what the anti-virus should do if infected objects or files are found in a message. Move to quarantine is the default action for most objects. This allows them to be kept for further analysis.
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If you want to scan received archives, click Advanced settings, and check the box next to Scan archives.
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You can also specify the maximum processing time per message and archive processing rules. If you want to scan only small-size archives (this increases scanning speed), you can change the values of Maximum file size to extract and Maximum archive nesting level.
Apart from placing a prefix in the subject field, SpIDer Mail also adds this line to the service field (the message field containing information that is hidden from the user):  X-DrWeb-SpamState (with the values Yes/No, where “Yes” indicates that the message's status is “spam”). This makes it possible to carry out additional mail filtering using markers added to both the header and the subject of a message. 

To make sure the filter works correctly, compose a new email and add the following string to its body: XJS*C4JDBQADN1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBE-TEST-EMAIL*C.34X. This is the so-called GTUBE (Generic Test for Unsolicited Bulk Email). It is similar to the EICAR anti-virus test. 

4.12. Viewing operating statistics
You can at any moment view the protection system’s statistics. To access statistics showing how a particular component is operating, click on the [image: image421.png]


 icon in the system tray. Then click on the [image: image422.png]


icon, and select the component you are interested in.
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4.13. Quarantine
Dr.Web anti-viruses isolate suspicious files in the quarantine. To adjust quarantine settings, click on the [image: image424.png]


 icon (the icon will change to[image: image425.png]


). Click [image: image426.png]


, and in the Tools menu, select Main and Advanced.
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Click Change. In the newly appeared window, you can configure the Quarantine parameters, change its size, and delete all the files isolated from a particular drive.
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A separate Quarantine folder is created on each logical drive on which suspicious files were detected. The Dr.Web Quarantine directory is created in the root directory and has the “hidden” attribute. Users do not have permission to access the quarantine directories.

Quarantined files stored on a local drive are encrypted, while quarantined files stored on a removable drive are not.

To remove all files in the Quarantine folder on a specific disk, select the disk in the list, click Clean, and then confirm the deletion.

You can set the isolation mode for infected objects detected on removable media. By default, if an infected object is detected on removable data-storage media and the anti-virus can write data onto the media, the Dr.Web Quarantine folder is created there, and the infected object is moved to it. Using separate folders and avoiding removable media encryption helps you prevent possible data loss.

To view or modify the contents of the quarantine, select Tools in the Agent menu, and then select Quarantine Manager; a table containing information about the quarantine's current status will appear.
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The quarantine information table includes the following columns:

· Objects – the list of object file names placed in the quarantine;

· Threat – the classification of the malicious program as determined by Dr.Web while automatically transferring it to the quarantine; 

· Date added – the date the object was moved to the quarantine;

· Path – the full path to the object’s location before it was quarantined.

Only users who have permission to access the files can see the corresponding objects in the quarantine. To display hidden objects, you must have administrator privileges.

If disk space is low, the quarantine is cleaned out automatically. Backups of quarantined files are deleted first, and then objects whose quarantine storage periods have expired. 

If the quarantine is full and it cannot be cleaned automatically, moving files to the quarantine will result in an error. You can increase the maximum size of the Quarantine or delete quarantined objects manually.

4.14. Configuring mobile mode
To access mobile mode settings, click [image: image430.png]


 (the icon will change to[image: image431.png]


). Then click [image: image432.png]


, and in the Tools menu, select Main and Mode.
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In this section you can view and edit the parameters of Dr.Web's communication with a centralized protection server, as well as specify mobile mode settings. The mobile mode is only available if corresponding permissions have been granted via the Control Center. Otherwise, the buttons and check boxes will be unavailable.

In the Connection to central protection server section, you can see the connection status, as well as information about the availability of certain permissions, and view and change server connection settings. All changes in connection parameters must be approved by the anti-virus network administrator; otherwise, the machine will be disconnected from the anti-virus network.

To change connection settings, click Change. A Server settings dialogue will appear.
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Make adjustments, if necessary:

· Address and Port – specify the server address and port.

· Public key – specify the full path to the public key (drwcsd.pub).

By default, you cannot connect to a server without a public key, but an administrator can change the settings for a particular host so that the public key won't be necessary. If you are going to use an invalid public key, check the appropriate box.

Click Advanced to access the advanced settings:

· Station ID – specify the Dr.Web ID that has been assigned to your computer to log on to the server.

· You can request new registration information from the server. Click Connect as a newbie or change Address, Port and Public key settings and connect to a different server. After it has been registered successfully on the server, Dr.Web will receive settings that have been defined by the administrator.

You may also need to enter a password to connect to the server.
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To save the Server settings and close the dialogue, click OK. 

In the Advanced settings, you can enable the following options: 

· Accept jobs from the server – to regularly receive tasks from the administrator.

· Accept updates from the server – to receive regular updates for the Dr.Web components and virus databases from the centralized protection server. Updates are retrieved in accordance with the settings specified on the server. 

· Synchronize system time with the server time will keep your system time in sync with the time on the centralized protection server. 

· Accumulate events – to save information about events that are to be sent to the centralized protection server. The information will be transferred as soon as a connection to the server is established. If the option is not enabled and no connection to the server is established, important information (e.g., information about threats that have been detected and statistics) will be lost.

· Use mobile mode when there is no connection with the server — use this option to ensure that virus database updates are downloaded in a timely manner. 

In the mobile mode, Dr.Web will make three attempts to connect to the centralized protection server, and, if it fails, it will download a virus database update from Doctor Web's server. Dr.Web attempts to establish a connection with the server continuously, in one-minute intervals.

To change mobile mode parameters, click Configure. A Mobile mode dialogue will appear.
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From the drop-down list Update frequency, you can choose the frequency with which Dr.Web will check Doctor Web’s servers for available updates. If you select Manual updating, updates will not be downloaded automatically.

If you use a proxy server, check the corresponding box.

Click OK to save the changes. To edit proxy server connection settings, click Change.

In Mobile mode, the anti-virus only updates its virus databases. If you clear the box by Use mobile mode when there is no connection with the server before Dr.Web reconnects to the server, the databases will not be updated. However, server discovery queries will still be sent.

All the adjustments specified for a host via the centralized protection server will take effect as soon as Dr.Web connects to the server.

4.15. Collecting information for technical support services
One of the product’s big advantages is that it is very easy to collect information needed by technical support services. You do not have to collect files and data manually; the anti-virus will do this for you. 

Click the [image: image437.png]


 icon in the system tray, select Tools and in the newly appeared window, select Report for technical support. 
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In the newly appeared window, click Generate report.
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The anti-virus will automatically collect all the information and create an archive in the specified folder. You will be able to send the archive to Doctor Web’s support engineers or to your system administrator.
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5. Configuring anti-virus protection on the user side for the Linux OS
5.1. Using the Control Center to configure the anti-virus settings
With Dr.Web AV-Desk centralized protection you can:

· Adjust the parameters of the anti-virus software on protected computers;

· Configure a scanning schedule for target machines;

· Run jobs on selected hosts regardless of a schedule;

· Initiate updates for the anti-virus software on protected hosts, including in cases when a previous update attempt ended in error.

Note: In the terminology used for Dr.Web AV-Desk, Dr.Web Anti-virus for Linux is referred to as Dr.Web Scanner for Linux.
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Each time you start Dr.Web Anti-Virus for Linux, the Agent requests information from the centralized protection server regarding the parameters of the Dr.Web for Linux anti-virus software components, as well as the settings for the resident anti-virus module Dr.Web SpIDer Guard. Thus, you can use the Control Center to manage the settings for these components.

If the administrator has not disabled adjustments from being made to the Dr.Web Scanner and Dr.Web SpIDer Guard settings, any changes made via the Dr.Web for Linux interface will be automatically saved on the centralized protection server.
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You can change the anti-virus software configuration for a host even when it is temporarily disconnected from the Server. The changes will be applied as soon as the host reconnects to the Server.

6. Configuring anti-virus protection for mobile devices
6.1. Configuring anti-virus settings for mobile devices
Select a group or a station of the anti-virus network.
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In the Permissions section, you can allow users to edit the Anti-theft and Anti-spam settings, if necessary. 
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In the Permissions tab, enable the ability to run in mobile mode.
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In the Anti-spam section, select the protection profile you need and configure the black lists.
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Specify the Anti-theft settings.
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Check the box next to Enable Applications filter. 
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The network administrator can make configurations at the station level as well. 
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To configure a list of applications that anti-virus network users are permitted to run on their devices:

1. Open the Administrator section on the application’s home screen.

2. On the screen Dr.Web → Application control, select the applications that anti-virus network users are permitted to run on their mobile devices.

3. Click Allow selected.

7. Additional information
Should you encounter any problems while installing or using Doctor Web products, it is strongly recommended that you try one of the solutions described below before contacting technical support:

· Review the most current manuals and guides at  http://download.drweb.com;

· Read the FAQ at http://support.drweb.com;
· Try to find the answer in the Dr.Web knowledge base at http://wiki.drweb.com;
· Visit Dr.Web forums at http://forum.drweb.com.
If, after doing the above, you still have not found the solution to your problem, complete the web form in the relevant section of http://support.drweb.com.
You can find the Doctor Web office nearest you and all relevant contact information at http://company.drweb.com/contacts/moscow.

Doctor Web

Doctor Web develops and distributes Dr.Web® information security solutions that provide effective protection against malicious software and spam.

Doctor Web’s worldwide customer base includes home users, government enterprises, small companies, and major corporations.

Since 1992, Dr.Web anti-virus solutions have been widely acclaimed for their superior malware-detection capabilities and their compliance with international information security standards.

Doctor Web has received numerous certificates and awards; our satisfied customers spanning the globe are clear evidence of the complete trust customers have in our products.

We thank all our customers for supporting and recommending Dr.Web products!

Doctor Web Headquarters

2-12A, 3rd street Yamskogo polya

Moscow, Russia

 125040

Website: www.drweb.com

Phone: +7 (495) 789-45-87

Refer to the official website for regional and international office information.
