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1. Introduction

Attention!  The capabilities of Dr.Web AV-Desk are not limited to the features described in this guide. To learn about all the solution’s features, please refer to the documentation about the corresponding Dr.Web products.

Attention! Before you read this document, verify that you have the latest version. The current version can be found on the official Doctor Web site at https://training.drweb.com/external.

2. Controlling protection via the Subscription Control Center
A user controls anti-virus security via the Subscription Control Center (SCC). It should be noted that the SCC can be used by both ordinary users and administrators. With the SCC, administrators can control the protection on all hosts and select a desired level of protection.

To access the SCC, you need to enter your login and password.

Attention! An AV-Desk service provider can use the standard SCC, as well as create one independently. This document describes SCC features. If a service provider creates its own SCC, the capabilities and appearance of its SCC may differ significantly.

After entering their password, service users get to the subscription management page. Here service users can quickly manage their subscriptions; they can suspend and resume a subscription or replenish their account. SCC features also allow users to check the status of all the subscriptions available to them, view their history of working with the SCC, and download installation files for their specific subscriptions. 

From this page, you can go to a new subscription page and read the installation instructions.
2.1. Logging into the Subscription Control Center
To go to the SCC:

· In the Dr.Web Agent's context menu, select Dr.Web Subscription Control Center;

· Enter the Subscription Control Center URL in the address bar of your browser.
A sign-in page will appear:
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Select your language, enter your login and password, and click Log in.

Attention! The language of the SCC depends on user account settings and does not depend on the language selected for authorization.
You can also sign in with your OpenID. Enter your OpenID, and click Log in. You can also sign in with your OpenID provider by specifying the corresponding address.
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Attention! Since account authorization parameters can be associated with the use of your login and password, as well as your OpenID, and these authorization parameters are not related to each other, if two authorization forms are used, each user can have two different accounts, each with their own subscriptions and settings.
Attention! Authorization via OpenID is only available for personal users and only if this feature is enabled by the SCC administrator.

If you do not have a login and password, click Registration, specify the required parameters and click Register. If someone else is already registered under the same name, you will be prompted to check if the correct name has been specified.
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Fields marked with * are mandatory.

Attention! Registration is only available if this feature is enabled by the SCC administrator. 

If no registration confirmation is required, the user can start working with the SCC as soon as registration is complete. If the administrator uses email notifications, an email containing an SCC login and password will be sent to the user after registration. 

If registration confirmation is required, an email containing a login, password, and confirmation link, will be sent to the user right after registration. An account can be activated by clicking on the link found in the message.
2.2. Signing up for the service. Selecting a subscription package
You can subscribe to the service in the SCC's Subscriptions store. 
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Select the subscription package you need.
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View the information about the package and make sure that all the necessary protection components are compatible with your operating system. You can do this by placing your cursor over component names or by opening the Compare tariffs tab.
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Attention! Some tariffs contain additional free subscriptions—for example, the subscription to protect mobile devices. In this case, once you have subscribed, information about any additional free subscriptions will be displayed on your My Subscription page along with information about the subscription package you have chosen.

If you are a local network administrator and you need to install anti-virus software on several computers, you can specify the number of subscriptions you need and manage them at a later date.

Click the Licensing policy button to learn about discounts. In the Quantity field, specify the number of computers for which you require subscriptions.
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Attention! The Licensing Policy tab is available only if the service provider offers any discounts.

Place your cursor over the Purchase button and read the terms and conditions of the Dr.Web Sublicense Agreement.
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Click Purchase.

If you have insufficient funds, a corresponding warning will be displayed:
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If all the settings are correct, the anti-virus installer download links will become available to you as soon as you complete the subscription process. 
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For more information about downloading and running installers, please refer to the chapter Installing anti-virus software.
2.3. Installing the anti-virus software
2.3.1. Downloading the Installer
If you did not download the installation package immediately after subscribing, you can download it on your subscription page in the section My Subscriptions.
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Select your tariff and click on it
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Select a subscription with the status Available and click Details.
[image: image14.png]Dr.Web Premium

Creation date 472815550 PM
“This subscription has the following Subscription D 4£519020-4881-48b2-33c8-2670285Fc310
complimentary subscriptions: DrWeb Agent tate Offiine
 Dr.Web for Android 05 — Free
Automatic prolongation on
I you change the state of this
subscription using the controls below all
complimentary subscriptions will be Description

changed accordingly.

Generate license certificate

3% Change tarff

Q[j ‘Suspend subscription

17| Temninate subscription

Platform*
Microsoft Windows. [





Select the appropriate operating system on the drop-down list
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Click on Download Agent… and save the installation file. Make sure that you remember its location. 

The resulting file (drweb_avdesk_installer.exe) can be used on the machine on which it was saved as well as on any other machine. If you saved the file to your desktop, you can double-click on it as soon as the download is complete.

Attention! Since the installer file has a standard name and the distribution for each subscription is designed to be installed only on one computer, when you receive the distributions for multiple subscriptions, you should change the names so that you can easily identify them with the computers on which you will use the distributions to carry out the installation. 
Attention! Since the distribution for each subscription is designed to be installed on one computer only and any subscription includes distributions under different operating systems, only one distribution can be installed simultaneously for each subscription. This limitation is associated with the capabilities of the anti-virus protection’s centralized management.
2.3.2. Installing the anti-virus software for MS Windows
After downloading the package, install it according to the instructions found in the Installation tab. These instructions are intended for inexperienced users.
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Attention! The installation must be run by a user who has administrative privileges on the given computer.
Attention! The service software is subject to constant improvement. The actual installation process may differ slightly from the description provided below.
Run the downloaded file.
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If anti-virus programs are already installed in your system, the Installation Wizard will attempt to remove them. If it fails to do so, you will have to remove your anti-virus software (including other versions of Dr.Web) yourself.

To read the License Agreement, click on the corresponding link. Check the box next to I accept the terms in the license agreement, and click Next. If you do not accept the terms, the installation will be aborted.
In the next window, you will see the full path to the public encryption key (drwcsd.pub). Click Next to continue.
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To change the key's location, you can use the Browse button.
[image: image19.png]T I
K et

L forts

4 Installer

8 var
1 webmin

b api

L4 downloadt
& esute

& mages

10 install
1 windows

4 mternal
51 e





If necessary, you can change the server connection settings. Click on the corresponding link to open the Connection parameters window.

It is recommended that you do not change these settings without first consulting your anti-virus network administrator.
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You will be prompted to use the Dr.Web Cloud services so that the anti-virus can receive current threat information from Dr.Web company servers in real time. Select the option you prefer, and click Next.
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You will be prompted to install Dr.Web Firewall to protect the computer from unauthorized access and prevent sensitive data from being leaked over the network. If you want to install Dr.Web Firewall, check the corresponding box. Click Next to continue.
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A window will appear informing you that the Installation Wizard is ready to install Dr.Web. To start the installation with default settings, click Install. 
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To choose individual components to install and to specify the installation path and advanced options, click Installation parameters. This option is intended for advanced users; for more information refer to the User Guide.

Click Installation parameters to review or change the installation settings. The Installation parameters window will open.

In the Components tab, you will see the list of anti-virus components that can be installed. Check the boxes next to the components you want to install. Depending on the subscription package you selected, some components may be unavailable.
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In the Installation path tab, you can specify the directory into which you want to install the anti-virus software. The default installation directory is Dr.Web. It is located in Program files on the system disk.

Click OK.
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In the Advanced options tab, you can choose whether you want desktop and Start menu shortcuts to be created for launching Dr.Web.
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To save changes, click OK. You will return to the previous dialogue. 

Click Install. The Dr.Web Anti-virus installation will begin.
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Because a driver will be installed during setup, you will need to perform a system restart and wait until Dr.Web establishes a connection with the provider's anti-virus server.  
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Click Restart now and wait until the system restarts.
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2.3.3. Switching Dr.Web Security Space or Dr.Web Anti-virus into the centralized protection mode
If Dr.Web Anti-virus or Dr.Web Security Space is installed on your computer, the administrator can allow these standalone applications to be switched into the centralized protection mode powered by Dr.Web AV-Desk. 

To switch to the Dr.Web AV-Desk protection mode, you need to run the agent Installer file (drweb_avdesk_installer.exe) on computers protected by standalone anti-virus products. All the adjustments specified for a host via the centralized protection server will take effect as soon as Dr.Web connects to the Dr.Web AV-Desk server.

Attention! Installation and removal must be run by a user who has administrative privileges on the computer.

Attention! The service software is subject to constant improvement. The actual installation process may differ slightly from the description provided below.
Run the setup file. At the beginning of the installation process, the Installation Wizard will warn you that a system reboot will be necessary during the course of the installation. 

Since another anti-virus has been detected in the system, confirm that the Installation Wizard has correctly detected that another anti-virus is present, and accept the terms of the license agreement.
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In the next window, you will see the full path to the public encryption key. Click Next to continue.

Attention! If you need to specify parameters for connecting with the anti-virus server that are different from those stored in a distribution, you must specify a path to the public key of the anti-virus server (the default file name is drwcsd.pub).
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If setup cannot locate the specified server, a warning will be displayed.
Once a connection to the server has been established, the files that are required to install the component are downloaded onto the machine. If the installer detects that a different version of the software has been installed, it will prompt you to confirm your previously given consent to a possible system restart.
The remaining installation steps are identical to those in the installation procedure described in the previous chapter.
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Because a driver will be installed during setup, you will need to restart the system and wait until Dr.Web establishes a connection with the provider's anti-virus server.  Click Restart now and wait until the system is restarted.
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2.3.4. Installing the anti-virus software for Linux
After downloading the package (an installer file in the run format), install it according to the instructions found in the Installation tab. These instructions are intended for inexperienced users. 
Attention! The installer’s name contains information about the version and release date of the product, as well as about the intended platform (x86 for 32-bit systems and amd64 for 64-bit systems). 
To automatically install the Dr.Web Anti-virus for Linux components, permit the file to be executed by entering the following command:

# chmod +x drweb-workstations_[version]~linux_x86.run
and then run the file:

# ./drweb-workstations_[version]~linux_x86.run
You can also use the default file manager of your desktop environment to change the file's permissions and to launch it.
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If you did not launch the installation using root privileges, the installer will try to elevate them. 

Depending on the capabilities of the current environment in which the distribution is being launched, the graphical UI or command prompt installer will start. If the graphical installer fails to start, the interactive console Installer will launch automatically.

Attention! If the installation detects a file with the same name (for example, one that was left after other types of packages were deleted), it will be overwritten by the new file, and a copy of it will be stored as <file_name>.O. If the directory already contains a file with the same name (<file_name>.O), the file will be removed, and a new file will be written in its place.

2.3.4.1. Installing the anti-virus software for Linux in the graphical mode
If, at the beginning of the installation, the setup detects issues that may in the future interfere with Dr.Web for Linux’s operation, a window will appear showing the list of issues. You can abort the installation by clicking Exit and resolve the issues that were identified prior to the installation. In this case, once the identified problems (the need to install the required additional libraries, temporarily disable SELinux, etc.) are resolved, you will need to run setup again.
You can continue with the Dr.Web for Linux installation by clicking Continue. In this case, the installer will display the Installation Wizard window. However, you will need to fix the problems that were identified after the installation or if Dr.Web for Linux operational errors occur. Once the installation starts in graphical mode, the Installation Wizard will appear.
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Read the License Agreement after clicking on the appropriate link. The Installation Wizard will display the License Agreement and the copyright information about the components that will be installed on your computer.
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Click OK when you are ready to continue. 

You will also be prompted to enable the anti-virus to automatically connect to the Dr.Web Cloud service. To do so, check the corresponding box (by default, the option is enabled). 
[image: image40.png]install

Thank you for choosing
Dr.Web for Linux 10

DrWeb for Linux 10 provides multlevel protection of
operating system, hard disks and removable media against
viruses, Trojans, Spyware, adware, hacktools and other
malicious objects from ary external source.

By clicking the Install button, you accept the terms of the
License Agreement

)1 want to connect to Dr.Web Cloud

[ Concel

© Boctor Web, 1992.2015





If necessary, at any time, you can enable or disable Dr.Web Cloud in the program settings. 

To begin the installation, click Install. When you do this you are simultaneously confirming that you accept the terms of the License agreement. If you decide that you do not want to install Dr.Web for Linux, click Cancel. 
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Click Show Details to view the installation log.
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Once the installation is completed, the final Installation Wizard window will open. Click OK to close it. 
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If the desktop environment supports the feature, you will also be prompted to launch Dr.Web for Linux in graphical mode. If you want to launch Dr.Web for Linux, check the corresponding box and click OK.
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If the installation was aborted due to an error, the final Installation Wizard dialogue will display an appropriate message. In this case, you should also close the Installation Wizard by clicking OK. Fix the problems that caused the installation error and start the installation over again. 

2.3.4.2. Installing the anti-virus software for Linux in the text mode
Once you start the installer in text mode, the installation prompt will be displayed. Enter Yes or Y to start the installation.
Before commencing with the installation, you must read the License Agreement. To scroll down one line at a time, click ENTER. To scroll down one page at a time, click SPACE.
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Enter Yes/Y to accept the license agreement terms or No/N to abort the agent installation.
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Once you have accepted the terms, the installation will begin. Installation progress information, including the list of components being installed, will be displayed on the screen.
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Once the installation is complete, the installer will display the installation status and quit. If an error occurs, a corresponding message will be displayed, and then the installation process will be aborted. Fix the problems that caused the installation error and start the installation over again.
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2.3.5. Installing the anti-virus software for Mac OS X
Attention! The anti-virus protection’s installation and removal must be executed by a user who has administrative privileges on the computer.

Select the relevant operating system on the subscription page and download the installer file: drweb-av-pro-macosx.cdr.
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Double-click the drweb-10.1-av-macosx.cdr disk image to mount it.

Once the Dr.Web for Mac OS X image appears on the desktop, double-click on it. A window displaying the image's contents will appear.
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Click on the Dr.Web logo in the center. If a warning appears, stating that the executable file is a program downloaded from the Internet, click Open. 

You will be prompted to use the Dr.Web Cloud services so that the anti-virus can receive up-to-date information about threats from Doctor Web company servers in real time. It is recommended that you enable this option.
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To read the License Agreement, click the appropriate link. Then click Accept to accept the terms of the License Agreement and begin the Dr.Web installation. 

Installation progress will be displayed on the screen. When the installation is complete, Dr.Web will be launched automatically.
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2.3.6. Installing the anti-virus software for Android
Download the Dr.Web Agent installer onto the memory card. To do this, on the subscription page, use the button Download Dr.Web Agent for Android. You can also use the app on your mobile device to read the QR code. If the scanning application is not installed on your mobile device, install it. 
Attention! The installation file should be downloaded to the root directory of the memory card (built-in storage) or to a next-level directory (e.g., Downloads). Also note that the name of the file should not be changed because it contains information that is needed for the installation. 
Use a file manager to locate and launch the installation file android.apk. Once you accept the terms of the License Agreement, the application will be installed automatically. 
2.4. Managing a subscription.
You can use the My Subscriptions section to view information about your subscriptions and change their parameters. The information is arranged by tariff.
Attention! The options Resume subscription, Suspend subscription, Terminate subscription, and Change subscription are only available if the user has sufficient permissions to modify the settings. Permissions are defined by the service administrator.
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Select your tariff and click on it
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To apply an action to several subscriptions, check the corresponding box. Available actions are Suspend subscription, Renew subscription, and Terminate subscription.
The action buttons become active if you select at least one subscription.

Select the desired subscription or subscriptions, and then click Details. 

The General tab provides detailed information about a subscription. Here you can also manage your subscription.
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This page contains the following subscription information:

· Creation date - date the subscription was created.

· Subscription ID – subscription name or unique ID.

· Dr.Web Agent status –the current status of Dr.Web Agent (online, offline).
· Expiration date – the date after which the subscription will be blocked unless the automatic renewal service is enabled (it is enabled by default). If you are creating your first subscription for any of the basic tariffs, this line will indicate that the free Testing period is in progress instead of an expiry date. 

· Description – an optional description of the subscription. 

You can perform the following actions:

· Change your current tariff plan.

Select Tariff migration.
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Select the tariff you want and click Change tariff. The tariff will instantly be changed.
· Temporarily disable the anti-virus software for a specific period of time. Click Suspend subscription, and, in the pop-up dialogue, select the period during which the subscription will be suspended. 
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Click Suspend. The subscription will be suspended commencing from the date you specified. When the suspension period expires, the subscription will automatically resume.

· Resume a subscription if it was suspended. Click Resume subscription.

· Cancel a Dr.Web Anti-Virus Service subscription. To cancel a subscription, click Terminate subscription. The subscription will be cancelled effective beginning the next day. 

· Restore the anti-virus's operation if the subscription was terminated. To restore a subscription, click Activate subscription. The subscription will be restored immediately.
Attention! After making changes, click Update description.

The Statistics tab displays information about the malware programs (names and numbers) that have been detected on a machine.
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The Subscription expenditure log tab shows a detailed history of the actions that have been taken with a subscription.
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2.5. Managing a user profile
In the Profile section, you can manage your profile (e.g., change your password). 

To go to the Profile section, click on your name or login in the SCC header.
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Attention! You can only access this section if you have permissions that allow you to view a profile. The Preferences and Action log tabs are only available if you have permissions to change the given settings. Access permissions are defined by the service administrator.

The My organization tab is available only to legal persons.

The Personal information tab contains user account information.
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The parameters Login, Organization, Creation date, and Modification date (the last time subscription parameters were modified) cannot be changed.

Certain SCC sections may be unavailable to certain groups of users (legal or natural persons).

Service users can edit values for the following fields:

· First name, Middle name, Last name – the user's personal information.

· Email – the email address to which notifications will be sent. This field is mandatory.

· Password – the SCC access password. To view the password, check the box next to Display password.

Fields marked with * are mandatory.

To save changes, click Save. To discard changes, click Reset.

In the Preferences tab, the user can view the following settings:
In the Interface language drop-down list, the user can specify the SCC's interface language.

To limit the number of connections to the SCC, the box next to Login only from IP addresses must be checked. Access to the SCC will only be granted from the IP address you were using when this option was enabled. The current IP address is listed next to the checkbox.

If you currently have insufficient funds in your account and you are unable to replenish it, you can check the box next to Yes, I want to use crediting to confirm that you would like to pay for the service on credit.
The parameters Start of crediting period and Maximum credit period (in days) cannot be changed.

The credit option is available if the SCC aggregator's administrator has enabled it.
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To save changes, click Save. To discard changes, click Reset.

In the Notification options section, select the events you want to be notified about.
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In the Low balance limit field, you can specify an account minimum. If the amount falls below this limit, you will receive instant notification.

Notifications are available if you have sufficient permissions to receive notifications of this type. The permissions are defined by the service administrator.

You will be notified of any incoming messages. An unread message counter is displayed in the upper-right corner of the page.

Open the My Messages tab to view messages. This tab is available if the SCC administrator has enabled web notifications. To view detailed information about a message, select the message and click Read more to the right of the selected message. In the newly appeared window, you can reply to the message.

To send a message to the provider, type your message in the Contact provider section, and click Send.

The My Organization tab provides information about the user's organization: 
· Full name and short name of the organization,

· Creation date – the date the organization was created,

· Modification date – the date the organization information was last modified.

The above-listed settings cannot be modified.

In the Action log tab, you can find SCC login and logout dates and times.
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This feature will also be useful for administrators if multiple employees have access to the SCC or if another person ever substitutes for the administrator if the latter is absent. With the log, you can audit actions that have been taken during a specific period.
2.6. Managing an account
In the My Account section, you can manage your account. You can access the account page by clicking on the current balance link in the SCC header. You can only access this section if you have the permissions needed to view your account information and carry out transactions. Permissions are defined by the service administrator.
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Users who are employees of an organization use the organization’s account rather than personal accounts.

In this section, you can perform the following actions related to viewing information about:

· your account number, current balance, and the currency being used in transactions.

· payment transactions for the current month. Detailed information about all payment transactions can be found in the Receipts to account and Account expenditures tabs.
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The Account replenishment tab is only available if the administrator has set up and enabled payment-processing services in the SCC.

Information about a credit amount and its term of issuance can be found in the Preferences tab of the Profile section.

2.7. Service subscriber support
Subscribers can use the AV-Desk SCC to receive assistance in a timely manner whenever needed.

On the Dr.Web Services page, you can also find a variety of utilities and services, including Dr.Web CureIt! and decryption utilities.
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All service subscribers are advised to visit the SCC regularly and stay on top of the latest IT security news, which will allow them to respond promptly to emerging threats.
3. Configuring anti-virus protection on the user side
3.1. Getting acquainted with Dr.Web Agent
Once the anti-virus agent software is installed, the Agent icon [image: image68.png]


 appears in the system tray. You can use it to control all the anti-virus settings.
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If the SpIDer Agent has not started and the agent icon is not displayed in the system tray, go to Dr.Web in the Start menu, and click SpIDer Agent.
Attention! If you use Windows 7 or a later version, you must click [image: image70.png]


 to access the icon.
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The SpIDer Agent icon will not appear in the notification area if the corresponding option has not been enabled in the Control Center.

The SpIDer Agent indicates the current Dr.Web Agent status:

· [image: image72.png]


 all the components you need to protect your computer are running and working properly; connectivity has been established with the centralized protection server;

· [image: image73.png]


 Dr.Web Agent’s Self-protection or another important component (the SpIDer Guard monitor or the Firewall) is disabled, weakening your computer’s anti-virus security; the agent is trying to connect to the server but a connection has not yet been established. Enable Self-protection or the other disabled component and wait for a connection with the server;

· [image: image74.png]


 an error occurred when one of Dr.Web’s key components was starting up. Your computer is at risk of infection. The server may have rejected the connection or denied access to its resources. Make sure that you have a valid key file, and, if necessary, copy it to an appropriate location or contact your anti-virus network administrator.

If the notification settings have not been modified, tips may pop up above the icon. Click on the anti-virus agent icon in the system tray to open the context menu, and configure the anti-virus components.
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Attention! Administrator privileges are required to access settings and components, and to disable any of the components.

The options available to the ordinary user are displayed in the menu right after installation. The system administrator uses the Control Center to determine which options are to be visible to users. By default, users cannot configure or shut down components. 
The Agent main menu:

· My Dr.Web Portal provides access to the user’s personal page on the Doctor Web site.

· Tools. Provides access to the Quarantine manager and the Support section.

· Protection components. Quick access to the components list which can be used to enable or disable individual components (if you have administrator privileges).

· Scanner. Quickly launch different types of scans. Choose between express scan (checks the most used system areas), complete scan, or custom scan (you select the system areas to be scanned).

· [image: image76.png]


 Operation mode. By default, Dr.Web is launched in user mode, in which case the Settings are not accessible (the [image: image77.png]


 icon is not present), and consequently the parameters of the protection components cannot be changed. To switch to a different mode, click [image: image78.png]


. If the UAC is enabled, you will be prompted to elevate this process’s privileges. 
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If the option Protect Dr.Web settings with a password was enabled in the Settings section, you will have to enter the password needed to change the operation mode.
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· [image: image81.png]


 Statistics. Opens a window that provides information about the component’s activities during the current session (how many objects have been scanned, are infected, and appear suspicious; what actions have been taken, etc.).

· [image: image82.png]


Settings. Opens a window that provides access to the basic settings and the settings of the protection components. If the option Protect Dr.Web settings with a password was enabled, you will have to enter the password.

· [image: image83.png]


 – opens the Help file.

3.2. Changing the interface language
To change the interface language, right-click on the [image: image84.png]


 icon in the system tray; then click the [image: image85.png]


 icon to access the language settings (the icon’s appearance will change to[image: image86.png]


), and click on the [image: image87.png]


 icon. Select Main, and then choose Tools. In the newly appeared window, select Advanced, and in the Language drop-down list, change the interface language.
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3.2.1. Adjusting log verbosity
To change the protection components’ log verbosity level, right-click on the [image: image89.png]


 icon in the system tray. Then click the [image: image90.png]


 icon to access the settings (the icon will change to[image: image91.png]


), and click on the [image: image92.png]


 icon. Select Main, and then select Tools.
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In the newly appeared window, click the item Advanced, and select Log → Change. Select the components for which you want to change the logging verbosity level.
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In the Advanced section, an inscription will indicate that Custom settings are now being used for logging.

3.3. Changing the list of allowed components for a selected computer
If you have sufficient permissions, you can start and stop the operation of the protection components on your computer. Right-click on the [image: image95.png]


 icon in the system tray, and click the [image: image96.png]


 icon to enable access to the settings (the icon will change to[image: image97.png]


).  Select Protection components, and toggle the switch next to the desired component.
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Attention! It may not be possible to modify some items. Access to the settings used to make modifications is determined by what permissions have been granted for a group of hosts or for a specific machine.

[image: image100.png]E SpiDer Mail




3.4. Performing an anti-virus scan on a computer. Adjusting scanning priority
A full system scan should be performed immediately after the installation and on a regular basis going forward. This is particularly necessary because files scanned by the file monitor and written to a disk (including archives) may contain viruses that were unknown to the anti-virus at the moment they were being written to the disk. This means that if outbound traffic is not being scanned, there is a risk of infection occurring when the files are transferred to unprotected computers.

It is recommended that you perform scans as an administrator. Otherwise, files and folders that are inaccessible to a user because of insufficient permissions (including system folders) will not be scanned.

To conduct a scan, right-click on the Dr.Web [image: image101.png]


 icon and select [image: image102.png]n Scanner



. You can also double-click the [image: image103.png]Dr.web
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 icon on the desktop or select Dr.Web Scanner in the Dr.Web section of the Start menu. You can also start the scanner via the command prompt.
To check a file or directory for viruses, right-click on the file or directory you want to scan and choose Scan with Dr.Web. In this case, the Scanner will be run with the default settings.

Attention! If you are using Windows Vista or later (including Windows 7/8) and the UAC is enabled, you will need to confirm the program’s launch by clicking Yes.
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3.4.1. Using the Scanner
A next-generation scanner is available in Windows XP SP2 and later, Windows 2003 SP1 and later, and Windows Vista and later. The scanner comes with the ArkAPI component which facilitates anti-rootkit scanning.

When the download is complete, you must select a desired scan mode: express, full, or custom.
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You can use the default settings, or you can change them by clicking [image: image106.png]


 and [image: image107.png]


.

You can change the settings if you have the permissions needed to do so. Permissions are defined in the Control Center by an administrator for a group of hosts or for a specific machine.
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Express scan is the option recommended for system startup or if you are going to perform tasks that require substantial system resources. 
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In the Actions tab, you can select actions that will be performed with malicious objects of different types. Move to quarantine is the default action for all objects (except for infected ones).

It should be noted that different types of malicious objects have different lists of applicable actions. The option Cure is unavailable for incurable objects.

Attention! The new scanner does not offer the option Rename because this action can be cancelled manually. 
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In the Exceptions tab, you can specify files and folders that are not to be scanned. To add a selected directory, click the Add button.

In this tab, you can also enable and disable scanning for email, archives, and installers. You can always click Reset to default to use the default configuration.

By default, the scanner does not check archives and mail files because it would be very time-consuming to do so, and any malicious files within them can only be run after being processed by data-compression programs and mail clients, during which time they would be detected by specialized components. However, if you want files of these formats to be scanned, check the corresponding boxes in the File types tab.

Attention! You should always scan archives before sending them to anyone.
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In the Log tab, you can change the level of verbosity.

It is not recommended to disable scan logs even though doing so slightly speeds up the process.

Click OK to save changes, or discard the changes and use the current settings.

If custom scan has been selected, you can specify what objects you want to scan. You can drag disk, file, and folder icons into the scanner window or select files and folders in a dialogue window.
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To choose Express or Full scan, click the corresponding button in the scanner window. A Custom scan can be initiated from the corresponding dialogue.
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Click Show additional information to view detailed information about the scan.

Click Stop to stop the scan.
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The Pause button is unavailable while the system memory and processes are being scanned.
Attention! Running an express scan on your computer does not guarantee that afterwards it will be completely free of all known viruses. For example, some viruses running in the system can infect clean files—files that have already been scanned. If any malware is detected, we recommend scanning your computer with the free utility Dr.Web CureIt! before the installation. This utility can be downloaded from the free download section on Doctor Web's site.

If the option Automatically apply actions to threats was enabled in the scanner settings, detected threats will be disarmed automatically. Otherwise, once scanning is complete, the Dr.Web Scanner will notify you about any malware that has been detected and tell you what you need to do to eliminate it in the most expedient way possible. 

[image: image116.png]Threats detected

Dr.Web Scanner detected tfreats
It is highly recommended to neutralze al detected threats mmedately. Dr.Web Scanner wil apply actions

according to settings.

s

Threats neutralized: 0
00007

Scan e

~ Object
b AT ceepinzp
» Attachment.ex
b Trojan Dowrioad,
b Trojan Encocer 5.

ide addtional nformation

Infected archive

Action
Move
Move
Move
Move

[_[CIx]

Path

Ci\Testsvitus\ AT ceepinap
C:\Tests\vius\DANGERY, . \Attachment.2x
Ci\Testsly...\Trojan.Downioad3.54521.2p
Ci\Tests\vius\B. .\ Trajan, Encoder.514.20





You can neutralize all detected threats simultaneously. To do so, click Neutralize. The selected actions will be applied to objects displayed in the table. If you want to change the action for certain objects, go into the drop-down action list, and select the action needed for each object.

By default, all objects will be neutralized once scanning is complete. However, if necessary, you can manually select certain objects or groups of objects and neutralize them immediately by clicking Neutralize. To do this, check the corresponding boxes or use the drop-down list in the table header.

Some actions cannot be applied to certain object types:

· suspicious objects cannot be cured;

· objects that do not exist as files (e.g., boot sectors) cannot be moved or deleted; 

· no actions are available for individual files in archives, installers, or emails; in cases like these, an action can only be applied to the entire object.

A detailed scanner operation report is saved in the log file dwscanner.log, which is located in %USERPROFILE%\Doctor Web.
3.4.2. Command-line scanning mode
To start the Scanner and specify additional parameters, use the following command:
[<path_to_program>]dwscanner [<switches>] [<objects>]

where:

<objects> — a placeholder for the list of objects to be scanned;
<switches> — command-line parameters that specify the Scanner settings. If no switches are defined, scanning is performed with the previously specified settings (or with the default settings, if you have not changed them.

By default, <path_to_program> — C:\Program Files\DrWeb

The list of objects to be scanned can be empty or contain multiple elements separated by spaces. The most common scanning options are:

/FAST − perform an express system scan.

/FULL − scan all available hard drives and removable media (including their boot sectors).

/LITE − conduct an initial system check, which examines the memory and all disk boot sectors, and scans the system for rootkits.

Parameters − command-line switches that dictate how the scanner operates. If no parameters are specified, the previously saved settings (or the default settings, if they have not been modified) will be used. All options start with a forward slash and, like other parameters, are separated by spaces.

Dr.Web comes with a Console Scanner that lets you run a scan from the command line, and offers numerous customization options.

To start the Console Scanner, use the following command:

[<path_to_program>]dwscancl [<switches>] [<objects>]

where:

<objects> — a placeholder for the list of objects to be scanned;
<switches> — a placeholder for command-line parameters that configure the Console Scanner’s operation. A switch begins with a forward slash (/); multiple switches are separated by spaces. 

The list of objects to be scanned can be blank or contain several elements separated by spaces.

All Console Scanner switches are listed in Appendix А.

After the operation is complete, the Console Scanner returns one of the following codes:

0 − scanning completed successfully; infected objects not found;

1 − scanning completed successfully; infected objects detected;

10 − invalid switches specified;

11 − key file not found or does not support Console Scanner;

12 − Scanning Engine did not start;

255 − scanning aborted at user request.
3.5. Testing a product’s operation
A user can always check whether the product is operational by doing the following:
Right-click on the [image: image117.png]


 icon in the system tray. Then select Tools → Statistics. In the newly appeared window, note the number of infected objects detected for the SpIDer Gate component.
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Launch your web browser, and go to http://www.eicar.org/85-0-Download.html.

On the loaded page, find the text
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Select any of the files available for downloading, e.g., you can choose the first one — eicar.com. If the anti-virus is operating properly, your browser should display the following window:
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Click More in the pop-up window to get more information and export it.
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Return to the Statistics section. The number of infected objects detected by SpIDer Gate must increase by 1.
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If you want to test the file monitor, you will first need to download the test virus file. In the agent menu, select Protection components and toggle off SpIDer Gate. Return to eicar.org and try to download the test virus once again. The result should be a window similar to the one displayed below:
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If SpIDer Guard is working in optimal mode, it will not block the launch of the EICAR file because the file does not pose any threat to the system. However, if you copy or create such a file on a hard drive, SpIDer Guard will automatically treat the file as malware and move it to the Quarantine.

When the test is finished, enable SpIDer Gate: right-click on the [image: image124.png]


 icon in the system tray, and in the Protection Components menu, toggle on SpIDer Gate. 

3.6. Selecting default actions
Move to quarantine is the default action for most objects. It lets the user decide what to do with a detected malicious object. 

To change the default actions for malicious files of various types, click the [image: image125.png]


 icon in the system tray. Then click [image: image126.png]


 to access the action settings (the icon’s appearance will change to[image: image127.png]


), and click on the icon [image: image128.png]


. Select Tools, and then choose Protection components. In the newly appeared window, select the component whose settings you want to change. For example, select SpIDer Guard.
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The following actions can be applied to objects that have been detected:

· Cure, move to quarantine if incurable − return an object to its pre-infection state. If the file is incurable or curing fails, it will be moved to the quarantine. This action is only available for objects infected with known curable viruses, except for Trojans and files contained in other objects.

· Cure, delete if incurable − return an object to its pre-infection state. If the file is incurable or curing fails, it will be removed. This action is only available for objects infected with known curable viruses, except for Trojans and files contained in other objects.

· Delete − delete an object. No actions will be performed with the boot sectors.

· Move to quarantine − isolate an object in a special quarantine folder; no actions will be performed with the boot sectors.

· Ignore – skip over the object, without doing anything to it or displaying any notifications. This action is available only for the following malware types: adware, dealers, joke programs, riskware and hacktools.

· Notify − display a warning and skip over the object without performing any actions. This option is only available for suspicious objects.

Note:

· SpIDer Guard does not scan complex objects, which is why no actions are performed on them or on the files within them.  

· Processed objects are backed up in the Quarantine.

The list of actions available varies for different types of malware. The options Cure…, Move to the Quarantine and Delete are available for infected files. Bear in mind that the Cure option is unavailable for Trojans because programs of this type do not replicate themselves and cannot be cured. 

To change the settings, you must have the necessary permissions, which are defined in the Control Center by the administrator for groups of hosts or for specific machines. 

If the option Protect Dr.Web settings with a password was enabled in the Settings section, you will have to enter the password to access SpIDer Guard’s settings. 

3.7. Preventive Protection. Protection from unknown threats
Autorun is used whenever removable media is connected to a PC. The operating system determines the media's contents and offers the user a list of available actions. Many malicious programs are loaded into the memory of a PC when a CD or DVD is inserted into the drive or a USB thumb drive is plugged into the PC. To prevent malware of this kind from launching itself, disable autorun for all removable media. To do this, you can use the preventive protection features.

To prevent malware from interfering with the system’s operation, configure preventive protection. To do so (if UAC is disabled), click the [image: image130.png]


 icon in the system tray. Then click [image: image131.png]


 to access the action settings (the icon’s appearance will change to[image: image132.png]


), and click on the [image: image133.png]


 icon. Select Tools, and then choose Protection components. In the newly appeared window, select Preventive protection. 
Here you can adjust how the anti-virus responds to activities undertaken by other applications that could result in your computer becoming infected. 
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Configure how the anti-virus responds to third-party application activities that could infect your computer by adjusting the suspicious activity blocking level. The preventive protection enables the anti-virus to maintain control over all attempts to modify critical areas of Windows.

Select the item you require in the drop-down list.
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In the default Optimal mode, the automatic modification of system objects—activity that would clearly indicate malicious activities are occurring in the system—is disabled. Low-level access to the disk is also disabled to protect the system from bootkits and blocker Trojans that infect the Master Boot Record. So that malware cannot prevent the anti-virus from being updated via the Internet or block access to anti-virus developers' sites, HOSTS file modifications are not allowed.

If the threat of infection increases, raise the protection level to Medium. In this mode, access to objects that can potentially be used by malware is also blocked. 

Attention! In this protection mode, compatibility issues can arise between Dr.Web and third-party programs that use protected Windows Registry branches.

If you want Dr.Web to maintain full control over critical Windows areas, you can increase the protection level to Paranoid. In this case, the prompt mode is used for loading drivers and automatically launching programs.

In the User-defined mode, you can adjust the anti-virus's responses to certain actions that could result in your computer becoming infected. 

Select the options User-defined to adjust the protection parameters manually. 

3.8. Limiting Internet and account access time 
Dr.Web Parental (Office) Control can be used to restrict user access to hardware and different program resources located on a computer and on websites. It can also be used to control time spent on the Internet and on a computer. Restricting access to local file system resources lets you preserve the integrity and confidentiality of sensitive data and protect files from infection. You can protect both individual files and entire folders located on local drives, as well as on removable media. To prevent unauthorized data access or data theft, you can restrict access to devices such as USB ports, hard disks, etc. Controlling Internet access helps shield users from unwanted websites (themed around violence, gambling, etc.) and grant access to sites defined by Dr.Web Parental (Office) Control settings.

The Dr.Web Parental (Office) Control parameters are applied simultaneously to all the users of a computer running Dr.Web Agent. By default, all user accounts are allowed unlimited access to web and local resources (no time limits exist).

To restrict Internet and account access time, click on the [image: image136.png]


 icon in the system tray. Then click [image: image137.png]


 to access the action settings (the icon will change to[image: image138.png]


). Click on the [image: image139.png]


 icon, and in the Tools menu, select Parental (Office) Control. In the newly opened window, select Time. The Time Limits window will open. 
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Use the time grid to create an access schedule. To do this, hover your cursor over any white square. Clicking once will make the square turn blue; clicking twice will change it to maroon, and a triple-click will turn it white. Blue indicates that Internet access will be blocked during this period, and maroon indicates that a user account will be blocked. White shows that no restrictions are set. Once you have the right color, hold the mouse button and move the cursor to change the color for the time periods you need. This is how you can configure a working schedule for a particular user account. The example schedule prevents the user from using the computer on Saturdays and Sundays. It allows work on weekdays, but only within certain time blocks will they be able to get online.
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If time limits have been set on computer or Internet access, the option Block the changing of system date and time in the Self-protection settings is enabled automatically. 
3.9. Controlling access to local and network resources
You can restrict access to removable data-storage devices, and files and directories, and thereby reduce the risk of malware penetrating a computer.

The module’s settings can be protected with a password. You can change the password in the Settings window.

Attention! Do not use short passwords. Passwords should not contain simple letter combinations. Weak passwords make systems vulnerable to brute force attacks.
To access Parental (Office) Control settings, click the [image: image142.png]


 icon in the system tray. Then click [image: image143.png]


 (the icon will change to[image: image144.png]


). Click the [image: image145.png]


 icon, and select Tools in Parental (Office) Control.
If no access restrictions are set for certain sites, No restrictions will be displayed in the Internet section. 
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In the drop-down list, select Block by category to restrict access to websites based on pre-defined groups. Here, you can select groups of websites (sites for adults, violence, weapons, etc.) that are to be off-limits. Check the required groups.
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You can also block access to all web resources except those that have been added to the white list. To do this, select Block all sites except websites from the white list.

The priority of lists is higher than the priority of pre-defined groups. For example, you can select the Social networks group, but add VKontakte to the whitelist. Then all social networks, except VKontakte, will be off-limits. 
To edit the white lists and black lists, click White list and Black list. 
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You can add website addresses to:

· White list – access will be granted regardless of other Parental (Office) Control settings; 

· Black list – access will be denied regardless of other Parental (Office) Control settings. 

In the White list field, enter the address of the web resource to which you want to allow access. Click [image: image149.png]+)



. The resource’s address will be added to the White list. You can fill in the Black list the same way. Click OK to save the settings.

To view statistics on the different resources that have been requested, click on the Agent icon[image: image150.png]


.
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3.10. Managing a device’s black lists and white lists
You can use the Parental (Office) Control to disable the writing of data on removable media and block access to particular devices. You can either disable access to specific devices or block data from being transferred via local networks and the Internet. 
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Attention! Access control settings are applied to all Windows accounts.

To access Parental (Office) Control settings, click the [image: image153.png]


 icon in the system tray. Then click [image: image154.png]


 (the icon will change to[image: image155.png]


). Click [image: image156.png]


. In the Tools menu, select Main, and choose Devices.

To deny users access to removable media (any drives that connect to the system via USB), check the box next to Restrict access to removable media. 

To restrict access to devices, toggle on the option Block the usage of specified devices for all users. To create a list of devices and systems components to which access should be restricted, click Change for Device classes or Device buses (restrict access to a particular device or a group of devices).
Attention! Settings for device classes override any other specific rules for specific devices of this type. For example, if you deny access to all removable data-storage devices, a previously defined rule for a specific flash drive will no longer be in force.
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Attention! Do not block access to video cards, keyboards, displays, and mice.

You can also deny access to a particular file or folder. 

To impose such restrictions, click the [image: image158.png]


 icon in the system tray. Then click [image: image159.png]


 to access the application settings (the icon will change to[image: image160.png]


), and click on the [image: image161.png]


 icon. In the Tools menu, select Parental (Office) Control. In the newly appeared window, select Files and folders. Click Objects.
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Click [image: image163.png]


. The dialogue in which you can select files and folders will appear. Select the files and folders to which you want to block access, and click OK.
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As a result, a list of controlled objects will be created.
Check the box next to Block data transfer over network (LAN and the Internet) to disable data transfers via any network.
Once you have finished configuring this component, click OK.
3.11. Email protection
Email has been and remains one of the main channels used to distribute malware. SpIDer Mail
ensures that you receive only virus-free email and helps keep your mailbox free of spam.

To configure SpIDer Mail, do the following:
If you would like to optimize the operating speed of the mail filter, you can define mail processing rules by doing the following: Right-click on the [image: image165.png]


 icon in the system tray. Then click [image: image166.png]


 to access the settings (the icon will change to [image: image167.png]


), and click on the  icon [image: image168.png]


. Select Tools, and then choose Protection components.
In the newly appeared window, select Anti-spam. Make sure that the option Check mail for spam is enabled. 
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Specify what prefix will be added to the subject of messages detected as spam. You can then use the prefix in the mail-processing rules that can be created in your mail client.

To configure anti-virus scanning, in the Protection components submenu, select SpIDer Mail. 

In the Actions tab, you can specify what the anti-virus should do if infected objects or files are found in a message. Move to quarantine is the default action for most objects. This allows them to be kept for further analysis.
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If you want to scan received archives, click Advanced settings, and check the box next to Scan archives.

[image: image171.png]Components

SplDer Gate
Der Mail
Anti-spam

Preventive Protection

Scanning optimization options

Message scan timeout (5)

Archives

Sean archives

=lalx|





You can also specify the maximum processing time per message and archive processing rules. If you want to scan only small-size archives (this increases scanning speed), you can change the values of Maximum file size to extract and Maximum archive nesting level.
Apart from placing a prefix in the subject field, SpIDer Mail also adds this line to the service field (the message field containing information that is hidden from the user):  X-DrWeb-SpamState (with the values Yes/No, where “Yes” indicates that the message's status is “spam”). This makes it possible to carry out additional mail filtering using markers added to both the header and the subject of a message. 

To make sure the filter works correctly, compose a new email and add the following string to its body: XJS*C4JDBQADN1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBE-TEST-EMAIL*C.34X. This is the so-called GTUBE (Generic Test for Unsolicited Bulk Email). It is similar to the EICAR anti-virus test. 

3.12. Viewing operating statistics
You can at any moment view the protection system’s statistics. To access statistics showing how a particular component is operating, click on the [image: image172.png]


 icon in the system tray. Then click on the [image: image173.png]


icon, and select the component you are interested in.
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3.13. Quarantine
Dr.Web anti-viruses isolate suspicious files in the quarantine. To adjust quarantine settings, click on the [image: image175.png]


 icon (the icon will change to[image: image176.png]


). Click [image: image177.png]


, and in the Tools menu, select Main and Advanced.
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Click Change. In the newly appeared window, you can configure the Quarantine parameters, change its size, and delete all the files isolated from a particular drive.
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A separate Quarantine folder is created on each logical drive on which suspicious files were detected. The Dr.Web Quarantine directory is created in the root directory and has the “hidden” attribute. Users do not have permission to access the quarantine directories.

Quarantined files stored on a local drive are encrypted, while quarantined files stored on a removable drive are not.

To remove all files in the Quarantine folder on a specific disk, select the disk in the list, click Clean, and then confirm the deletion.

You can set the isolation mode for infected objects detected on removable media. By default, if an infected object is detected on removable data-storage media and the anti-virus can write data onto the media, the Dr.Web Quarantine folder is created there, and the infected object is moved to it. Using separate folders and avoiding removable media encryption helps you prevent possible data loss.

To view or modify the contents of the quarantine, select Tools in the Agent menu, and then select Quarantine Manager; a table containing information about the quarantine's current status will appear.
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The quarantine information table includes the following columns:

· Objects – the list of object file names placed in the quarantine;

· Threat – the classification of the malicious program as determined by Dr.Web while automatically transferring it to the quarantine; 
· Date added – the date the object was moved to the quarantine;

· Path – the full path to the object’s location before it was quarantined.

Only users who have permission to access the files can see the corresponding objects in the quarantine. To display hidden objects, you must have administrator privileges.

If disk space is low, the quarantine is cleaned out automatically. Backups of quarantined files are deleted first, and then objects whose quarantine storage periods have expired. 
If the quarantine is full and it cannot be cleaned automatically, moving files to the quarantine will result in an error. You can increase the maximum size of the Quarantine or delete quarantined objects manually.

3.14. Configuring mobile mode
To access mobile mode settings, click [image: image181.png]


 (the icon will change to[image: image182.png]


). Then click [image: image183.png]


, and in the Tools menu, select Main and Mode.
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In this section you can view and edit the parameters of Dr.Web's communication with a centralized protection server, as well as specify mobile mode settings. The mobile mode is only available if corresponding permissions have been granted via the Control Center. Otherwise, the buttons and check boxes will be unavailable.

In the Connection to central protection server section, you can see the connection status, as well as information about the availability of certain permissions, and view and change server connection settings. All changes in connection parameters must be approved by the anti-virus network administrator; otherwise, the machine will be disconnected from the anti-virus network.

To change connection settings, click Change. A Server settings dialogue will appear.
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Make adjustments, if necessary:

· Address and Port – specify the server address and port.

· Public key – specify the full path to the public key (drwcsd.pub).
By default, you cannot connect to a server without a public key, but an administrator can change the settings for a particular host so that the public key won't be necessary. If you are going to use an invalid public key, check the appropriate box.

Click Advanced to access the advanced settings:

· Station ID – specify the Dr.Web ID that has been assigned to your computer to log on to the server.

· You can request new registration information from the server. Click Connect as a newbie or change Address, Port and Public key settings and connect to a different server. After it has been registered successfully on the server, Dr.Web will receive settings that have been defined by the administrator.

You may also need to enter a password to connect to the server.
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To save the Server settings and close the dialogue, click OK. 

In the Advanced settings, you can enable the following options: 

· Accept jobs from the server – to regularly receive tasks from the administrator.

· Accept updates from the server – to receive regular updates for the Dr.Web components and virus databases from the centralized protection server. Updates are retrieved in accordance with the settings specified on the server. 

· Synchronize system time with the server time will keep your system time in sync with the time on the centralized protection server. 

· Accumulate events – to save information about events that are to be sent to the centralized protection server. The information will be transferred as soon as a connection to the server is established. If the option is not enabled and no connection to the server is established, important information (e.g., information about threats that have been detected and statistics) will be lost.

· Use mobile mode when there is no connection with the server — use this option to ensure that virus database updates are downloaded in a timely manner. 

In the mobile mode, Dr.Web will make three attempts to connect to the centralized protection server, and, if it fails, it will download a virus database update from Doctor Web's server. Dr.Web attempts to establish a connection with the server continuously, in one-minute intervals.

To change mobile mode parameters, click Configure. A Mobile mode dialogue will appear.
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From the drop-down list Update frequency, you can choose the frequency with which Dr.Web will check Doctor Web’s servers for available updates. If you select Manual updating, updates will not be downloaded automatically.

If you use a proxy server, check the corresponding box.

Click OK to save the changes. To edit proxy server connection settings, click Change.

In Mobile mode, the anti-virus only updates its virus databases. If you clear the box by Use mobile mode when there is no connection with the server before Dr.Web reconnects to the server, the databases will not be updated. However, server discovery queries will still be sent.

All the adjustments specified for a host via the centralized protection server will take effect as soon as Dr.Web connects to the server.

3.15. Collecting information for technical support services
One of the product’s big advantages is that it is very easy to collect information needed by technical support services. You do not have to collect files and data manually; the anti-virus will do this for you. 

Click the [image: image188.png]


 icon in the system tray, select Tools and in the newly appeared window, select Report for technical support. 

[image: image189.png]=18l

Tools About

Dr.Web Agent
Data Loss Prevention Version: 10.0

Last update: 14.12.2015 16:04 (+04:00) Dr.Web for Windows
Quarantine Manager Dr.Web Agent ID: 0a7465f0-98d3-11e5-4703-100c2ac0342e

Details

Support

Tools

If you encounter any difficulties with DrWeb products, we recomn|

following tools Scanner

Assistance in resolving problems E Protection components

Home page

Subscription Control Center

Help
Dr.Web forum

Report for technical support





In the newly appeared window, click Generate report.
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The anti-virus will automatically collect all the information and create an archive in the specified folder. You will be able to send the archive to Doctor Web’s support engineers or to your system administrator.
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4. Additional information
Should you encounter any problems while installing or using Doctor Web products, it is strongly recommended that you try one of the solutions described below before contacting technical support:

· Review the most current manuals and guides at  http://download.drweb.com;

· Read the FAQ at http://support.drweb.com;
· Try to find the answer in the Dr.Web knowledge base at http://wiki.drweb.com;
· Visit Dr.Web forums at http://forum.drweb.com.
If, after doing the above, you still have not found the solution to your problem, complete the web form in the relevant section of http://support.drweb.com.
You can find the Doctor Web office nearest you and all relevant contact information at http://company.drweb.com/contacts/moscow.

Doctor Web
Doctor Web develops and distributes Dr.Web® information security solutions that provide effective protection against malicious software and spam.

Doctor Web’s worldwide customer base includes home users, government enterprises, small companies, and major corporations.

Since 1992, Dr.Web anti-virus solutions have been widely acclaimed for their superior malware-detection capabilities and their compliance with international information security standards.
Doctor Web has received numerous certificates and awards; our satisfied customers spanning the globe are clear evidence of the complete trust customers have in our products.

We thank all our customers for supporting and recommending Dr.Web products!

Doctor Web Headquarters
2-12A, 3rd street Yamskogo polya

Moscow, Russia

 125040
Website: www.drweb.com

Phone: +7 (495) 789-45-87
Refer to the official website for regional and international office information.
