Firewall

s

Dr.Web for Android



Why do you need Dr.Web for Androl
Firewall?

For added Internet security

To keep mobile Internet traffic
low and prevent unanticipated

www.drweb.com



The firewall comes with the full version
of
Dr.Web anti-virus for Android

Your device must run Android
4.0 or later

‘Update Dr.Web Anti-virus for
Android to the latest version.
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-~ How to enable Dr.Web for Android
Firewall
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Get full version now

Comprehensive protection for mobile
devices

SplDer Guard

Monitor is enabled and protects the
system

Scanner
Performs system check for threats

All files are up to date

Last update:
4/22/2014 4:26 AM

Statistics

Information on detected threats and
performed actions

Quarantine
Files in quarantine

Only black list
contacts are

Black list | \. ‘ a

Scanner
Performs system check for threats

All files are up to date

Last update:
4/22/2014 4:40 AM

Anti-theft
Anti-theft is enabled

Cloud Checker

Block categories

Firewall
¥ 0 byte
4 0 byte

Qartiritv Anditor







SplDer Guard

Monitor is enabled and protects the
system

Black list | ‘. | a

Only black list
contacts are

Scanner
Performs system check for threats

All files are up to date

Last update:
4/22/2014 4:40 AM

Anti-theft
Anti-theft is enabled

Cloud Checker

Block categories
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system

Black list _l t. ‘E

Only black list
contacts are

Scanner
Performs system check for threats

All files are up to date

Last update:
4/22/2014 4:40 AM

Anti-theft

Anti-theft is enabled

Cloud Checker

Block categories

Firewall i
¥+ 0 byte

4 0 byte




APPLICATIONS

GENERAL

Enable Firewall
Control nety

data transfer

tions and

rinte

Limit mobile Internet

Limit the use of mobile Inter

Notifications
Notify when the mobile traffic limit is
reached

TRAFFIC




A Attention

romised by a
ware.

| trust this application.

Cancel




A Attention

Dr.Web anti-virus
@ attempts to create a VPN
" connection.

By proceeding, you are giving
the application permission to
intercept all network traffic. Do
NOT accept unless you trust
the application. Otherwise, you
run the risk of having your data
compromised by a malicious
software.

¥ | trust this application.

Cancel




GENERAL APPLICATIONS TRAFFIC

Enable Firewall
Control netw tions and
data transfer over Internet

Limit mobile Internet

Limit the use of mobile Internet

Notifications

Notify when the mobile traffic limit is

v



A Attention

Dr.Web anti-virus
% attempts to create a VPN
connection.
By proceeding, you are giving
the application permission to
intercept all network traffic. Do
NOT accept unless you trust
the application. Otherwise, you
run the risk of having your data
compromised by a malicious
software.

¥ | trust this application.

Cancel







GENERAL APPLICATIONS

Enable Firewall
Control nety

data transfer

tions and

rinte

Limit mobile Internet

Limit the use of mobile Inter

Notifications

Notify when the mobile traffic limit is
reached

TRAFFIC

v




GENERAL APPLICATIONS

Tinkoff

TRAFFIC

0 byte

VpnDialogs
la’ 0 byte

Widget Preview
Ial 0 byte
'ﬁ' com.android.backup...

i i or other mobile networks in

i com.android.gesture... .
@ 0 byte roaming areas

com.android.sdksetup =
lai 0 byte

N huta

fjl com.android.shared...
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Do not use a public Wi-Fi access
point to carry out online
transactions.

Restrict Wi-FI access for online
banking.

www.drweb.com



GENERAL

APPLICATIONS

B

Tinkoff

VpnDialogs

Widget Preview

com.android.backup...

com.android.gesture...

com.android.sdksetup

com.android.shared...

TRAFFIC

0 byte

0 byte

0 byte

0 byte

0 byte
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GENERAL

APPLICATIONS

tap on the grey «R» icon

Tinkoff

0 pyte

VpnDialogs

0 byte

Widget Preview

0 byte

com.android.backup...

0 byte

com.android.gesture...
0 byte

com.android.sdksetup
0 byte

com.android.shared...

N huta
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GENERAL APPLICATIONS TRAFFIC

Tinkoff

0 byte

VpnDialogs

0 .I'J‘).I'] e

Widget Preview

0 byte

com.android.backup...

0 byte

com.android.gesture...

0 byte

. com.android.sdksetup

0 byte

com.android.shared...
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Some applications that do not
normally use the Internet may
nevertheless establish unnecessary
network connections

Restrict access to the Internet
for such applications

www.drweb.com



GENERAL APPLICATIONS TRAFFIC

qu Sample Soft Keyboard[h

q Search i

Al Season Zen HD

4 Shel

i g Ob Vi te

@ Sound Recorder

0 byte

igu Speech Recorder

& Street View




GENERAL APPLICATIONS TRAFFIC

B

lgu Sample Soft Keyboard

q Search

A Season Zen HD

U Dyie

igd Shell

@ Sound Recorder
Igu Speech Recorder

& Street View




GENERAL APPLICATIONS TRAFFIC

'ﬁ“ Sample Soft Keyboard

0 byte

Q Search
0 byte

Season Zen HD

0 byte

4 Shel

ig 0 byte

@ Sound Recorder

0 byte

‘g” Speech Recorder

0 byte

& Street View

0 byte

e interne
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GENERAL APPLICATIONS TRAFFIC

Enable Firewall
1trol nety
data transfer c

tions and

r Interr

Limit mobile Internet

Limit the use of mobile Internet

Notifications

Notify when the mobile traffic limit is
reached

v




Day
Week

Cancel

validity period for this
limitation
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75 MB per day

Cancel



Cancel




GENERAL APPLICATIONS TRAFFIC

Enable Firewall
Control nety

data transfe

tions and

r Interr

Limit mobile Internet
Limit the

e of mobile Inter

Limit set

75 MB/Day
75 MB

Time remaining:

19:06:35

Notifications
Notify when the mobile traffic limit is
reached




GENERAL APPLICATIONS TRAFFIC

Enable Firewall
Control network connections and
data transfer over Internet

Limit mobile Internet

Limit the use of mobile Internet

Limit set

75 MB/Day

Time remaining:

19:06:35

Notifications

Notify when the mobile traffic limit is
reached

v

used up your Internet
quota

www.drweb.com



Some applications can generate a lot of
Internet traffic

Allow such applications to use
only Wi-Fi

www.drweb.com



GENERAL APPLICATIONS TRAFFIC

Email

Example Wallpapers

Exchange Services

Fallback

GPS Location Test

HTML Viewer

igu

i3 Home screen tips
¥

application




GENERAL APPLICATIONS TRAFFIC

Email

0 byte

Example Wallpapers

0 byte

Exchange Services

Fallback

GPS Location Test

HTML Viewer

Home screen tips




Uncontrolled Internet traffic in
roaming areas can lead to
enormous expenses

Minimize mobile Internet traffic
In roaming areas

www.drweb.com
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APPLICATIONS TRAFFIC d ppl ications

e Browser =
0 byte

@m Calculator

GENERAL

0 byte

= Calendar

o™ 0 byte

.= Calendar Storage =
. 0 byte

Camera = Ll
“ 0 byte

Certificate Installer
@u

respective

applications is grey

0 byte

° Clock

©~

N huta
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TRAFFIC

APPLICATIONS

GENERAL

B

& Browser
=

@m Calculator

Calendar

0 byte

Calendar Storage
0 byte

ﬁ Camera
0 byte

, Certificate Installer
iﬁu

0 byte

e Clock
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ldentify applications that can
- generate a lot of Internet traffic




GENERAL

APPLICATIONS

Kate Mobile
K,
ls] Applications (4)
iﬁu Applications (6)
0 Applications (5)
Applications (4)
2
" Applications (2)

API Demos

-

TRAFF|

0 :::]'B‘f'l'e.'l.

0 byte

0 byte




Wi-Fi Mobile network  Roaming

Log

Application log

16 Apr2014-22 Apr 2014 4

1 ; v 1
Hour Day Month

22.07 MB

Wed Thu Fri Sat Sun Mon Tue

21.45MB <+ 21.12MB © 331.46 KB

application has used over
a certain period of time
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ontrol application network
~activity




APPLICATIONS TRAFFIC

Kate Mobhile
21.06 MB

311.86 KB
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Thank you for choosing Dr.Web software!



