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Advantages Key features

	 Compliance with the highest security standards – the product 
is certified by Russia’s Federal Security Service (FSB) and Federal 
Service for Technological and Export Control (FSTEC);

	 Wide range of installation and configuration options that meet the 
requirements of almost any company; 

	 High-speed scanning combined with low consumption of system 
resources allows Dr.Web to run smoothly on any server hardware;

	 The built-in anti-spam doesn’t require training, lowers server 
workload and improves employee productivity; 

	 Filtering based on black and white lists allows certain addresses to 
be excluded from scanning and efficiency to be increased; 

	 Filtering of files by type, contributing to lower traffic;  

	 Grouping allows different filtering parameters to be specified 
for different groups of employees which contributes to faster 
deployment and easier maintenance;

	 High performance and stability achieved with multi-thread 
scanning; 

	 Detection and neutralization of viruses disguised with unknown 
packers;

	 Automatic launch on system start-up; 

	 Easy-to-use updating system using Windows Task Scheduler.

	 On-the-fly anti-virus and anti-spam scan of e-mails, including 
attached files;

	 Anti-virus monitoring of user mailboxes and public directories; 

	 Anti-virus protection of mail traffic passing through the MS 
Exchange server;

	 Curing of infected files; 

	 Curing infected files; 

	 Adjustable scanning parameters: the maximum size and types 
of objects to be scanned objects, actions to be performed with 
infected objects;  

	 Adjustable scanning parameters: the maximum size and types 
of objects to be scanned, actions to be performed with infected 
objects; 

	 Customizable actions performed with different types of spam, 
including moving messages to the quarantine or adding a specified 
prefix into their subject fields; 

	 Customizable wording inserted in outgoing e-mails;

	 Isolation of infected and suspicious files in the quarantine; 

	 Sending notifications on virus incidents to administrators and other 
users;

	 Operation logging;

	 Automatic updates.

System requirements
    Processor: Pentium 133 MHz, recommended –– Pentium 733 MHz 

    RAM: 256 MB (512 MB recommended)  

    Available space: 20 MB for Installation directory. It may also require 50 MB for logs and 500 MB for log archives. 

    MS Exchange Server 2000/2003/2007. 

Licensing  
Types of licenses:

	 Per number of protected users.
	 Per server license – unlimited scanning of server e-mail traffic for as many as 3,000 protected users.

Dr.Web for MS Exchange can be purchased as a separate product or as a component of Dr.Web Enterprise Security Suite. In the latter 
case the license also covers the Control Center of Dr.Web Enterprise Security Suite and Anti-spam.

A Dr.Web for MS Exchange license may also include the SMTP proxy as an additional component. Using these products together 
improves overall network security and reduces the workload of local mail servers and workstations.

License options:
	 Anti-virus  
	 Anti-virus + Control Center 
	 Anti-virus + SMTP proxy
    Anti-virus + Control Center + SMTP proxy
    Anti-virus + Anti-spam
	 Anti-virus + Anti-spam + Control Center 
	 Anti-virus + Anti-spam + SMTP proxy
    Anti-virus + Anti-spam + Control Center + SMTP proxy

Dr.Web for MS Exchange is also included in low-cost bundles for small and medium companies.

Doctor Web
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