35 Dr.WEB?®

c 1992 ropa

Hy>keH aHTMBMpYC?
NogkniovyanTe ycnyry
«AHTUBUpPYC Dr.\Web»

© OO0 «[lokTop Beb», 2003-2018



Ycnyra «AHTUBMpYC Dr.\Web» — 310 uHHosaumoHHas
Mogenb MCMOoNb30BaHMs aHTMBUPYCa B KayecTee
OHNaNH-yCNYrn No Noanucke.

Ans poma n 6usHeca

1o

NocyTouyHasa Tapudukaunsa

Ana Windows, macOS,
Linux, Android

MMbkoe ynpaBneHue
noanucKown B INYHOM
KabuHeTe



YnpaBnsate ycnyron «AHTUBMpYC Dr.Web» npocTo — akTMBMpPYMTE Nof-
nMcKy, NPUOCTaHaBNMBaNTE ee eNCTBME (Ha BpeMs OTNycka UM KOMaH-
OVPOBKM), paclumpsamnTe 3awmnty Dr\Web Ha HoBble MK/Mac 1 MobunbHble
YyCTPOWCTBA UM COKPaLLAnTe KONMYeCTBO NOAMNMCOK, NPoANeBanTe Cpok
OeNCTBUS YCIYTW, NepexoauTe Ha Apyrom Tapud, a Takke nonyyanTe
NHpopMaLmio o paboTe Dr.Web Ha Balmnx yCTponcTBax B NMMHHOM
KabuHeTe camoCToATeNbHO, KOrAa BaM HeEODXOAMMO.

MopkmoyanTe ycnyry «AHTMBMPYC Dr\Web» Bcero 3a Heckonbko
MWHYT — MOANUCATLCA NPOLLUe, YeM 3apasnTbea!

Moanucka 1 onnata — Ha NOon cpoK™.

MakchManbHbIn CPOK NOAMMCKN HeOrpaHN4eH — (DaKTl/I‘-IeCKl/I
3TO «B€YHbIN AHTUBUNPYC».

MNopnucka — 3710 ObICTPO!

Moanncka HauMHaeT AencTBOBaTb HEMeAIeHHO nocne
NoaKMUYeHUs — aKTMBaLMsA CEPUNHOMO HOMEpa He TpebyeTcs.

AKTMBaLUS yCNyrv 3aHUMaeT BCero napy MMHyT — BbibepuTe
Tapud, yKaxxnTe KONMYeCTBO KOMMbIOTEPOB, KOTOPbLIM HY>KHa 3ali1Ta
Dr.Web, 1 cpok noanuncku, NnpruMmTe NULEH3NOHHOE

cornawenmne — n FOTOBO!

3aBNCUT OT NOCTaBLYMKa ycnyru.

YcTaHoBKa — 3To npocTo!

YT100bI 3aWmTa Dr\Web Havana gencTBoBaTh, yKaXKnTe Ballly OnepaLmoH-
HYIO CUCTEMY, NMONYYMTE CCbINKY Ha MHCTANMSLUMOHHbBIV NakeT 1 yCTaHOBUTE
Dr.Web.

Ecnv Ha BalleM KoMMbloTepe y>ke ycTaHoBneH Dr.Web Security Space
nnu AHTMBMpYC Dr\Web gna Windows (He ycnyra), Bbl CMOXeTe nerko
NepeBecTn ero B PeXmM ycnyrn 6e3 nepeycTaHoBKM MPOrpaMMbl.

Mpy OTCYTCTBMN NOAKIIIOHYEHWS K VIHTEPHETY KOMMbIOTEP HE CMOXKET MPUHUMATh
O0BHOBEHNS, HO BCE KOMMOHEHTbI 3aLLNThl XECTKMX AMCKOB, CMEHHbIX HOCUTe-
nen 1 NoYThl byayT NpofoNXaTh PYHKLUMOHUPOBATb.

BAXXHO! BpefoHoCHbIe MporpaMmMbl MOTYT MOMACTb Ha KOMMbIOTEP HE TOJSIbKO
yepes MHTepHeT. B CBA3M C 3TUM HeOOXOAMMO PerynspHo NPOBOANTL OOHOBIE-
HWS YCTaHOBJIEHHOMO MPOrPaMMHOro obecneyeHus.

MNpoaneHne — 6e3 3a60T!

3ab0TnTbCA O npogneHmn He Hy>KHO — noAgnNnuUcKa npoaneBaeTcs
aBTOMaTU4YeCKN, Nnoka Bbl CaMn He NMPMOCTaHOBNTE ee OencTeme
N He OTKa>XeTecCb OT Hee.



NMpuoctaHoBKa — Koraa yrogHo!

Ye3xaeTe B OTNYCK UM ANUTENbBHYIO KOMaHANPOBKY? [prnocTaHoBUTE
NOAMNMCKY 1 He onfadymBanTe ycayry. 1o OKOHYaHWM 3alaHHOTO BaMMy
Cpoka NPUOCTaHOBKM NOANMCKA BO30OHOBUTCSA aBTOMATUYECKN.

Onnata — Kak Bam ya,00Ho!

MocyTo4yHasa TapudmrKaLmsa 3a Nofib30BaHMe yCyron.
OnnaymBaeTcs TONbKO PaKTMYeCKoe KONMMYeCTBO NOOKITIOHEHUN.

B LleHTpe ynpaBneHns NoanmMckaMm Bbl MOXETE CaMOCTOATENbHO
dopMUpoBaTh cHeTa ANa onnaTbl YyCAYr UM MCNONb30BaTb
3MeKTPOHHbIE MnaTeXHble CUCTEMbI.

OpI/IFI/IHaJ'IbI 6yxranTepCKmx OOKYMEHTOB NpeaoCTaBnatoTCa
NOCTaBLWWMKOM yCnyru.

CmeHa Tapuda — B 0gNH Kuk!

CyLlecTByeT BO3MOXHOCTb Nepexofia C O4HOro Tapuda Ha 4pyrown.
HoBbi Tapud HauMHaAET LEeNCTBOBATL HEMEJIEHHO.

OTKnoYeHue — Korga Heobxoanmo

B ntoOo MOMEHT MOXHO 0TKa3aTbCs OT MOJb30BaHUs ycnyron. Mpu
B0O30OHOBMIEHNN MOAMNMCKN CChIJIKA Ha CKa4YMBaHME YCTaHOBOYHOIO
havina BHOBb CTAHOBUTCS [OCTYMHA B IMYHOM KabuHeTe.

KoHTponb 3a 3awuTton Dr.Web B Bawumx pykax

LleHTp ynpaBneHuns NnognnckamMuy npeaocTaBnseT pasHoobpasHble OTHETh
o gencTeuax Dr\Web Ha 3almLL@eMbix YCTPOMCTBAX, YTO AeNaeT 3aluTy
Npo3payHoN ONs NONb30BaTeNS.

Nyywmm Tapmd Dr.Web ans akTMBHbIX nonb3oBaTtenen VIHTepHeTa

MakcMManbHO BO3MOXHas cBobona
B ceTu 6e3 OI'paHVI‘-IeHVII?I B 6e30mnacHoOCTK

MakcrmanbHas 3awmTta Dr\Web onq
Windows, macQOS u Linux

3awwmTa gna Android BECMJTATHO
89 py6./mec.
BasoBasd 3awmTa gna Windows (Tofbko
aHTUBMPYC 1N OpaHAMaY3pP), aHTUBUPYC
n Beb-aHTMBMpYC Ans macOS m Linux
[} MakcrManbHas SKOHOMMS Ha pacxoax
; Ha aHTUBMPYC NPU MUHUMATNBHOM YPOBHe
[ == 3alLmnThI
79 py6./mec.

BHumaHwme! CerogHs ans 3awmntsl Windows TonbKo aHTMBMPYCa HeL0CTaTOYHO.
MakcnmanbHas 3awmTta Dr.Web gns Windows — B Tapude Dr.Web Mpemunym.



Dr.Web MoGunbHbIiA CpaBHUTe Tapudbl
ycnyrmn «AHTusupyc Dr.\Web» gnsa poma

== !j 3aLLmMTa OT BCEX TUMNOB BPELOHOCHbIX KoMMnoHeHTbI 3alunThbl
[ nporpamMm Ans MobunbHbIX
| i Android-ycTtponcts Dr.Web
1 i Mpemnym
I | -
L J'I Moapepxka Android 4.0+ A
lperpaauT BXOA B 3aLLMLLAEMYIO CUCTEMY BUPYCaM M BpedoHOCHOMY 10, +
Bonee 140 MUNNMOHOB Nonb30BaTeNen BbIIEYNT OT y>Ke NMPOHMUKLLINX BUPYCOB.

Be6G-aHTUBUpYC
29 Py5-/MEC- Obecneynt npoBepKy Be6-CTpaHWULL B pexXnmMe peanbHoro BpeMeHn, +
60KMPYET PULLMHIOBbIE M APYT1e OnacHble MHTEePHET-Pecypcbl.

BHumaHwme! Vicnonb3osaHne OGunbTpa 3BOHKOB 1 SMS, 1 AHTMBOpPa Ha yCTpomn- MpeBeHTUBHasA 3aWwmnTa

CTBax 6e3 CVIM-KapT HeBO3MOXHO. 3allmTa OT HOBEMLIMNX aKTUBHbIX Yrpos, uenesBblX atak v MonbITOK aF
NPOHUKHOBEHWS, B TOM Y/CIe Hepes YA3BUMMOCTN «KHYJ1eBOro AHA».

3au.w|Ta OT noTepu AaHHbIX
[aHHbIN Tapnd oTCyTCTBYET B ycyre Ans busHeca. 3awmTa gns Android nosb- YBepexeT oT NoBpexAeHNs (aiibl, 3alMPpPOBaHHbIe TPORHLEM-LUN(PO- i
30BaTeNaM ycryri ans 6usHeca npegocTasnaetcs B Tapude DriWeb Mpemmym. P 112637 PENYTIAPHO X PESEPBHEIE KoMK

(oTKJII0YEHA MO YMOMYaHNIO).
®unbTp 3BOHKOB 1 SMS

Dr.Web npeMVIyM CepBep C BbICOKOW Jonen BepOATHOCTM pacno3HaeT Cnam He3aBUCUMO OT A3bika ¥
3awwnTa AN cepsepHbIx Nnatdopm Windows coobLeHus, Npy BAN3KOM K HYJIO MPOLLEHTE NOXHbIX CpabaTbiBaHWUI.

MakcumanbHas 3awmTa Dr\Web gna PopuTensckuii koHTpons i
F Windows Server 2003 SP2 (32 6VITa), Brokupyet canTbl no kntoyesbiM cnosaM B URL 1 3alwumtnt geten ot noce-
J— LLleHVs HexkenaTeNbHbIX Beb-pecypcoB. DyHKLWSA 3anpeTa focTyna K dhan- +
r -'- _ 2008 / 2012 nam, narnkam n CMeHHbIM HOCUTeNnaM caesiaeT HeBO3MOXHbIM HeCaHKLNO-
F- HWPOBaHHOE NCTOJIb30BaHWe, yoaneHune Uinn noxuuieHune I/IHCDOpMaLI,I/II/I.
=
g BpaHamaysp n
- BOBBE,D,ET 3aCJIOH Ha NyTW NOMbITOK XakepoB BTOPrHyTbCA B Balll KOMMbIOTEP.
. BNoKNpoBKa CbeMHbIX YCTPOWCTB
BRokMpoBKM AOCTYNa K CbeMHbIM HOCUTENAM — (eLl-KapTaM 1 NiobbiM px
yCTPOWCTBaM, KOTopble ncnonb3ytoT USB-nopT ans noagknioyeHns k MK,
390 py6./mec. BKi0Yas Be6-kamepsl, hoToannapatsl 1 MP3-nneepsi.
[aHHbI Tapnd oTCyTCTBYET B ycnyre ans dbusHeca. 3awmta ans Windows Server O6nako Dr.Web
nonb30BaTensM ycnyru ana 6usHeca npepocTtasnsetcs B Tapude Dr.Web Sﬁgifg;;g;} SLERLE O ¢ HOTO BPEREHIIHE SEDBEDaX KOMMNaHN i
MpemMnyM Mo LeHe 3awnTbl paboyer CTaHLUN. ;
3awwmrTa ana Android BecnnatHo
+
[Mo ueHe
3awuTa ansa Windows Server 3aLUThI
paboyen
CTaHuum

* Tonbko agns macOS u Linux.
** Tonbko ona Windows. YctaHaBnnBaeTcs no XenaHuio nofib3osaTens.

Dr.Web
Knaccuk
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Moppepxxnsaemobie OC

Dr.Web Dr.Web
Mpemuym  Knaccuk

Windows 10/8.1/8/7/Vista/XP P +
macOS 10.7 v Bbiwe 4F +

Linux aapo 2.6.37 1 Bbiwe
glibc ot 2.13 n BbILWE

Android 4.0+ becnnatHo Het

Mopnpepxka 6ecnnaTtHa Ans nonb3oBaTenemn ycnyru

B cTOMMOCTb NOANMUCKM BKITIOHYEHbI CliefytoLme YyCAyr TeXHUYeCcKom
noaaep>xKu:

KOHCYnbTalUMK Yepe3 Beb-dopmy B LIYMe;
XpaHeHue NCTOpUM 3aNpPoCoB NOMb30BaTeNs B NOALAEPXKKY;
aHanm3 BMpPYCoB, He onpedensemMblix Dr\Web;

BecnnatHas paclwmndpoBka Garnos, 3alNdPOBaHHbIX TPOSHLEM-
BbIMOraTtesiem (Npu ycnoBum cobniofeHns ycnosui

Y106bI OTMPABNTb 3aNPOC B CIYXXOY noaaepKKu:
SanaguTe B LLYIM.

B NMPaBOM BEPXHEM YTy 3KPaHa Ha>XXMWTE Ha BN KET CO 3HAaKOM
BOMpoca.

B OTKPbIBLUEMCS OKHE HaXXMWUTe Ha KHOMKY Co3aKTe HOBbIV 3arpoc.

3anonHuTe hopMy U OTNPaBLTE 3aMpoc B CIY>K0y noaaepkKu.

NcTopums BCcex BalLMX 3aMpOCOB XPaHUTCA B LleHTpe ynpaBneHus noanm-
ckamu (LLYTT) B Te4eHMe XN3HM BaLLEro akkayHTa.

Tak>ke Bbl MOXeTE OTMPaBUTL 3aMpOoC B CJTY>KOY TEXHMYECKOW NOAAEPXKM,
LLENKHYB NPaBOM KHOMKOW MbILIM MO MKOHKE C NayYKOM B MPABOM HUXHEM
yriny MOHUTOPa W BbIOpaB MHCTpyMeHTbl — loanepxka.

BHumaHume! [JaHHas BO3MOXHOCTb JOCTYMHa nocne yctaHosku Dr.\Web
M NpUY HaNUYMM OCTyNa B ceTb VIHTepHeT.


https://products.drweb.ru/decryption_from_ransomware/disclaimer
https://products.drweb.ru/decryption_from_ransomware/disclaimer
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