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Dr.Web software deployment procedure
1. Appoint an employee to be responsible for testing the Dr.Web software.
1.1. Explore Dr.Web’s features once the anti-virus has been installed on your desktops, file servers, and mail servers, as well as on the servers used to manage your anti-virus protection. 
1.2. Review the security policies that you’ve established in accordance with your company's information security policy, and check how well they are working.
1.3. Test Dr.Web’s compatibility with the software used by your company.
1.4. Use the results from the test installations to make a clear plan for deploying the Dr.Web software, taking into consideration your company's corporate network structure and your employees' work schedules.
1.4.1. Confirm when the Dr.Web software is to be deployed in your corporate IT environment. 
1.4.2. Determine how the Dr.Web software will be deployed on the PCs and file servers in your local network (whether to use AD policies, launch installers locally, scan the network to find unprotected machines, etc.).
1.4.3. Determine a schedule for deploying the Dr.Web software, taking into consideration your company’s network structure and your employees' work schedules.
1.5. Train your company's network security administrators to use the Dr.Web software.
1.6. Establish routines for removing the existing anti-virus software, and for installing the Dr.Web software.
1.6.1. Develop security measures for the period during which no anti-virus software will be installed on the hosts on your company's network.
1.7. Check the availability of the services that are necessary to deploy Dr.Web in your local network (the list of services required depends on the type of deployment that has been selected). If necessary, adjust the filtering rules for the firewalls used in your corporate network.
1.8. Approve the Dr.Web deployment schedule. Inform the employees who will be involved in the deployment procedure about the schedule. The anti-virus installation procedure flowchart is shown in Figure 1. 
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Fig. 1. Dr.Web software deployment schedule
2. Replace the anti-virus software in your corporate network with Dr.Web.
2.1. Prepare the Dr.Web software in accordance with the type of installation procedure you’ve selected. 
2.1.1. Install Dr.Web hierarchical network servers, and the DBMS (if one is needed) (Fig. 2).
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Fig. 2. Server installation 
2.1.2. Deploy Dr.Web back-up servers (Fig. 3).
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Fig. 3. Deploying Dr.Web back-up servers 
2.1.3. Configure groups and policies.
2.1.4. If necessary, assign individual administrators for user groups, and restrict permissions for those administrators in accordance with the established corporate policy.
2.1.5. Carry out any other activities required for the deployment.
2.2. Scan the corporate network for malware with Dr.Web CureNet! (Fig. 4).
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Fig. 4. Scan the company's network with Dr.Web CureNet!
2.3. Remove the existing anti-virus products.
2.4. Deploy the Dr.Web Enterprise Security Suite anti-virus network (Fig. 5).
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Fig. 5. Deploying the anti-virus network
2.4.1. Install the anti-virus software on your PCs and file servers in accordance with the settings defined in the previous step.
2.4.2. Install the anti-virus software for mail servers.
3. Use the Dr.Web software throughout the test period. 
3.1. Update the Dr.Web software in accordance with established policies.
3.2. Scan your protected PCs and file servers regularly (Fig. 6).
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Fig. 6. Regular scanning of protected PCs and file servers (Fig. 6)
3.3. Test how malware impacts the Dr.Web software.
3.4. Verify the procedure for interacting with Doctor Web's technical support service.
4. With the results you have obtained from testing the Dr.Web software in your network, compile a report; Doctor Web's representatives will review your report and decide whether they concur with your results. Get approval for the report.
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